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Abstract: Based on introducing standard RSA crytsystem, we advanced an improved method of the software implementation
of module power operation using approximate algorithm of calculation shortest addition chains, and improved decryption method
of RSA on the basement of Mixed-Radix Conversion (MRC) which is to solve Chinese Remainder Theorem ( CRT). Finally,
combined with rapid effective prime testing method, a new algorithm that can rapid software implementation RSA cryptsystem was

proposed, and it has also been analyzed and compared to other related algorithms. Experimental results show that operation

velocity of encryption and decryption operation can be increased 6 to 10 times on average by using the new method.
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¥ 1 Standard RSA Algorithm
1) Initialize:
Random_Prime (p, ¢) ; //ER p, ¢ HIRER
N<+p#g;p(N) «—(p-1)(g-1);
Select e(e < @(N)) satisfied GCD(e,p(N)) =1;
//FIFY & Euclid 3R 5) 5230
d e (mod o(N));
PK <« (e,N), SK« (d,p,q)
2) Encryption;
Input_Plaintext (m;m,+--m;) ;
¢ ‘_Epk(mi) = m(mod N) ;
3) Decryption:
m; —Dy(c;) = c;l(mod N)
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#3%2 FastModeExpon(X,A[len])

//A[ len]«IterativeSearch(n) ;
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1) Fori = A[0] downto 2 Do

2) Forj = A[0] downto 2 Do

3) If (A[i -1] +A[j-1] = A[i]) then B[i][0] «—i -1,
B[i][1] «j -1 goto 4

4) X[1] <=« (mod N) ;

5) Fori = 2t0A[0] Do

6) X[i] < X[B[i][0]] *X[B[i][1]] (mod N);

7) Return X[ A[0]];
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{xl = (¢ (mod p))"(mod p)

%, = (¢ (mod ¢))"“(mod q)

Hopw=d (modp-1),u=d(modg-1),%F(2)=,
FIFEH 3 BI85 5T MRC B0 RSA MR E B, &
2 MRC_Decryption(c) , BAH#IA N «

#3%3 MRC_Decryption(c)

T—p~'(mod g) ;

(2)

w«d (modp -1),u+-d (modgq-1);
X; «¢“(mod p) ,X, < c*(mod q) ;
x—X, +[(X, -X;) * T(mod q) ] * p;

| —— PRERSAME: —=— BOHGERSARIE |

Return (x)
2.3 RSA WYREBERULRFE

LR PRs R BN IA S vk FastPrimalityTest (P) L3 o 5% J8
InB:4E B 1 TterativeSearch (n) | & B T 33 B 9 B 7 ¥k
FastModeExpon ( X, n) 1 2t # B RSA f# % B ¥ MRC _
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¥4 Modified RSA Algorithm

1) Initialize:

FastPrimalityTest(p) and FastPrimalityTest(q) ;

N<+pxg;p(N) «—(p-1)(g-1);

Select e(e < @(N)) satisfied GCD(e,p(N)) =1;

d«—e (modgp(N));

e[ ky ] < IterativeSearch(e) ;

T«p'(modgq),w—d (modp-1),u+d (modgqg-1);

w[ k, ] «TterativeSearch( w ) and u[ k; ] «IterativeSearch( u ) ;

PK <« (e[k ], N), SK« (d[k, ], p, ¢)

2) Encryption:

Input_Plaintext( m;m,--*my) ;

¢;«E, (m;) =FastModeExpon (m;,e[k,])

3) Decryption:

X, «FastModeExpon (c;,w[k,]) ;

X, «FastModeExpon (c;,ulk5]);

m; X, + [(X; - X;) % T(mod ¢) ] *p
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q = 59053795389775275694 674628 180318 134 151 674 809 968 241
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