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An Enhanced Internet Key Exchange Authentication with Signatures
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Abstract Because Internet key exchange authentication with signatures is vulnerable to the man-in-the-middle attack, the user ID may expose to
the outside in the IKE protocol. Aimeing at this issue, this paper proposes a solution to hide the user ID. This solution not only maintains the

framework of ISAKMP but also resists the man-in-the-middle attack and brutal force attack effectively, with cheap system cost. This solution has

already adopted by the design of an IPSec coprocessor.
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