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Abstract The main solution to multicast security is group key management, which includes real time key management and batch key
management. This paper mainly discusses the group key distribution in real time group rekeying management, analyzes emphatically the realization
of the multicast protocol, especially the PIM-DM protocol, directs at the PIM-DM protocol, and develops a model of real time group rekeying
management. The author makes use of multicast protocol in software NS to conduct simulation study on key management of centralized mechanism
and decentralized mechanism. As a result, the security of this protocol is enhanced.
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NS
packet.h

enum packet_t

{
PT_SECRET, PT_UPDATE,

}
class p_info

{
public: p_info()
{

name_[ PT_SECRET]= "secret";

name_[ PT_UPDATE]= "update";

}

mcast_ctrl.cc

command

int command(int argc, const char*const* argv)

{
if (argc == 4)

if (strcmp(argv[1], "send") == 0)

switch (*argv[2])

CASE('s', "secret”, PT_ SECRET);

CASE('u', "update”, PT_ UPDATE);
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(SRC) 1 2
( 3~ 8)

[5]

set mcastmonitor [new McastMonitor]
set chan [open secret.trw]  ;#
$mcastmonitor attach $chan ;#
$mcastmonitor set period_ 0.005 ;#
$mcastmonitor trace-topo #

$mcastmonitor filter Common ptype_ $ptype(secret)

# (secret)
$mcastmonitor print-trace #
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