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Improvement for Authentication and Key Agreement
Mechanism in UMTS System

YE Dun-fan, NING Tao

(School of Mechanical and Electronical Engineering, China University of Geosciences, Wuhan 430074)

In order to prevent the permanent information of a user from being identified by a rogue, the 3G security architecture is researched. By

analyzing the mechanism of access security of UMTS systems, especially authentication and key agreement, this paper finds a method for
authentication. The main idea of the method is to verify the random parameter RAND for authentication by USIM. If the process is not successful,

USIM will respond fault result parameter; otherwise will respond correct result parameter. This method can ensure the identification information not
been listened easily and improve the level of confidentiality the furthest. The period of putting in practice for the method is short.
Key words authentication; random parameter RAND; key; security

RRC
mﬁ o)
CN UTRAN AV(L.n)
WCDMA SE— —]
AV(i)
g ‘—M
( AUTN() RES(i) )
RAND
RES(i) XRES(i)
|
1 1
1) RRC
UMTS USIM SGSN/VLR
UMTS
USIM  UMTS fO(RAND ), f1( ), f2(
(MSISDN) ), 3( CK ), f4(
(IMSI) IMSI ) 15( AK )[3]
K K (
AuC USIM 5 ) SGSN/VLR
K (1956 )
[2]
2 1 2007-08-12 E-mail ndg242001@yahoo.com.cn

—198—



RAND
IK
SGSN/VLR USIM
(2)SGSN/VLR

f1%(
AUTN(i)
RES(i)
RES(i)

CK(i) IK()
IK(@i)2

USIM K

[4

RAND
RAND

XRES CK
[
RAND(i) AUTN(I)
)
XRES(i)
RAND
SRES, CK
AuC
UsSIM

USIM

1
RAND
2 USIM
3
3 USIM RAND
USIM
4
4 USIM
RES CK IK
USIM e ”s e
RAND?” K USIM
RAND
Bl USIM AuC
K
USIM
USIM << >>
USIM
AuC USIM
AuC RAND USIM “e
-> AuC
RAND USIM RAND
3
UMTS

[1] 3GPP. 3GPP TS 33.102 3rd Generation Partnership Project.
Technical Specification Group Services and System Aspects——3G
Security, Security Architecture(Release 5)[Z/OL]. (2005-12-13).

http://www. 3gpp.org.

[2] 3GPP. 3GPP TS 35.202 3rd Generation Partnership Project.
Technical Specification Group Services and System Aspects——3G
Security, Specification of the 3GPP Confidentiality and Integrity
Algorithms — — Document 2: KASUMI Specification(Release
5)[Z/OL]. (2005-10-07). http://www.3gpp.org.

[3] 3GPP. 3GPP TS 33.105 3rd Generation Partnership Project.
Technical Specification Group Services and System Aspects——3G
Security, Cryptographic Algorithm Requirements(Release 4)[Z/OL].

(2004-06-15). http://www.3gpp.org.

[4] , ,
[1.

, 2002, 42(1): 48-51.

—199—



