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Efficient Truly Random Key Generating System Based on PDA

XIAO Youan, ZHOU Zude
(School of Information Engineering, Wuhan University of Technology, Wuhan 430070)

Abstract To solve the problem the known high quality key generate scheme is slow and inefficient, this paper builds an embedded truly random
key generating system on the PDA devices based on a new method which is called as Xiao’s random key generating scheme. It analyzes the
performance, efficiency, security about the proposed schemes and tests the generated sequence according to the standard of FIPS 140-2. The new
system can get a batch of high-quality key meeting the requirements for information security system. It is quick, secure and efficient.
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VAR

OldPoint, APoint: IpPoint;
XX, YY: Integer;

BEGIN
GetCursorPos(APoint);

XX:= APoint.X - OldPoint.X;

YY:= APoint.Y - OldPoint.Y;

if (XX =0)or (YY = 0) then Exit;
Direction:=YY / XX
GetCursorPos(OldPoint);

END;
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VAR

OldPoint, APoint: IpPoint;
LastTime, XX, YY, TT: Integer;

BEGIN
GetCursorPos(APoint);
XX:=APoint.X - OldPoint.X;
YY:=APoint.Y - OldPoint.Y;
TT:= GetTickCount - LastTime;
if (XX =0)or(YY=0)or (TT = 0) then Exit;
Velocity:= (XX * XX +YY * YY) / (TT*TT);
GetCursorPos(OldPoint);
LastTime:= GetTickCount;

END;
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NIST

SHA-2561%

ie[0 15] X 2.16<X<46.17

i=0
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(1] ce . 3) (the runs test) ““0””
64bits SHA-256 ! 0 !
256bits 20000
EXRKGS Microsoft Visual Studio .Net 2003
2 PDA PC !
Visual Studio .Net 1
1 2 3 4 5 6+
2343~2657 | 1135~1365 | 542~708 | 251~373 | 111~201 | 111~201
ATERERE <6 2111 € (4) (long runs test) 26
FAKECD (w24 [
cegrr ccqrr
sEamcEs) [ [ y
O033CET011137F4732F0040007 366 |~ FIPS 140-2 EXRKGS
6207 14D8FS70AEALDGFEDEAABFOE [
68C7B621C0DFDA FDODE0CC T 36FF3 500
1480264 F AFSBOVE4BED 26777988 20Kbps 2
634F927E6C94F7ADELIDB14007404 |=
ASE7D1301EADD1E1EG4 14356933 2 FIPS140-2
AEB042B0EES40ADO30EBADT0ABS
1894 540EADDOCS636980E0B03523 |
4920518538224 ABCF28063E941F1 ] ! 2 3 4 >
9725~10275 | 9942 9976 | 10049 | 9905 | 10073
E=IERERES
2.16~46.17 11.859 | 8774 | 30729 | 14.906 | 20.883
= =t | i S
EHAERE ) BHFPS140-2li - 0] 1 2 343~2 657 2515 2454 2494 | 2534 2414
il |‘ 1 1 2 343~2 657 2550 2 446 2436 | 2523 2552
0] 2 1135~1365 1252 1246 1250 1225 1257
2 EXRKGS 1| 2 1135~1365 1246 1224 1294 1312 1223
) 0 [ 3 542~708 634 591 647 644 615
HP Microsoft PocketPC 2002 | 3 522708 613 654 639 627 591
Compaq iPAQ 3970 PDA 0| 4 251~373 310 328 309 328 353
1] 4 251~373 325 327 286 290 317
32ms 20Kb/s 0 5 111~201 158 172 135 147 169
E 111~201 142 141 156 150 155
0| =6 111~201 156 159 159 159 169
4 1 [ 6 111~201 148 158 163 136 139
0 | <26 1~25 12 14 16 12 13
1| <26 1~25 18 16 13 13 14
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