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Analysis of CH Chaos Sequence-based Image Encryption Algorithm

ZHANG Bin, JIN Chen-hui

(Institute of Electronic Technology, University of Information Engineering, Zhengzhou 450004)

Abstract The security of a chaos sequence-based image encryption and decryption algorithm is analyzed. The encryption algorithm is a shift
cipher essentially and its key space is too small. The chaotic sequence is obtained by using the analysis method of shift cipher of classical cipher. A
known plaintexts attack is proposed by exhaustive parameter search. For a M>N plain image, the computing complexity is O(M+N). From the
analysis in theory and experimental results, this image encryption algorithm is proved insecure.
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