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Modal Logic for Analyzing Privacy and Authentication
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Abstract A modal logic based on belief, MBL logic, is introduced to analyze security of authentication key-exchange protocols with one-way
functions. The logic has following characteristics: it has a rational proof system and its inference rules can be proved right under its own semantic
model. It can analyze authentication of messages protected by one-way functions, and analyze whether messages are kept secret. Through these
rules, analyzer could reduce the dependency on trusted third part about the security of temporary session key, and be able to find whether adversaries
could make effective attacks on protocols through cheating trusted third part.
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