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Design of Enhanced IPsec-VPN Supporting
Cross-certification and Status-detection

DU Chunyan, YANG Xuanyuan, LU Jiande
(Jiangsu Province Computer IT Key Lab, School of Computer of Soochow University, Suzhou 215006)

Abstract IPsec is a set of security protocols in IP layer used for VPN. However, with its extensive and deep applications, some new problems
have occurred. This paper introduces PKI and combines it with ECC technique and the design of cross certification interface, proposing an enhanced
IPsec VPN security gateway prototype. Meanwhile, Dead peer detection (DPD) protocol is studied and implemented, so as to effectively improve on
authentication and status detection to current IPsec VPN, assuring the security, extensibility and robustness of the VPN system. It gives out an
implementing scheme based on Linux 2.6.
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