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Abstract: Campus authentication system is a key part of digital campus. After analyzing the demands of authentication
system, a campus unified authentication system based on IEEE 802. 1X protocol and Diameter protocol was proposed. By
extending EAP-PEAP protocol and introducing message routing mechanism in Diameter protocol, this authentication system can
provide cross-domain authentication and authentication ticket distribution, thus solving the roaming authentication and single
sing-on problems in campus network authentication system. At last, some means of attack were analyzed, and corresponding
solutions were proposed.
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