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Abstract Authentication protocol has a DoS attack weakness. Based on the idea of cookie solution and proof of work, this paper uses weak
authentication and strong authentication, presents the security solution for protecting two-party authentication protocols against DoS attack, gives the
detail and some experimental data, analyses the solution’s security. It improves the Lowe’s NSPK protocol using the solution, and analyses the
improved protocol’s performance.
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