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Extend Self-certification Signature Scheme Based on DSA
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Abstract A verifier verifies only both signer’s signature using self-certified signatures. In PMI system, verifier sides need verify AC issued by

AA besides PKC issued by CA which includes two verificationsm, namely user sign and PKC. To the above problem, this paper proposes a new

digital signature scheme called multi-certification signature which extents self-certified signatures and verifies two extented to three certifications

once. Then, it extents more multi-certification signature which can verfy multi-signatures once.

Key words Extend self-certification signature; DSA; PMI; PKI

[1]

Certg Cert,
(xy) x=f(x,Certs,Cert,) y=g(y,Cert,Cert,)
fg
2 m
o) (2) Certy  Cert,
X ESCS & =S,(m,Cert; || Cert,)
CA 3) m Certs Certa Yo
o ) 1 )
ce 3
[3]
- 1) y = g(y,,Cert,,Cert,):
(self-certified signatures  SCS) (49 2) y v, (8,m,Cert, | Cert,)=1;
3) Yo Certg Cert,
PMILE!
1.2 ESCS
CA AA AC S (X0, Yo)
Y, =9 mod p CA PKC AA
ESCS ESCS AC CA AA
3 ESCS S DSA 0 g g
ESCS
1 ESCS CA (XCA7 yCA)
( [ ) Yea =9 mod p CA Cly  Cl
SCS Schnorr ESCS CA
DSA[8 DSA Yo
CA q K,
1.1ESCS (60372094)
(%o, Yo) ( Xo Yo (1978 )
) CA Certs AA
Certy ESCS 3
1) (X0, Yo) 2005-10-27  E-mail jsj96@163.com

—1—



S( )
Cert, ={Cl, (r,,s,)}={Cls,((g" mod p)mod g, (k,*(H (Cl,) +
+Xal))moda)} S
w, =s,'modq. u, =(H(Cly)xw,)mody. U, = (r.w,) mody,
Ve =((9" x Yca *)modp)modq Ve =T,

AA (Xans Yan)
Yam=0"modp AA Cl, CI,
AA

AA q Ka
S( )

Cert, ={Cl,,,(r,,5,)}={Cl,,, ((g" mod p)mod g, (k, "(H(C1,) +

Xuh))modq)} S
w, =s, "modq U, = (H(Cl,)xw,)modq
Uy, =(r,w,)modq v, =((g* xy,,"**)mod pymodq

V=T, AC

AC PKC

PKC AC PKC

PKC AC
3 m

1) S (%01 Yo)
CA AA
ESCS x y) X =X, (U, +U,,)mod q

y = yO(Ucz‘*‘UAz)gucl yCAUcz rc‘lg Upg yAAUAz rA_l mod p
w, =3, modq U, =(H(CL)xw)mody u,, = (rw,)modg

W, :SA’1 modq u, =(H(Cl,)xw,)mody u,, =(r,w,)modq

@) ESCS X S m(
m  m|Cl||Cl, ) ESCS o=(r,s)
S q k
r=(g“*modp)modq s=(k*(H(m||Clq |Cl,)+xr))modg
{{r,s),Clg,Cl,,1,,1.,5S.,S,} S
m
3 3
{{r,s),Cl5,Cl,r,,1.,S.,S,.}
1) s ESCS

u

Y= Yo g e g YT, modp
U, =(H(Clg)xw;)modq u,, = (r,w,)modq
U = (H(CI,)xw,)modq. U, =(r,w,) mody
2) ESCS y (r,s)
u =(H(m||Cl [|CI,)xw)modq
mod p) mod g v=r
3) Yo Cert, Cert,

w, =s, " modg

w, =s, ‘modq,

w=s"modq:
U, =(rw)modq . v=((g"xy")

2 ESCS
PMI

ESCS ESCS

2

2.1
(% Yo) (€1,Cyy..iCy)
PKC, CRL, AC,
(MCS) 3
@ (%:Yo)
N (c,Cy...,C,) xy)
X=f(%:CCh00C0) Y =0(Y0:C1 G-, Cy) f g
) m n  (c,c,....C,)
X & =S,(m,c,C,,...,C,)
(3) m n o (CuCy...C,)
Yo o ) 1 )
3
Y Y =09(Y0,C1,Cys--,C)
) y V,(5,m,6.Cy0..r,) =1
3 n o (cCye.Cy)
2.2
3
ESCS
@ 3 (%:Y0)
CA AA
ESCS xy) X = X (Up, + Uy, + -+ U_)mod g »

y =yttt gty e gty e gty e mod .
w, =5, modd, uy, = (H(CI,) x w) modg , i, = (fw) mod,
W, =, modq , u, =(H(CL)xw)mody, U,, = (r,W,) modq
w, =s,'modq u, =(H(CI,)xw,)modq U,, = (r,w,)modq
(2) ESCS X S
mm  mjcL|CL]...ICl, )

S q k
r=(g“modp)modq  s=(k*(H(m|/CL||CL,]|..][Cl,)+xr))
modq  {{r,s),Cl,Cl,,...Cl ,s,S,...S,, L, T,...I.}

S m
@) 3
{{r,s).C1,,Cl,,....Cl,,s,,S,...5,, I, 1,...I,.}
1) s ESCS
y =y, ettty e gUay te gty Y T mod p
w, =s, ‘modg. w, =s, *modq. u,, = (H(Cl,) xw,)modq
U, = (W) modg w, =s, "modg  u, = (H(Cl,)xw,)modq

o=(r,s)

Uy, = (rzwz) modq
unz = (ran) mOd q

w,=s, 'mody u,, =(H(Cl,)xw,)modq

2) ESCS y (r,s)
w=s"modq u, =(Hm|CL|IClL,|l...]ICl,)xw)modq
u, =(rw)modq v=((g“ xy*)mod p)modq v=r

3  n (c,c,,....Ch)



