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Design and Implementation of Dual Signature Presentation
Experiment Based on .NET

YANG Yan, ZHOU Jing, WANG Lu
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract The dual signature is a new application of digital signature in SET protocol. It resolves security correspondence of the consumer,
business and bank in electronic transaction. This paper analyzes the dual signature technology, puts forward a design project of dual signature
presentation experiment, and realizes it by using the developing tool C# based on cryptography model of .NET framework.
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4 NET
C# Microsoft .NET Framework1.1

4.1
System.Security.Cryptography
RSACryptoSericeProvider
XML M

RSACryptoServiceProvider rsaProvider = new
RSACryptoServiceProvider();

XmlDocument xmIDoc = new XmIDocument();
xmlDoc.LoadXml( rsaProvider. ToXmlString(true) );

1
xmlDoc.Save( PublicAndPrivateKeyPath );

I
xmlDoc.LoadXml( rsaProvider. ToXmlString(false) );//
xmlDoc.Save( PublicKeyPath );
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string  OIStr = this.TextBoxName.Text + || +
this. TextBoxPrice.Text + "||" + this. TextBoxNum.Text; //
string  PIStr = this.TextBoxBankNum.Text + "||" +

this. TextBoxSum.Text; //
byte[] OIBytes = Encoding.Unicode.GetBytes( OIStr );
1
byte[] PIBytes = Encoding.Unicode.GetBytes( PIStr );
1
)
System.Security.Cryptography
SHA1CryptoServiceProvider 1)

““&&”7 Unicode

SHA1CryptoServiceProvider shal = new
SHA1CryptoServiceProvider();

this.TextBoxLog.Text += (" "+
Environment.NewLine );

byte[] OIHashBytes = shal.ComputeHash( OIBytes );

1

this.TextBoxLog.Text += (" "+

Environment.NewLine );
byte[] PIHashBytes = shal.ComputeHash( PIBytes );
1

®)

this.TextBoxLog.Text += (" "+
Environment.NewLine );

byte[] SignedPOI = rsaProvider.SignData( POIBytes , shal);

1

this.TextBoxLog.Text += (" Mo+
Environment.NewLine);

(4)

““&&77 Unicode

(®)
ccgg”

Unicode

1
XmlTextReader xmIReader = new XmlITextReader
( openFileDialog.FileName );
xmlReader.WhitespaceHandling = WhitespaceHandling.None;
xmlReader.Read();
rsaProviderForPayGate = new RSACryptoServiceProvider();
rsaProviderForPayGate. FromXmlString
( xmlIReader.ReadOuterXml() ); //
byte[] DigitalEnvelopBytes =
rsaProviderForPayGate.Encrypt( SessionKeyBytes , false );
DigitalEnvelopFileWriter.Write( DigitalEnvelopBytes );
this. TextBoxLog.Text += (" "+ DigitalEnvelop
+Environment.NewLine);

43
4
) P
ey
@) SHAL
D
3
(2)
150

—143—



