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Security Analysis of Elliptic Curve Cryptography-based
Combined Public Key Technique

ZHAO Mei-ling, ZHANG Shao-wu
(Institute of Electronic Technology, Information Engineering University, Zhengzhou 450004)

Abstract This paper analyzes the security of an elliptic curve cryptography-based combined public key technique due to Tang Wen and some
others. Because of some security vulnerabilities of the proposed technique, it gives two kinds of collusion attack methods, and calls the first method
as a choice collusion attack. if a customer chooses w customers with some mapping characteristics and colludes them, they will get the 2"-w-1 other
customers’ private keys. And it calls the second method a random collusion attack. Two collusive customers first compute their public keys’
difference Ak, and Ak, , and then they choose public key from public key factor matrix random. Suppose one of the differences between the chosen
public key and the two collusive customers’ key is equal to Ak, or Ak, , the attack succeeds.
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