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Attack Model Based on Rerouting in
Anonymous Communication System
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[ Abstract] This paper presents a model of anonymous communication system based on rerouting. Based on the system model, a attack algorithm is
proposed, which adopts a transmission strategy with the fixed length and changeable rerouting path. Attackers can observe the system
multitudinously with many companions. Computation and analysis indicate that probability of the attacker’s finding out the sender is inversely
proportional to path length, proportional to observation frequencies and the number of companion. It is proved that the attack model can effectively
destroy the anonymity degree of the senders.
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