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Abstract Router security is very important in computer networks. This paper focuses on Cisco routers which are the broadest used, describes the

basics of 10S which runs in Cisco routers, then based on the principle of buffer overflow, describes a method of buffer overflow attack in Cisco 10S,
and presents the defense methods against this kind of attack.
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