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Protection Scheme of Digital Content in P2P Network

WANG Xiao-ming

(Department of Computer Science, Jinan University, Guangzhou 510632)

Abstract This paper analyzes Gu’s scheme and proposes a conspiracy attack on it. Using the conspiracy attack, any ¢ (¢ is threshold value) or
more LAs (license authorities) may woke together to reconstruct the secret polynomial of the license and derive the secure share keys of other LAs in
P2P networks. They can also impersonate some other LAs to generate a valid partial license and break the protected mechanism of digital content in
P2P network. A digital content protected scheme is presented for P2P networks based on Gu’s scheme. The new scheme can achieve all the

properties in Gu’s scheme, and withstand the conspiracy attack in Gu’s scheme.
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