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Abstract. In IEEE INFOCOM 2004, Chan proposed a distributed key
management scheme for mobile ad hoc networks, and deduced the condi-
tion under which the key sets distributed to the network nodes can form a
cover-free family (CFF), which is the precondition that the scheme can
work. In this paper, we indicate that the condition is falsely deduced.
Furthermore, we discuss whether CFF is capable for key distributions in
ad hoc networks.

1 Introduction

In [1] Chan introduced a Distributed Key Pre-distribution Scheme (DKPS) for
ad hoc networks. One key idea of the DKPS is that each node individually picks
a set of keys from a large publicly-known key space following some procedure so
that at the end, the key patterns of all the nodes satisfy the following exclusion
property with a high probability: any subset of nodes can find from their key sets
at least one common key not covered by a collusion of at most a certain number
of nodes outside the subset. In the next section, we analyze this scheme and
prove that [1] falsely deduced the condition under which the scheme can yield
the desired key patterns, then we further discuss whether any similar scheme
that produces the desired key patterns is practical.

2 Analysis of Chan’s Scheme

Chan’s scheme is based on cover-free family (CFF) [2]. It requires that the sets of
keys held by the network nodes form a (w,r;d) — CFF(N,T) cover-free family,
i.e., any w nodes share at least d keys that are not held by any other r nodes.
The keys are selected from a pool of size N, and at most T nodes are supported.
A (w,r;d) — CFF(N,T) is formally defined as follows:

Definition 1. Let X be a set of points, F be a set of subsets (called blocks) of X.
Let N = |X|,T = |F|. The set system (X,F) is called a (w,r;d) — CFF(N,T)



if for any w blocks By,--- , By, € F and any other r blocks Ay,--- , A, € F, we

(B (02)

where d is a positive integer.
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In [1], a probabilistic method called Distributed Key Selection (KDS) is used to
construct the (w,r;d) — CFF(N,T). Its procedure is as follows:

Select k such that d divides k.

Form the universal key set P with size N = k?r/d.

Divide P into k partitions Py, Pa, - - , Py each of size kr/d.

Each node individually pick keys for his key ring to form B = {p1, p2, - , pr }
with each p; randomly selected from the partition P;, 1 < i < k. (Each p;
will follow a uniform distribution over all elements in P;.)
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Note that k is actually the number of keys that a node has to store. In its
Theorem 1, [1] deduced that the above scheme yields a (w,r;d) — CFF(N,T)
with at least a probability 1 —e~t, if
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The deduction sketch is as follows:
For a fixed block Bj, select w — 1 other blocks B;, 2 < i < w and r other
blocks C;, 1 < j <r. For any p; € By, define

q = Pfpi ¢ NilyBi\ Uj=, O}
Let X; = d[p; & NiZyB;\ U_; C;] where §[ | is the delta function, then
P{X,=1}=¢,P{X;=0}=1—g¢.
Let X = Zle X, and apply Chernoff bound to estimate the upper bound of
PAINL, B\ Uj_, Cj| <d} = P.[X >k —d].

But the application of Chernoff bound in this proof is problematic. LetX be
the expectation of X. Chernoff bound is applied to estimate the upper bound
of P.[X > ¢] when ¢ > X, or the upper bound of P.[X < ¢] when ¢ < X. The
above deduction implicitly assumes the precondition that £ — d > X. However,

we have the opposite result:

Theorem 1. For the set system constructed from the KDS, k —d < X



Proof. By definition, we have d < k and w > 2.

Then we have k —d < X O
Therefore, the inequation (1) is incorrect, and the viability of the KDS scheme
is questionable.

3 Discussion on Key Distribution and CFF

The KDS in [1] is in fact an instance of the following probabilistic construction
of k-uniform (w,r;d) — CFF(N,T) presented in [2]:

1. Form k universal key sets P;, i € [1, k], where |P;| = [.
2. Each node individually pick keys for his key set B = {p1,p2,--- ,pr} with
each p; randomly selected from P;, 1 <1 < k.

For a (w,r;d) — CFF(N,T) used in key distribution, we require d > 1.
In the following part we consider the simplest case where d = 1. With the
standard probabilistic method similar in [2], we get the following result about
the construction of k-uniform (w,r;d) — CFF(N,T):

Theorem 2. If

Tw+r (1 _ (%)w—l(l _ %)T)k

w!r! <1 (2)

Exp =

then a (w,r;1) — CFF(kl,T) exists.
The formula in (2) has the following properties:

1. For given w, r, k and T, Exp is a function of [ with one minimum value
point where
w—14+7r
=1y = 7"_
w—1

2. Ezp increases as T or w or r increases, or k decreases.



3. When three of the four parameters (w, r, k and T) are fixed, at the point
I = ly, the remained one parameter reaches its minimum (for &) or maximum
value (for w, r or T') that does not violate the inequation in (2). For example,
for given T', w and k, when [ = [y, r can reach its maximum value while the
inequation in (2) still holds.

The above result shows that given T', w and k, for a k-uniform (w,r;1) — CFF(kl,T)
to exist, r has to be very limited. The following table gives some examples of
the maximum r value given w = 2, certain T and k:

T | k |maximum r
500 {200 2

500 {400 4
1000|200 2
1000|400 3

One main concern for the ad hoc networks such as wireless sensor networks
is the robustness of the networks, i.e., when some of the network nodes conspire,
or be compromised by the adversary, the keys of the other nodes are still secure
[3-7]. From the above analysis, we see that the probabilistic method in Section
3 can not yield CFF practical for key distribution where r has to be reasonably
large. At the same time, among all known methods, this probabilistic construc-
tion provides the best sufficient conditions to ensure the existence of a CFF.
That means based on the currently known methods, we can not construct or
prove the existence of CFF that can provide satisfactory performance for ad hoc
network key distribution. On the other hand, the research on CFF has not found
a minimum block size that is the necessary condition for a CFF to exist, and
is forbiddingly large to rule out CFF for key distribution in ad hoc networks.
Therefore we can not conclude that any CFF is not capable for the ad hoc net-
work key distribution. Further research on the bound of block size of CFF may
be necessary to solve the problem.

4 Conclusion

In this paper, we analyzed a key distribution scheme based on CFF. We indicate
that the performance of the scheme is falsely deduced. Furthermore, any existing
CFF is not capable of key distribution in ad hoc networks where node conspiring
or compromising is a main concern, and whether there is CFF that is capable is
still an open problem, which relies on further research on the bound of CFF.
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