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A Design of Embedded SSL Protocol Stack
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Abstract As the embedded technology has been widely applied, to ensure the communication security of embedded applications becomes more

and more necessary. However, independent SSL product for embedded applications has not appeared. This paper gives a design of the embedded

SSL protocol stack. Furthermore, one kind of embedded network architecture model, which can be commonly used, is presented.

Key words Embedded application; SSL protocol stack; Communication security

SSL

SSL
SSL

SSL

Java

SSL-VPN

SSL

1SSL
SSL

SsL
DRM)

/
SsL MAC( )
11
4 1
| ] |
1L
| |
i
J2ME J2ME \ \
ssL [ ————
J2ME | |
T
| |
18SL
SsL /
/
1.2
2
(
SsL 2
(1978—)
SsSL 2006-03-30  E-mail andyluomail@163.com

—283—



3
NULL, I* */
CREATING, I* */
SERVER_HELLO, I* server hello
SERVER_CERT, I* Server */
CLIENT_CERT, * Client */

GET_CERT_REQ_OR_SERVER_HELLO_DONE,
I* certificate request server hello done
SERVER_HELLO_DONE, *
*
/

server hello done

SEND_CLIENT_CERT, I* */
SEND_KEY_EXCHANGE, I* */
SEND_CERT_VERIFY, I*

*/
SEND_CHANGE_CIPHER, I* */
SEND_FINISH, I* */

GET_CHANGE_CIPHER, I*
*/
GET_FINISH, I* finish
OPENED I* */
4

NULL
| co nnect request

‘ CREATING ‘
l client hello

‘ SERVER_HELLO ‘

change cipher spec

*/

server hello

J
l server hello

‘ SERVER_HELLO_DONE‘

—
i e

SEND_KEY _EXCHANGE ‘

‘SEND_CHANGE_CIPHER‘

!

‘ SEND_FINISH ‘

!

l server hello done

SERVER_CERT ‘

le
‘ GET_CHANGE_CIPHER “

‘ GET_FINISH

OPENED ’

4 SSL

NULL

OPENED CREATING
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’ SSL_open () ‘
v
’ SSL_connect() ‘
v
SSL_read() / SSL_write()
v
’ SSL_close () ‘
5SSL
SSL_close
SSL_open
SSL_close
1.3.1
/
SSL
1.3.2
SSL
SSL_open SSL_open
/
NULL
SSL_connect
1.3.3
SSL_write
SSL_write
OPENED
NULL
1.34
(@)
2
SSL_read
3) change cipher spec
(5) alert
alert
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SSL_close SSL_close
close notify
SSL NULL
close notify
NULL
(2 close notify
close notify
1.3.6
1
timeout
2 /
/ /
2
PPP PPTP TCP FTP
Telnet R-login
> > /
9
XXX_check() XXX
XXX_check()
/
XXX_pkt_demux() XXX_pkt_send() XXX_
pkt_demux() (
) XXX_pkt_
send()

XXX_fsm_check()
XXX_check()
XXX_check(void)

{ XXX_pkt_demux( ); I* */
XXX_fsm_check( ); I* */
XXX_pkt_send(); I* *}

3
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XXX_check()

XXX_check()
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