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Abstract. IDEA is a block cipher designed by Xuejia Lai and James L.
Massey and was first described in 1991. IDEA does not vary the constant
in its key schedule. In [1], Donghoon Chang and Moti Yung showed that
there may be a weakness of hash function based on block cipher whose
key schedule does not use various constants. Based on their result, we
investigate the security of double block length compression functions
based on the block cipher IDEA such that the key size of IDEA is 128
bits and its block length is 64 bits. We use the double block length hash
functions proposed by Shoichi Hirose in the second hash workshop in
2006 [2]. Then, we can easily find a near-collision by hand. And also,
for a constant ¢ of DBL hash functions, we can find a collision by hand.
This means that the constant ¢ may be used as a trapdoor to make the
attacker find collision easily.
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1 Introduction.

At the second hash workshop in 2006, Shoichi Hirose [2] proposed several dou-
ble block length (DBL) compression functions which are collision resistant in
the ideal cipher model. But, when we instantiate a block cipher, we can not
say the security of the DBL compression functions. Mario Lamberger, Norbert
Pramstaller and Vincent Rijmen [3] showed that when we use DESX which is
a block cipher based on DES, some DBL hash functions based on DESX is not
secure against the second preimage attack. Their result shows that we have to
be careful to design the block cipher based on a block cipher. their attack does
not use a weakness of DES but the weakness of structure of DESX based on
DES. On the other hand, we focus on the underlying block cipher. By analyzing
the block cipher IDEA, we show that the DBL compression function based on
IDEA has a weakness. some DBL compression functions based on IDEA is not
secure against the near-collision attack. This means that when we design secure
hash function based on block cipher, we have to vary the constants in the key



schedule of the block cipher. This results support the result of [1]. And also, for
a constant ¢ of DBL hash functions, we can find a collision by hand. This means
that the constant ¢ may be used as a trapdoor to make the attacker find collision
easily.

2 IDEA and DBL Compression Functions

2.1 the Block Cipher IDEA

Let the block be 16-bit. X1||X2||X3|| X4 is a 64-bit plaintext such that each X
is 16-bit. IDEA consists of 8 rounds. From the 128-bit master key K, we get
(7 x 128)-bit S as follows.

S = K| |K<<<25| |K<<<50| |K<<<75||K<<<100||K<<<125| |K<<<22||K<<<47

The first 52 blocks of S are used as subkeys. i-th round subkeys are Z* =

Zl(i) | |Z§i) [|--- ||ZG(i). For example, the first round subkeys are the first 6 blocks of
S. B means the addition modulo 2'. ® means the multiplication modulo 2641
such that the zero is treated as 2'6.

Xi X, X; Xy

0

e o B Lot zi— z2{—0

zZN—-O0——H

one round

B2

=
} 7 more rounds

output

ZI(U)H@ Zé‘JL;@ Z. ;9)4*@ Z, {19)4*0 transformation

! | |

Y Ya Ya Yy

Fig. 1. the Block Cipher IDEA



2.2 DBL Compression Functions

Here, we describe only two DBL compressin functions which are used in our
security analysis. e is a block cipher with n-bit block and 2n-bit key. ¢g;—1, h;—1
and m; are n-bit. ¢ is a non-zero n-bit constant. Shoichi Hirose [2] showed that
the the compression functions in Fig. 2 and 3 are collision resistant in the ideal
cipher model. In case of IDEA, n = 64.
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Fig. 2. Double Block Length Compression Function 1
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Fig. 3. Double Block Length Compression Function 2

3 Near-Collision Attack on DBL Compression Functions
based on IDEA

The attack strategy is similar to that of [1].

Analysis of Key Schedule of IDEA In the key schedule of IDEA, the left
rotation is used. We want to choose the 128-bit master key satisfying Z' = Z2 =



... = Z8. The candidates of the master key are all zero bits and all one bits.
Since IDEA uses B and ®, we choose all zero bits, i.e. K = 028, Then all sub-
keys are all zero bits.

Analysis of Round Function of IDEA Let Round;(Z¢||X?) be the i-th round
function of IDEA such that Z? is the 6-block round key and X°¢ is the 4-block
input of round 4. Since the master key is 012%, Round;(Z?|| X *)=Round;(0%|| X ?).
Then, we want to find X such that Round;(0%||X) = X. Let X = al|b||c||d such
that a, b, c and d are 1-block. In order to find X such that Round;(0%||X) = X,
X have to satisfy conditions (1), (2) and (3) in Fig. 4.
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Fig. 4. Analysis of Round Function of IDEA

Condition (2) is that b @ ¢ = (2! +1 — a) ® a. Condition (3) is b® ¢ =
(216 +1 — d) @ d. In order to know the condition (1), we look closely like Fig. 5.
Since 216 ® 216 = 1, (216)~1 = 216, In Fig. 5, we have two conditions (1.1) and
(1.2). Condition (1.1) is that 216 +1— (216 +1—a)@c) + (21 +1-d)@b) =
216 41 — (b & ¢). Condition (1.2) is that 216 +1 — (21 + 1 —a)® ) = 0.

Therefore, we want to obtain a,b, ¢ and d satisfying conditions (1.1), (1.2),
(2) and (3).

1120 +1 - (2% +1—-a)@d)+ (2 +1-d)pb)=2"+1— (b c).
(1.2) 20 +1— (2" +1—a)®c) =0.
2)b®c=(24+1—0a)Pa.
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Fig. 5. Analysis of Conditioin (1) Of the Round Function of IDEA

B)b®e=(2"%+1-d)®d

It is easy to find a solution that a = 1,6 =0,¢ = 1,d = 1. And also we can
know that Round;(0%||T) = T” and Round;(0%||T") = T where T = 1]|0]|1]|0
and 77 = 0|1]|0]|1. Since IDEA has 8 rounds, we can know that eqi2s (1]]0]|1]|1) =
(0[]0]]1|0) and eg2s (1]|0]]1]|0) = (0]|0||1]|1) like the Fig. 6.
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Fig. 6. Two inputs and Two outputs of IDEA

Near-Collision Attack and Collision Attack on DBL Hash Functions
based on IDEA We use the previous result such that egi2s (1]]0]|1]/1) = (0]|0||1]|0)



and eg2s(1][0|1]|0) = (0]|0]|1||]1). In Fig. 2 and 3, if g,—1 = (1]|0]|1]|1) and
gi_; = (1]|0]]1]|0) and m; = m; = hi—y = hl_; = 0%, then ¢g; = g.. If
¢ = gi—1 Dgi_; = (0]|0]|0]|1), then g; = ¢; and h; = A}, i.e., we get a collision
of DBL compression function based on IDEA. Therefore, ¢ should be chosen

carefully so that there is no trapdoor in c.

4 Comment on the result of [1]

We considered two DBL compression functions in Fig. 2 and 3. In [1], they
suggested two kinds of modifications of block cipher based hash function. One
solution is to change the XOR operation into the addition operation. But, in
case of DBL compression function based on IDEA, even though we change the
XOR operation into the addition operation in Fig. 2 and 3, the previous results
can be applied in the same way. Therefore, based on this result, we can know
that to vary the constants of the key schedule of the block cipher is required to
guarantee the security.

5 Conclusion

In this paper, based on the result of [1], we showed the near-collision attack
and the collision attack on DBL compression functions based on IDEA. In order
to instantiate a block cipher in hash function based on the block cipher, we
recommend to vary the constants in the key schedule of the block cipher.
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