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Abstract The paper classifies the different kinds of exception handling mechanism according to their features and discusses their internals,
especially their disassembling realization and characteristics. It further focuses on their important application in software security field. Through the
research, the paper explains that it can use exception handling mechanism in more fields besides handling different kinds of errors and exceptions,
which can help to further study and expand application’s fields.
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EXCEPTION_DISPOSITION __cdecl _except_handler(
struct _EXCEPTION_RECORD *ExceptionRecord,
void * EstablisherFrame,

struct _CONTEXT *ContextRecord,

void * DispatcherContext

)

2 _EXCEPTION_
RECORD ExceptionRecord _CONTEXT
ContextRecord [2:45]
PUSH handler ; handler
PUSH FS:[0]
MOV FS:[0],ESP
1
[2]
1.1.2 SEH
_try{}_except(){}/_finally{}
SEH SEH
[2.5]
struct VC_EXCEPTION_REGISTRATION
{VC_EXCEPTION_REGISTRATION* prev;
FARPROC handler;
scopetable_entry* scopetable; // scopetable
int _index; // scopetable_entry
DWORD _ebp; // EBP
}
3 scopetable_
entry

struct scopetable_entry

{DWORD  prev_entryindex; //
FARPROC IpfnFilter; 1
FARPROC IpfnHandler; //

scopetable_entry

}
SEH _try{}
scopetable _try{} scopetable
_try{} scopetable_entry

_except(){}/_finally{}

_try{} scopetable_entry prev_entryindex

VC_EXCEPTION_REGISTRATION
handler
handler3®?*®!

_except_

SEH
SEH
SEH
SEH C
void A()

{__try 110 try

{ _tryll1  try

{*(PDWORD)0 = 0;
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}
__except(EXCEPTION_CONTINUE_SEARCH)
{printf("Exception Handler!");

} }
_ finally
{ puts("in finally");
3
push ebp
mov ebp, esp
push -1
push offset _A_scopetable
push offset _except_handler3
mov eax, large fs:0
push eax
mov large fs:0, esp

VC_EXCEPTION_

REGISTRATION scopetable
0x00422048
FFFFFFFF  ;scopetable_entry0  prev_entryindex
00000000 ;IpfnFilter 0 _finally{}
004010EE ;IpfnHandler
00000000 ;scopetable_entryl  prev_entryindex
004010C6 ;IpfnFilter
004010C9 ;IpfnHandler
1 0 try _finally{}
0 2 1 try
_exceptO{}
0x004010EE
PUSH OFFSET ??_C@OL@PEFD@in?5finally?$AA@;
finally”
CALL puts
ADD ESP,4
RETN
_finally{} C
0 try
MOV DWORD PTR SS:[EBP-4],0 ; 1 _try
MOV DWORD PTR SS:[EBP-4],1  ; 2 _try
_try
MOV DWORD PTR SS:[EBP-4],0 ; 2 _try
MOV DWORD PTR SS:[EBP-4],-1 ; 1 _try
[EBP-4]
VC_EXCEPTION_REGISTRATION _index
_try _index
SEH
SHE
SEH
1.2 (VEH)
(VEH) Windows XP
Win32 API

”in
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VectoredExceptionHandler 2l
EXCEPTION_POINTERS

VEH
VEH VEH
VEH
SEH
VEH VEH
(1)VEH
(2)VEH SEH
(3)VEH SEH
(4)VEH SEH
VEH
1.3 C++ (C++EH)
SHE, VEH C++
C++EH
SEH try{}/catch(){}/throw
C++ C++EH
C++EH EXCEPTION_REGISTRATION
try{} SEH _index
C++EH
2 _CxxThrow
Exception() funcinfo catch{}
catch{} _Cxx
ThrowException() C++EH
SEH _except_handler3() _CxxThrowException()
Win32API RaiseException()
0XE06D7363
C++ funcinfo
_CxxThrowException()
catch{} catch{}
C++EH funcinfo

tryblock, catchblock
try{}/catch(){}/throw

2.1
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[2]
SEH

(EFLAGS) (TF)

BOOL blFDebugged=FALSE;
_try
{

__asm

-~

pushfd I
or dword ptr [esp],0x100  //
popfd 1

nop

}
__except(EXCEPTION_EXECUTE_HANDLER)
{
bIFDebugged=TRUE; //
}

if(FALSE== bIFDebugged)

{

__asm

push OFFSET my_handler
push FS:[0]

mov FS:[0],esp 1
xor edx,edx

mov eax,10

XOr ecx,ecx

idiv ecx

mov eax, [esp]

mov FS:[0],eax

add esp,8

if(ExceptionRecord->ExceptionCode==
STATUS_INTEGER_DIVIDE_BY_ZERO)
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3 {
4 ContextRecord->Dr0=0;
5 ContextRecord->Dr1=0;
6 ContextRecord->Dr2=0;
7 ContextRecord->Dr3=0;
8 ContextRecord->Dr6=0xFFFFOFFO;
9 ContextRecord->Dr7=0x2400;
10 ContextRecord->Eip+=20;
11 return ExceptionContinueExecution;
12 }
6 ~ 8
12
__except{}
bIFDebugged
FALSE 20
22 23 ~ 26
4 ~ 9
Intel CPU 8
DRO~DR3 DR6, DR7
4
10 EIP
2.2
( shellcode)
2.1
[31
SEH shellcode
(
strepy() ) SEH shellcode
shellcode
shellcode
1 #include <windows.h>
2 #include "stdio.h"
3 char shellcode[]="\x90\x90\x90\x90...\x98\xFE\x12\x00";
4 DWORD myhandler(void)
5
6 printf(“press Enter to kill process!\n");
7 getchar();
8 ExitProcess(1);
9 return 1;
10 }
11 void function(char *input)
12 {
13 char buf[200];
14 int divide;
15 divide=0;
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16 _try

17 {

18 strepy(buf,input);

19 divide=10/divide;

20 }

21 __except(myhandler()){}

2 }

23 void main()

24 {

25 function(shellcode);

26 }

18 strcpy(buf,input)
0x0012ff68 buf
0x0012fe98 shellcode
0x0012fe98
shellcode
18
19
shellcode
SAFESEH(Secure Exception Handling)
SAFESEH
SAFESEH

3
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