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Transparent Encryption Mechanism of Backup Data
for Disaster Tolerance

KANG Xiao-wen, YANG Ying-jie, DU Xin
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract In view of secure protection problem of backup data, this paper designs a transparent encryption mechanism of backup data for disaster
tolerance based on cascading file system. In this mechanism, it uses transparent encryption function based on virtual disk. When it reads data, it
encrypts. When it writes data, it decrypts. Thus, it implements data disaster tolerance, and at the same time, it enhances the encryption protection of
backup data. It protects the integrity and confidentiality of data.
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