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Digital Watermark Algorithm Based on Harmonic-Fourier Moment
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Abstract Aiming at the serious destructiveness of geometrical attack to digital watermark, this paper proposes a geometrical attack resisted
watermark algorithm. This algorithm hides the watermark information among Harmonic-Fourier moment variation of the image. The watermark
sequence can be extracted by comparing the Harmonic-Fourier moment of the attacked image with the key during the watermark detection.
Experimental results show that the algorithm is robustness to rotation attacks, scaling, JPEG compression and other noise attacks.
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4.1
0~90° 10°

3.2
1 HSD

0° 10° 20°  30° 40° 50° 60° 70° 80° 90°

10 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
14 1.000 1.000 0.993 1.000 1.000 1.000 1.000 0.995 1.000 1.000
18 1.000 0.972 1.000 0.976 0.984 0.991 1.000 1.000 1.000 1.000
22 1.000 0.927 0.982 0.853 0.975 0.896 0.965 0.971 0.958 1.000
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4.3
3
3 HSD
30°+ 1.5 60°+ 2 90° + 3
10 1.000 1.000 1.000
14 0.996 0.982 0.986
5
M -
( 141 )
ip> Qi35 iy s> Qygs yg 5 g ay a3
a, = 0xfffiffif, a, =0, a, =0,a, =0,a; =0,a, =0 a,
Ay, s, g5 A7, Ag 5 Ay 5 Ay a3 Jo
¢=0,g,=0 Jo a a4
2) 2% (@795 D395 Cr95 795 €395 f195 &0
) 2% (50,50, 50 D505 €505 505 505 M150)
264 ce . o224 160
ce 23 93
224 bit 27 % 2! = 21"
32 bit 1 2192 %% =
2% Byte
4
HAVAL
104 HAVAL
HAVAL
HAVAL

[1] Wang Xiaoyun, Lai Xuejia, Feng Dengguo, et al. Cryptanalysis for
Hash Functions MD4 and RIPEMDI[C]//Proc. of the 24th Annual

—144—

(2)
(3)
(1] , . [7]. , 2003,
20(10): 1-4.
[2] R . Gabor [J1.
, 2005, 16(11): 1360-1367.
[3] R . DCT [J.
,2005, 16(10): 1798-1804.
[4] , . [7.
,2007,24(7): 31-34.
[5] , , Zernike
[J]. ,2007, 18(2): 231-235.

[6] Ren Haiping, Ping Ziliang, Wu Wenkai, et al. Multidistortion
Invariant Image Recognition with the Radial Harmonic Fourier
Moments[J]. J. Opt. Soc. Am. A, 2003, 20(4): 631-637.

[7] Simon X L, Pawlak M. On the Accuracy of Zernike Moments for
Image Analysis[J]. IEEE Trans. on Pattern Analysis & Machine
Intelligence, 1998, 20(12): 1358-1364.

International Conference on the Theory and Applications of
Cryptographic Techniques. [S. 1.]: Springer-Verlag, 2005: 1-18.

[2] Wang Xiaoyun, Yu Hongbo. How to Break MDS5 and Other Hash
Functions[C]//Proc. of the 24th Annual International Conference on
the Theory and Applications of Cryptographic Techniques. [S. L]:
Springer-Verlag, 2005: 19-35.

[3] , , . HAVAL-128 1.

E : , 2005, 35(3): 1-12.

[4] Biham E, Chen Rafi, Joux A, et al. Collisions of SHA-0 and
Reduced SHA-1[C]//Proc. of the 24th Annual International
Conference on the Theory and Applications of Cryptographic
Techniques. [S. 1.]: Springer-Verlag, 2005: 36-57.

[5] Dobbertin H. The First Two Rounds of MD4 Are Not One-way[C]//
Proc. of the 5th International Workshop on Fast Softwore Encrption.
[S. L]: Springer-Verlag, 1998: 284-292.

[6] Leurent G. MD4 Is Not One-way[C]//Proc. of the 15th International
Workshop. [S. L.]: Springer-Verlag, 2008: 412-428.

[7] Zheng Yuliang, Pieprzyk J, Seberry J. HAVAL——A One-way
Hashing Algorithm with Variable Length of Output[C]//Proc. of the
Workshop on the Theory and Application of Cryptographic
Techniques. [S. 1.]: Springer-Verlag, 1992: 83-104.



