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Hash Lock-based Strengthen Synchronization
RFID Authentication Protocol
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(1. School of Electronic Information Engineering, Tianjin University, Tianjin 300072;
2. College of Information Engineering, Tianjin University of Commerce, Tianjin 300134)

Abstract The Radio Frequency Identification(RFID) authentication protocol based on Hash lock and key updating may lead to desynchronization
which makes the tag-to-reader authentication fall into failure. In the paper, the anti-desynchronization methods of several RFID authentication
protocols are analyzed and the disadvantages of which are also pointed out, and a novel scheme, Hash lock-based strengthen synchronization RFID
authentication protocol is proposed. The scheme achieves the anti-desynchronization requirement by adding anti-desynchronization Key Kginto the
database. Analysis result shows that the new scheme realizes the requirement of anti-information leakage, intraceability and synchronization with a
low computing load.
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