JOURNAL OF ETEX CLASS FILES 1

Weakness of a three-party password-based
authenticated key exchange protocol

S. Wu

Abstract—To guarantee the quality of the growing popular to a partition attack (offline dictionary attack), by which the ad-
communication services, quite recently, Huang presented a sim- yersary can easily determine the correct password. As a result,
ple and efficient three-party password-based authenticated key {ha authentication mechanism of the protocol is completely

exchange protocol in International Journal of Communications . .
and Systems. In this letter, we first show her protocol is still compromised because the adversary can impersonate that user

vulnerable to a partition attack (offline dictionary attack), by ~ With the knowledge of its password.
which the adversary can easily determine the correct password.

Index Terms—password-based; authenticated key exchange; Il. REVIEW OF HUANG'S PROTOCOL

three-party; dictionary attack. This section describes the 3PAKE protocol proposed by
Huang [15], starting with some notations.
I. INTRODUCTION

The password-based authenticated key exchange(PAKENisNotations
a protocol which allows two communicating parties to prove to The notations used in their protocol are described as in the
one another that they know the passwords (that is, passwagltowing:
based authentication), and to generate a fresh symmetric key A, B: two identity of clients (users).
securely such that it is known only to these parties (that ng: a TS (remote server).

is, key agreement). The intrinsic problem with password- | . the password shared between udéresp.B
based protocols is that the memorable password, associated gﬁgégg_}g)' P Gesp.5)

with each user, has _Iow entr_opy, so that. |t_ is not easy to p: a large prime number such that- 1 has a large prime
protect the password information against dictionary attacks— 40, q (g > 2259
the notorious password guessing attacks by which attackers y

) + ¢: a generator with ordeg in GF(p).
could search the relatively small space of human-memorable, G: the cyclic group generated hy

passwords. « @&: an exclusive-or operator.

The first _PAKE protocol, know as Encrypted Key Ex<_:hange « 7(): a public one-way hash function.
(EKE), which was suggested by Bellovin and Merritt [1].
Subsequently, many other two-party PAKE protocols have o
been proposed(e.g. [2], [3], [4], [5], [6]). Because two-partf: Protocol description
PAKE protocols are only suitable for the client-server ar- There are three entities involved in the protocol: the
chitecture, many researchers have recently begun to stwdihentication servefl’S, and two usersA(initiator) and
the three-party PAKE (3PAKE) protocols(e.g. [7], [8], [9].B(responder) who wish to establish a session key between
[10], [11], [12], [13], [14]), in which a trusted server(TS)them. Each user's password is assumed to be shared with the
exists to mediate between two communication parties to all@grver?'S via a secure channel. As illustrated on FigAland
mutual authentication and each user only needs to share éhauthenticate each other withiS’s help, thenA and B can
password with the common server. However, not all of the cishare a common session k&y The details will be described
simultaneously achieve security and efficiency. in the following steps. Here, we just follows the description

To guarantee the quality of the growing popular commur [15].

nication services, it is urgent to construct low-computation Step 1User A chooses a random numberand computes

and communication for three-party key exchange protocol, Ra = (¢® mod p) @ h(pwa, A, B), then sends
two remote users and a TS. Most recently, to the best of (A, R,) to userB.

our knowledge, Huang [15] proposed a simple three-partyStep 2User B also selects a random numbgrand com-
password-based key exchange (3PAKE) protocol, which is putes Rz = (¢¥ mod p) & h(pws, A, B), then
more efficient than previously proposed schemes. She claimed forwards(A, R4, B, Rp) to T'S.

that her protocol could resist against various dictionary attacksStep 3Upon receiving(A, R4, B, Rp), the TS first uses
and was suitable for some practical scenarios. Unfortunately, pw, andpwp to computey® = Ry @ h(pwa, A, B)

we find that some security weaknesses still remain in her and ¢¥ = Rp @ h(pwp, A, B), respectively. Then,
protocol. In this letter, we show her protocol is still vulnerable TS chooses another random numbeand computes

o ) i ) a = ¢g* mod p,b = g¥? mod p. Finally, T'S send
S. Wu is with the Department of Computer Science, Information Science h B z
Institute, China, e-mail: pgywsh@gmail.com. (Za,Zp) to userB, where Z, = b & h(pwa, g*)
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User A User B Trusted servefl'S
bwa pwp
v € Z; yEZ, 2€ 2,
1. Ra=g* ® h(pwa, A, B)
ARa, 2. R = g¥ ® h(pwp, A, B)

ARaBRs | = Ra ® h(pwa, A, B)

9¥ = Rp @ h(pwp, A, B)
a:gzz’b:gyz
Zx=b® h(pwa, g*)
Zp =a® h(pwp, g¥)
4.a=2Zp @ h(pwg,g¥) ZaZs
K =a¥ = g™

Sp = h(K, B)
5.b=274®h(pwa,g®) Zads
K = = gwyz
verify: Sp = h(K, B)
Sa = h(K, A)
B4, check 1S4 = h(K, A)

Fig. 1. Huang’s protocol.

Step AWhenB receive§ Z 4, Zg), it uses its passworglwg  can mount such an attack as follows. Firstly, the adversary
andgY to obtaina = Zg ® h(pwp, g¥), and uses the obtainsR4 and Z4 by wiretapping an exchange betwedn
random numbel to compute the common sessiorand B, whereR4 = (¢* mod p) @ h(pwa, A, B) andZ, =
key K = a¥ = (¢™*)¥ = ¢*™¥* mod p and Sgp = b® h(pwa,g”). Next, the adversary guesses a passwyart]
h(K,B). Next, userB forwards (Z4, Sg) to user and then uses it to compute = R4 & h(pw?, A, B) and
A. B = Za ® h(pw?, a). If the guessed passwordv®, is A’s

Step 5After receiving(Z4, Sg), userA also uses its pass-correct password, both and will be in G. If pw? is notA’s
word pw4 and g* to deriveb = Z4 @ h(pwa, g*), correct password, it is likely that the computation will result in
and uses the random numhbeto obtain the common either a valuex or a valueg which is not inG, including those
key K = b* = (¢¥*)* = ¢*¥* mod p. Then, A values equal to or larger than For such a value iz F'(p),
checks whethelSy = h(K, B) holds or not. If it the attacker can check whether it is in the subgraéipby
does not hold A terminates the protocol. Otherwiseraising it to the power and checking whether 1 is obtained.
A is convinced thaf{ = ¢*¥~ is a valid session key. Thus it can be seen that the probability that 1 is obtained, for

Then, A computesSy = h(K, A) and sends it to an incorrect password, is- <~ < 3 1 wherec the number
userB. of possible values not m}'F( )(r e equal to or larger thap).
Step 6Upon receivingS,, user B verifies whetherS, = We saypw? is a feasible password only when< p, 5 < p,

h(K,A) holds or not. If it does not holdB termi- «a? mod p =1 and/3? mod p = 1. Otherwise it is marked
nates the protocol. Otherwisé is a valid session as an infeasible password. Thus the possible space of valid
key. Both the usersl and B can use this session keypasswords is reduced by a factor(ofL) < i, on average,
K for secure communication. Heré&] is only used by observing one exchange sessron Over a number of sessions

for one session. the space of valid passwords will be narrowed down to a single
password at a logarithmic rate. L&t be a set of passwords.
Ill. WEAKNESSES OFHUANG'S PROTOCOL Hence, after test over, sessions(;%;)>"|D| passwords are

In this section, we demonstrate the adversary can gué¢smained. Letr,, be an integer such th&%)%m D| ~ 1.
correct password off-line by performing a partition attack omhen, we can determine the correct password by testing=
Huang’s protocol[15]. In her scheme, the adversary just neeﬁ%w < 1°g2 Pl sessions. The size of dictionary 24°

ey S
to wiretap a valid session and he is able to use the gathefg 250) in practrce Therefore, we can determine the correct

information to partition the password space (the dictionar%ssword by performing the above proced2(ié or 25) times.
into feasible and infeasible passwords. Finally the correct

password will be recovered after a number of valid sessionsObviously, the above attack shows that Huang’s scheme can-
have been observed from the intersection of the feasilylet resist off-line dictionary attacks. Similar partition attacks
partition of the passwords for each session. are possible if the value gf is not chosen carefully so that

In Huang'’s protocol[15], the valug is not a generator of ¢/p is significant. In this case, if trial computatienor 5 with
GF(p) but only a generator of a subgrodp of orderq over candidate passwords leads to values equal to or largersthan
GF(p), which opens door to a partition attack. An adversatyen these candidate passwords may be eliminated.
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To avoid the attack, it is suggested thathas to be [10] TF. Lee , T. Hwang, C.L. Lin . Enhanced three-party encrypted
a generator ofGF(p) and p is chosen carefully so that ‘56333(/7%‘73*132?79 ;V(;tgzl“ servers public keySomputers and Security
C/P_ Is E}'mOSt n_egI|g|bIe. _AS a result, the attacker can n;[)fl] C. L. Lin, H.M. Sun, T. Hwang. Three-party encrypted key exchange
distinguish feasible and infeasible passwords by testing for attacks and a solutiorACM Operating Systems Revie®4(4):12-20,
subgroup membership any more. In this case, howelsr, 2000.

d lici ial eith And th kélZ] Abdalla M, Fouque P-A, Pointcheval D. Password-based authenticated
can not detect any malicious trial either. And the attacker key exchange in the three-party setting. Proceedings of the 8th Interna-

can mount an undetectable on-line dictionary attack easily, by tional Workshop on Theory and Practice in Public Key Cryptography

which an adversary is able to Iegally gain information about (PKC'2005). Berlin, Germany: Springer-Verlag, 2005:65-84. Full version
appeared in |IEE Information Security, Volume 153, Issue 1, pp. 27-39,

the password by repeatedly and indiscernibly asking queries y1arch 2006.
to the authentication server. Until now, undetectable on-lines] Abdalla M, Pointcheval D. Interactive Diffie-Hellman Assumptions with

dictionary attacks have been Widely studied, and examples of Applications to Password-based Authentication. Proceedings of the 9th
. L. International Conference on Financial Cryptography (FC'2005), Roseau,
undetectable on-line dictionary attacks are referred to some pominica 2005, Berlin, Germany: Springer-Verlag, 2005:341-356.
previous works [16], [17], [18], [19]. [14] R. Lu, Z. Cao. Simple three-party key exchange proto@umputers
and Security 26:94-97, 2007.
[15] H.-F. Huang. A simple three-party password-based key exchange proto-
IV. CONCLUSION col. International Journal of Communications and Systedwhn Wiley
. ) & Sons, 2009.
In this letter, we have d,emonStrated thé_‘t anng S three-paf{g] H. Guo, Z. Li, Y. Mu, X. Zhang. Cryptanalysis of simple three-party
password-based authenticated protocol is still vulnerable to & key exchange protocol. Computers and Security, 27(2008), pp. 16-21.

partition attack (offline dictionary attack). Through our attackl?] H.-R. Chung, W.-C. Ku. Three weaknesses in a simple three-party key

: : -1 exchange protocol, Information Science, 2008, Vol. 178, pp. 220-229.
the adversary can easily determine the correct password. V\ﬂ%] C.-W. %harl)n Raphael, W.-C. Yau , Bok-Min G.. Cryptanalr))/gis of simple

the knowledge of its password, the adversary can impersonatéinree-party key exchange protocol (S-3PAKE), Information Science 2008,
that user. Therefore, the protocol is completely insecure. Vol. 178, pp. 2849-2856.
[19] H.-S. Kim, J.-Y. Choi. Enhanced password-based simple three-party key
exchange protocol, Computers and Electrical Engineering (2009), Vol. 35,
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