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RealMon: a real stream monitoring system for low quality SNMP data

LI Ren-he' , GONG Xue-qing' , CHANG Jian-long®, ZHOU You-yi' ,
ZHOU Hong-fu', ZHOU Ao-ying'
(1. Computer Science and Engineering, Fudan University, Shanghai 200433, China;
2. Shanghai Telecom, Shanghai 200120, China)

Abstract: A data stream monitoring system, named RealMon, was designed to discover correlations and detect anomalies among
thousands of network links. Some renowned algorithms for data stream analysis were implemented in this system to monitor the
huge amount of simple network management protocol messages, which were collected from routers in the telecom backbone net-
work. Some data cleansing algorithms were also integrated into the system to address the data quality problem among SNMP mes-

sages, and such a function features RealMon system. Moreover, a user-friendly console interface was developed for network ad-
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ministrators. The experiments show that the system could perform efficiently in a simulated environment.
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Fig.1 Quality problem of SNMP flow data
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Fig.2  System structure
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Fig.3  Algorithm for adjusting magnitude
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Table 1  Data after cleansing

Task, D Time(h-m-s) Value After Adjust
Taskl 01-13-59 249 121 8 004
Task2 01-13-59 1314 532 656 8153
Task3 01-13-59 33 060 6 744
Task4 01-13-59 52772272 7 620
Taskl 01-18-59 253222 8135
Task2 01-18-59 1316 490 144 8165
Task3 01-18-59 32873 6706
Task4 01-18-59 52 498 624 7581
Taskl 01-23-59 249 121 8 004
Task2 01-23-59 1278 637 720 7931
Task3 01-23-59 32198 6568
Task4 01-23-59 51935728 7500
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Fig.4  System result
(a) raw data; (b) data after cleansing; (c) outlier detection
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