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RFID Secure Encryption Mechanism Based on Chaotic Sequence

CAI Yan-guang, WANG Nan-sheng, ZHANG Yun, ZHOU Ying
(College of Automation, Guangdong University of Technology, Guangzhou 510006)

[Abstract] Aiming at secure problem of low communication security and easy to be attacked between reader/writer and labels for existed RFID
system, a dynamic real-time key method based on Logistic chaotic sequence is introduced, and a RFID secure encryption mechanism based on
chaotic sequence is proposed, which uses dynamic real-time key to encrypt the communication messeges between reader/writer and electronic labels.
Simulation experimental results show this method can solve the problems of illegal access, tags forgery, data betray, and position tracking in RFID
system.
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