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RFID Challenge-Response Authentication Protocol
Based on Hash Function
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Abstract This paper introduces several typical methods to against security and privacy problems, and aim at the shortages in them and other
improved ones which provided by some literatures, proposes a new improved scheme based on hash function. The modified scheme resists illegal
access, tracking, eavesdropping, impersonation and replay attack, fits for the case which the tags and readers number is large and is security and
efficiency.

Key words Radio Frequency ldentification(RFID); security and privacy; Hash function

1 2 3 hash
(Radio Frequency ldentification, RFID) RFID 3 Hash
( ) Hash Hash -2 Hash
2.1 Hash
ID
Hash ID metalD
metalD=Hash(key) key,
metalD, ID 1
RFID Query
B metalD <
« metalD
RFID (metalD,key,ID) » key (metalD,ID)
(key,ID) >
RFID - D
[1-5] 1 Hash
ID key
metalD=Hash(key) metalD
metalD (metalD, key,
RFID ID)
metalD
Hash (metalD, key, ID)
ID (10876029)
GAI (1986 ) RFID

2009-07-10 E-mail yttl0@sina.com

—156—



key key Hash(key)
Hash Hash
ID
Hash
Hash
ID
2.2 Hash
HaSh Hash
Hash
1D ID1, ID2, , IDn
2
i | e
b e RH(ID|R) if,lng
(ID1UD2.---UDn) ID1 D2 . >
1Dn
2 Hash
ID
R H(ID|IR) (R, H(ID|IR))
ID
(R,H(IDIR)) (R,H(ID||R))
1Dk
1Dk 1Dk
ID 1D
2.3 Hash
NTT Hash
2 Hash H G
Sit ID
3
Qe
a, . %
HAR . =S, _ _
Up. Si,) 5 s | (@ S
3 Hash
ID Si
(ID, S; 1) i
a;=G(Si))
S i+l :H(SI) aj ajj
(ID, Si,il) ai,j*:
G(H'(Si1) a;i* ajj
ID
G
a j Sij G
aij ai,j+1
H S S

ID
3
3
Hash
Hash
3.1
ID IDT ID
IDR D
IDT IDR (IDT, h(IDT)) (IDR,
h(IDR)) h(.) Hash
3.2
Hash 4
- Query R ~
IDTIDR | qeUPDR. g | g FREE
(IDTHIDTY) |WIDT® R)® h(IDR) DR HWIDT®R). DT
(IDR.I(IDR)) EInfo(DT) HIDT)
4
1) R
Query R
) R IDT
h(IDT®R)(® ) (h(IDT@R) h(IDT))
) h(IDT ®R) Hash
IDR h(IDR) h(IDT®R) h(IDR)
h(IDT @ R) @ h(IDR) (h(1DT)
R,h(IDT ®R) & h(IDR))
(4) h(IDT)
h(IDT)
®) h(IDT) IDT IDT
R h(IDT ®R) h(IDT®R) ®
h(IDR) h(IDR) h(IDR)
IDT
Info(IDT)
E(Info(IDT))
4
1)
() Hash
Hash
Hash
( 161 )

—157—



