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Abstract
of the same image, is one of the simple and common image forgery techniques. Most of the existing algorithms are not

Region duplication forgery, in which a part of a digital image is copied and then pasted to another portion

robust to the post region duplication image processing, and have high time complexity. In this paper, we describe an
efficient and robust algorithm for detecting and localizing this type of malicious tampering. The image is first reduced
in dimension by Gaussian pyramid, and the Hu moment is applied to the fixed sized overlapping blocks of low-frequency
image. The eigenvectors are lexicographically sorted. Then, similar eigenvectors are matched by a certain threshold
value. Finally, the area threshold value is proposed to remove the wrong similar blocks. The mathematical morphology
operations are performed to locate the tampered part. Experimental results show that our method is robust and that
it can not only successfully detect this type of tampering for images subject to various forms of post region duplication
image processing, including noise contamination, blurring, and severe lossy compression, but also reduce the total number

of blocks to narrow block-matching searching space, which can improve the method efficiency.
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Table 1 7 Hu moments of image

AR JHR LERISER Bifgh TEk g R R bR NIIL N JPEG JE4fibk
b1 7.2442 7.2505 7.2442 7.2442 7.1781 7.2442 7.2421
b2 20.8926 22.3073 20.8926 20.8926 21.5921 20.8907 20.8191
o 29.8274 30.3906 29.8274 29.8274 30.2334 29.8211 29.5730
ba 31.3037 32.6264 31.3037 31.3037 31.3231 31.3087 31.7977
b5 62.5718 65.3573 62.5718 62.5718 63.1530 62.5870 64.1075
o 41.8901 45.1048 41.8901 41.8901 42.2472 41.8840 42.4539
b7 62.1181 64.2650 62.0386 62.1181 62.2577 62.1181 62.5850
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Fig.4 Detection results for compressing with different
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Table 2 Detection results for Gaussian blurring

B IR iRl ES HHRR PYAES
32 x 32 0.9141 0.1087 0.09
48 x 48 0.9757 0.0462 0.01
64 x 64 0.9844 0.0313 0.00
80 x 80 0.9912 0.0181 0.00
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Fig.9 Detection rates for AWGN
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Fig.10 Error rates for AWGN
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Table 3  False alarm rates for adding the Gaussian
noise with different intensities
A
AWGN (dB)
32 x 32 48 x 48 64 x 64 80 x 80
15 0.18 0.03 0.01 0.00
20 0.14 0.02 0.00 0.00
25 0.06 0.01 0.00 0.00
30 0.04 0.00 0.00 0.00
35 0.04 0.00 0.00 0.00
40 0.04 0.00 0.00 0.00

*£ 4 ARFERT JPEG L4 FHikH %R

Table 4 False alarm rates for JPEG compression with
different quality factors
RH R
JPEG
32 x 32 48 x 48 64 x 64 80 x 80
40 0.21 0.08 0.00 0.00
50 0.17 0.03 0.01 0.00
60 0.14 0.02 0.01 0.00
70 0.14 0.03 0.00 0.00
80 0.14 0.01 0.00 0.00
90 0.15 0.02 0.00 0.00
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Fig.12 Error rates for JPEG compression

x5 IRGEOE TN EELR

Table 5 Comparison for mix processing
AL SCiR [12] Fik

JPEG

A BRRE PHE O RIIE R A
32 x 32 0.8896 0.1307 0.15 0.9042 0.1289 0.14
48 x 48 0.9395 0.0812 0.02 0.9331 0.0863 0.02
64 x 64 0.9603 0.0627 0.00 0.9544 0.0639 0.00
80 x 80 0.9717 0.0525 0.00 0.9539 0.0611 0.00

K, ARSCEIEAERRPUS PP 5 Ab B B A I 1 i P 2
LU SCHik [12] Svkly, FERRE R R IR, 3 T 5
YRR 2.
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SUH S HEP J5 — e 0 A A AR B g AT L, BRI
TR ZREE. LR/ R 512 x 512 I JE Kl 45 ok 451
AR HoA JUAN VR B 45 A2 6 FTR.
MF 6 TTLUE Y, 7E MG SRR, A
SCEL AR e s R A =R R L ) 1/4, KK
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2], ) B E SR BE S X e fr. 5

SRR R, 1] T A SRR R R R Y R g
fig [m] A4S0 22 A LT, O L REARPTR S X3 LA
AR, 2) SCHP RTINS 7 B 23 RS Ik 1) B R,
FERRARE BRI &0 N S T BeL5 Hep iy LE 3R
KRR TSR ) SR 5 om0, N8
VA IR S P B kAl 3) 220 S BT LR, EEL T
B J LA ANARH R iR PR AL, A4 SR AE R DT
B TR s 2 45 e A B AR IR LA AR g (e DU
B, GREVELE. MREVE IR AE T B T, A
BRSO, W r 2t — 25 P A AR I
BEARES R R IR A RR 2 BAT B TAE. 535,
D3 A2 A P AR B SO AR ) i B R R AR 1, A
[Fil P 5 2 18] R B St R o AT 4 TR R 1. [
BREKUTBZ R 2k, DS B A A RSk
KT DCUE R RO 32 2 NATT I SR, BB Db e 4 (10
PG BRI H st $2 i, o GRS AR JE ik AL
SJZ o PO FCULE RT3 S ) 22, DR MR oK mT 4 (1 B 352
A7 BAKEE 2 A 45 LK 22 B BOIE S 1) 5%
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