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Abstract ldentity-Based Encryption(IBE) provides much more convenience against traditional public key cryptography  but newly proposed

schemes can not eliminate key escrow. Aiming at this problem, this paper proposes a new scheme to control key escrow or eliminate it completely. In
this model, users are divided into different groups and these groups are associated with each other by inter-trust. A key agreement protocol based on
it is provided. Analysis result proves that the model does not need extra infrastructures, and does not increase the cost of computation or
communication for key agreement.
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