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Research on Propagation of Worms in P2P Networks

HAO Xiangdong*, WANG Kaiyun!, ZHANG Chunrui, LI Jia?

(1. Institute of Computer Application, Chinese Academy of Engineering Physics, Mianyang 621900;
2. Institute of System Engineering, Chinese Academy of Engineering Physics, Mianyang 621900)

Abstract The P2P-based worm is a kind of malicious code that takes advantage of P2P system to propagate. Because hosts in P2P system
maintain a lot of neighbors list, infected hosts in P2P systems can easily propagate the worms to its neighbors. It can spread with high speed, which

would lead to network congestion. This paper addresses the issue by analyzing the theory of P2P worm’s propagation and presents a mathematical
model that takes into account bandwidth and the time of treatment response. In particular, it studies bandwidth affecting the worm propagation in the
aspects of saturation and congestion. Furthermore, it studies the measure of defense based on the propagating model. From the simulation

experiment, it can describe the process of worm’s propagation in a P2P system.
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