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Inductive Learning in Intrusion Detection
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Abstract This paper proposes the method for generalization and specialization of attack pattern using inductive learning, which can be used
updating and expanding knowledge database. The attack pattern is established from an example by using the colored Petri net and EDL, after
generalization it can be used to detect unknown attacks whose behavior are similar to the example. In practice the attack pattern first described by
EDL from an example, then the pattern is generalized thus the concept spaces of attack are given and they can be transformed to Colored Petri net,
when detection searches the intrusion from the top down by virtue of the concept space of the attack pattern. In fact the concept space of pattern
indicates a depth-first search way.
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Attack “Blaster” [MemMon, Regmon, Filemon, Netmon]
PN MemMon{
16] Add object=process result= “msblast.exe” #define M1 }
Regmon {
Add object="HKLM\Software\Microsoft\Windows\CurrentVersion
(Event Descriptive Language EDL) EDL \Run.” Result=" “windows auto update”= “msblast.exe”
EDL 5] EDL if’IEf'”e {Rl}
ilemon
1 2
(1) @) e add object=
“c:\Winnt\system32” Result="msblast.exe” #define F1 }
(event-type) (event-Role)+ Netmon {
(event-operation) (object) (result) Attacker:
(time)+ (constraint)”~ Server: Protocol=Tftp, listen= udp/69  #define N1
[6] EDL (1975—)
Petri Petri
W32.Blaster@mm [7] 2005-10-23 E-mail liups@263.net
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1.2

#define N2
#define N3

Send: ip=$IP  port=tcp/135
Send: ip=$IP1 [IP1=N2.$ IP] port=tcp/4444
Recv: sourceip=

$IP1 [IP1=N2.3IP locloPort=udp/69 #define N4
Victim:

Server: listen=tcp/4444  #define N5

Recv: souceip

=$ IP1 localport=tcp/4444, message= “tftp —i * get”
#define N6
Client: Protocol=Tftp, ip= $IP2, [$IP2=N6.$IP1]

port=udp/69  #defien N7 }
Relation (M1, F1, R1, AND (N1, FOLLOW(N2, N3, N4)),
FOLLOW(NS5, N6, N7) )
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if b. a.
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end
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