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Abstract. The most important and expensive operation in a hyperelliptic curve cryptosystem
(HECCQ) is scalar multiplication by an integer k, i.e., computing an integer k times a divisor D on
the Jacobian. Using some recoding algorithms for scalar k, we can reduce a number of divisor class
additions during the process of computing scalar multiplication. So divisor doubling will account
for the main part in all kinds of scalar multiplication algorithms. In order to accelerate the genus 3
HECC over binary fields we investigate how to compute faster doubling in this paper.

By constructing birational transformation of variables, we derive explicit doubling formulae for all
types of defining equations of the curve. For each type of curve, we analyze how many field oper-
ations are needed. So far all proposed curves are secure, though they are more special types. Our
results allow to choose curves from a large enough variety which have extremely fast doubling need-
ing only one third the time of an addition in the best case. Furthermore, an actual implementation
of the new formulae on a Pentium-M processor shows its practical relevance.

Keywords: Genus 3 Hyperelliptic Curve, Explicit Doubling Formulae, Fast Arithmetic, Binary
Fields

1 Introduction

In 1988, Neal Koblitz suggested for the first time the generalization of elliptic curves to curves of higher
genus for cryptographic use, namely hyperelliptic curves [Kob88, Kob89]. The operand size of HECC
is even shorter compared to elliptic curve cryptosystem (ECC). This fact is advantageous for HECC
on any platform. During the last decade, elliptic curve cryptosystems (ECC) [Kob87, Mil86] have been
extensively studied from both a pure and applied perspective. However, HECC obtained a lot of attention
till recent years. There has been a major effort in improving the group operations and in implementing
HECC on different processors. Using explicit formulae instead of Cantor algorithm has reduced sharply the
complexity of arithmetic in the ideal class group of hyperelliptic curves and obtained fast implementation
in software [MCT01, MDM*02, KMG'02, Tak02, PWP03, WPW*03, Lan03, GMAT04, Ava04, Wol04,
FWWO05] and hardware platform [BCLWO02, Cla02, EMY04, KWC104].

For all kinds of cryptographic protocols based on ECC or HECC, the computation of scalar multi-
plication is the main operation. Scalar multiplication algorithms include usually divisor class additions,
doublings and perhaps some precomputations. By some recoding methods for scalar, we can reduce a
number of divisor class additions. However, we cannot decrease the number of divisor class doubling in
general case (for some special curves, it is possible). So divisor class doublings will become the crucial
step for the performance of the entire cryptosystem. Improving the arithmetic of doubling has a direct
impact on the efficiency of the whole system.

In [LS04, BDO04], several authors discuss genus 2 curves over fields of characteristic 2 and doubling
formulae for the different types of curves in detail. They give a complete study of all cases of defining
equation of the curve and make a trade-off between speed-up and special parameters. Although we can
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use Koblitz curves to accelerate the computation of scalar multiplication [GLS00, Lan04], there are only
6 and 24 different isogenie classes for genus 2 and 3 binary curves, respectively. So the choice of curves
is rather limited. In order to enlarge the range of selecting curves, we will address all kinds of genus 3
curves defined over the extension field in this paper.

For genus 3 curves over GF(2"), Pelzl et al. [PWGPO03] discussed a very special type of curves
with h(z) = 1 and gave efficient doubling explicit formulae. In [GKP04], the authors proposed efficient
algorithms to compute the resultant of two polynomials and of the inverse of one polynomial modulo
another, and improved the overall complexity of complexity of the addition and doubling algorithms
for both even and odd characteristics. Their explicit formulae are applicable to almost all hyperelliptic
curves of genus 3. By using a birational transformation of the form (z,y) — (Az + p,vy), they discuss
five possible types of curves for even characteristic case.

In this article, we generalize the ideas proposed in [LS04] to genus 3 case and improve the results in
[GKP04] further. we construct isomorphic transformations first to achieve as many zero coefficients as
possible, and then make strong use of the defining equation of the curve obtain more efficient doubling
explicit formulae. We do a complete study of all kinds of curves and analyze which kind of curve can lead
to fast computation of doubling a divisor class. Finally, we combine the new doubling explicit formulae
with NAF method to compute scalar multiplication fast, and give detailed experiment results.

The remainder of the paper is organized as follows: Section 2 states a brief mathematical background
related to genus 3 hyperelliptic curves over binary fields. Section 3 describes Harley’s algorithm for
doubling a divisor class. In section 4, 5, 6, and 7 we derive the new doubling explicit formulae for genus
3 curves according to the different degree of h(x). Section 8 summarize our contributions. Finally, we
present our experimental results in Section 9 and conclude with a discussion of our results in Section 10.

2 Genus 3 Hyperellitpic Curves and Their Divisor Class Groups

In this section we present the representation of the divisor class group elements for genus 3 hyperelliptic
curves over finite fields of characteristic two. For mathematical background and more details about
hyperelliptic curves, please the interested reader refer to [Can87, Kob89, MWZ96].

Let GF(q),q = 2' be a finite field of characteristic 2. A non-singular (imaginary quadratic) hyperel-
liptic curve C of genus 3 over GF(q) is defined by an equation of the form

C:Y?2+hX)Y = f(X),

where h(X) is a polynomial of degree < 3, and f(X) is a monic polynomial of degree 7, i.e.,
h(X) = h3X® + ho X% + hy1 X + ho,

FX)=XT+ f6XO+ X5+ fuX' + [ X° + o X2+ f1X + fo,

The equation (x) defining a hyperelliptic curves C' of genus 3 is unique up to a change of coordinates of
the form

(%) (z,y) — (Pz + f,a"y + t(2)),

Where o, € GF(q) with a # 0 and t(z) € Fy[z] with deg t < 3 [Lok94]. If an algebraic curve has
a singular point then the curve is singular. However a hyperelliptic curve is by definition non-singular.
The divisor class group Jo(GF(q)) of C forms a finite abelian group and therefore we can construct
cryptosystems based on discrete logarithm problems on the Jacobian of C. Any equivalent class D in
Jo(GF(q)) can be represented by Mumford’s representation as follows [Mum84].

Mumford’s Representation for Genus 3 Hyperelliptic Curves:

D = [u(z),v(z)] = [2% + u22? + w1z + ug, vox? + viz + vo), u(x), v(x) € Fy[X], where

u(z) = 23 + uga® + urx + ug = [[o_, (x — ;)P (D)

yi = v(x;)

for P; = (z4,y;) € C with ordp,(D) > 0, (i = 1,2,3) and u|v? + hv + f.
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The degree of u(z) is called the weight of D and D a reduced divisor, if its weight equals 3. Any class
in Jo(GF(q)) can be uniquely represented by a reduced divisor.

3 Harley’s Algorithm for Divisor Class Doublings

In [GHOO0], the authors noticed that one can reduced the number of operations by distinguishing between
possible cases according to the properties of the input divisors. They proposed an efficient algorithm
(using many computational algebra tricks such as Karatsuba multiplication, Chinese Remainder Theory,
and Newton Interation) to compute in the Jacobian of hyperelliptic curves. For a complete description
about explicit formulae for group operations we refer to [Wol04].

In this paper we concentrate on doublings for genus 3 curves in the most significant case where the
input divisor [u(x),v(z)] has full degree and u and h do not have a common factor. Therefore, we assume
from now on

D = [u(x),v(x)], degu(r)=3, resutant [u(x),h(x)] # 0.

Let u(x) = 23 4+ ugz? + u12 + ug, v(z) = v22% + v12 + vo. Using the following Harley algorithm, we can
double a divisor class on a Jacobian:

Step 1. Compute resultant r of u and h;

Step 2. Compute almost inverse inv = r/h mod u = invga: + v x + 1nug;

Step 3. Compute z = ((f —hv—o )/u) mod u = ZQI' + z12 + 20;

Step 4. Compute s = zinv mod u = So12 + 512 + so,

Step 5. Compute s = (s /r) and make s monlc s =12+ 512 + S0;

Step 6. Compute G =su=2°+ gaz* + g3 + ggx + 912 + go;

Step 7. Compute u =u 2{[G + (r/sq)0]? (r/s )hG + (7‘/52) (hv — )} = ugz® 4 ugx? 4 ujx + ug;

Step 8. Cornputev 77[ (52/7’)+h+v] modu *ngr +v2x +v1x+v0,
Step 9. Reduce u : u :(f—vh—v )/u —x +u2x —|—u1x—|—u0,
Step 10. Compute v” = —(v + h) mod " = vya? + v} + vg.

We now study the different expressions for h separately because the actual execution of the Harley’s
algorithm depends on the coefficients of the curve. We will present explicit formulae for four different
case: deg h = 0, deg h = 1, deg h = 2 and deg h = 3. In the two latter cases, we try to find special
curves which can lead to a significant speedup. The major speedup is obtained by simplify and cancel r
in the expressions. For hyperelliptic curves of genus 3 and characteristic two there exist no supersingular
cases [RS02]. Le. for genus 3 HEC we can take special curves with h constant. Using these special curves,
we can obtain explicit formulae with low complexity and optimum performance regarding the number of
required field operations for the execution of the group operations.

4 Casedegh=0

In this section we assume deg h = 0. One can obtain an isomorphic curve where fg = f; = fo = 0 and
ho is divided by any a”. To improve the efficiency of HEC, we hope that coefficients h; are ’small’ in
an isomorphic curve, which allows the multiplication with it to be performed via additions. So we will
choose a” such that % is ’small’ in practical use. If we choose finite fields GF(2") with n = 1(mod 3)
or n = 2(mod 3) there are no elements a € GF(2") such that a” = 1 (the unit element of GF(2")).
Therefore, there is always an « such that a” = hg. For n = 0(mod 3) this happens with probability 1/7.
We obtain the isomorphic curve by using the following birational transformation of variables and dividing
the equation by a'4 _ _ _ _
Y —aY +mX?+nX, X — o®>X + fs

where m = o*\/fi + f5fs,n = o&®V/f2 + fsfe + hom. So we obtain a curve of the form Y2 + hY =
X"+ X5+ £ X3+ f1X + fo, usually with hg = 1. Adding a constant term to the substitution of Y one

can achieve fy = 0 with probability 1/2. Hence, there are only three parameters fs, f3, f1 as opposed to
five in the general case showing that the type is indeed special.
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With the new curve coefficients the expression r and s will simplify to:
r=h3 sy =hdz, s = hiz1,8y = hiz.

We note that

’ ’ ’ ’
uy = 0,uy = 57 = (51/59)” = (21/22)°,

uy = (r/s5)? = hi(23 "), ug = 55 = (s9/52)% = (20/22)?,
and

v3 = (uy +g3)(s9/7) = hgl(uzzz + 20 + u2z1 + u122),
Uy = (gatiy + uy + g2)(55/7) + v2 = hy H[(ug2s + 21)uy +uy + uazo + urzy + ug2a] + v,
vy = (gaty + ug + 1) (s9/7) + v1 = by [(ua2z2 + 21)uy + ug + w120 + uoz1] + v,

v(/) = (g4u£) + go)(s;/r) + ho + vy = hal[(UQZQ + zl)ub + upzo] + ho + vo.

Since f 4+ hv + v? = uz + u?z we also have that
fo 4 hovo + v§ = uozo,
J1+ hovt = w120 + uoz1 + ug,
hovo + vf = Uo2g + U121 + UgZ2,
f3 = 20 + ugz1 + urze + ul,
v% = 21 + U322,
fs = u% + 29.
Using the equations above, we can calculate cheaply u;, uz) and v:;, v;, vll, v(l) as follows:
uy = (21/22)° = (03 + uaz2) /22)® = 032 ')° + i3,
g = (20/22)° = [(fs +uf +uzz1 +wize) /20" = [(fs + i)z '+ + uduy,
v;, = hal(u;zg + f3 +ui),
vy = hy ! (3uy +uy +07),
vy = hy! (VBug + ug + i +up),

vé) = hal(vgué + fo+ v%) + hyo.

We give the doubling formulae for this case in Table 1. The operations are counted for the case ho = 1, by !
is ’small’ (multiplication with hg L are not counted), and arbitrary ho. Both h3 and hg L are precomputed.
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Table 1. Doubling deg h =0, deg u =3

Input |[u,v],u = 23 + ugz? + urx + uo, v = vox? + viz + vo; hg, hal

Output|[u”, v"] = 2[u, v]
Step|Expression ho =1 hgl small | hg arbitrary
1 |Compute @ = u? and o = v%: 6S 6S 65
Gp = u3, @ = u3, o = ug, v = v3, 91 = vi, Vo = v3;
2 |Compute u, :z4+u;m3+u;zz+u;x+u;: 11,3M,3S 11,4M,3S 11,4M,3S

23 = f5 + U2,t1 = f3 +@1,t2 = f1 + @o,t3 = fo + Vo;
If zo = 0 then call the Cantor algorithm

invzg = z;l, u; = O,ul2 = (iginsz)z + @o;

u/1 = hg(inUZQ)Z, u; = (tlinvzz)2 + a7 + ﬁzu;;

3 |Compute v = v;x?’ + vya? + Uiac + v:): 4M aM 8M

7 — 7 7 1, - 7 4 ~

vg = hg Nugza +t1), vy = hg Yooy 4 up + 91);
7 D ’ 7 1, !

v, = hg l(vzul + ug + t2), vy = hq l(vguo + t3);

4 |Reduce ul, ie.u =%+ u;xz + u;a: + u;;: 1M,2S 1M,2S 1M,2S

E

3 ’ » » 7 /2 /7
1= J5 +ug, ug = uguy +vy" 4 uy;
5 |Compute v = U;CEQ + v;w + v;]: 3M 3M 3M

” ’
_ .2
Uy = V3", U

” 7 ’ » ” ’ 7 » » ’ AT
Vy = Vg + V3Uy, V; = ¥y + V3Uy, Vg = Vg + V3Ug;
Sum 171,11M,115|11,12M,11S|11,16M,118

[Remark]: In this case, we obtain the same explicit formula as in [GKP04]. However, we derived it from Harley’s
algorithm, whereas they from Cantor’s algorithm. Compared with the explicit formula in [PWGPO03], our formula
saves 3M . For genus 3 hyperellitpic curves defined over binary fields, this is the fastest doubling explicit formula
so far.

5 Casedegh=1

In this section we discuss the case of deg h = 1. One can obtain an isomorphic curve where fg = ho =0
and h; is divided by any a®. We will choose a® such that % is ’small’ in practical use. If we choose
finite fields GF(2") with n not being divided by 4 there are no elements o € GF(2") such that a® = 1.
Therefore, there is always an « such that a® = hg. For n = 0(mod 4) this happens with probability 1/5.

We obtain the isomorphic curve by using the following birational transformation of variables and dividing

the equation by o'*:
- Tro < -
Y<—a7y+a6,/f6+hix3,X<—a2X+hi
1 1

So we obtain a curve of the form Y2 4+ h XY = X7 + f5 X5 + fiX* + f3X3 + foX? + f1X + fo, usually
with hy = 1. Adding a linear factor to the substitution of ¥ one can achieve fo = 0 with probability 1/2.
A constant term leads to f; = 0. Therefore, there are only four free parameters fs, f4, f3, fo-

With the new curve coefficients the expression r and s will simplify to:

_ h3 T h2 L h2 L h2
r = ughy, Sy = 2oh7, 81 = (u2z0 + wo22)hi, sy = (urz0 + upz1)hy,

’
’ S 20
8o = UgZoh3, $3 = —= = .
r Uohl

In this case, we have that

’ i _ ! ’ Z
Uy = (7“/52)2 = hgu%(zo 1)2,u0 = 5(2) = (30/32)2 = (u1 + uo - ;)2,

and

’ ’ ’ _ z
vy = (uy +g3)(s3/r) = hy '[z2 - (w0 - 2) + 21+ upza),
0
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’ ’ ’ ’ _ ’ h
Uy = (gauy + uy + g2)(8o/7) + v2 = b zauy + *51 + uz21 + u122 + 20] + vz,
2

1 hi

(22- — +27) + ugz0 + urz1 + uoza] + v1,
h182 S92

v/l = (g4ul1 —&—ué) +g1)(s/2/r) 4+ hi v = hl_l[

v(l) = (g4u6 + go)(s;/r) + v = hl_l(zQu;J + w120 + woz1) + vo-

Since f + hv + v? = uz + u?z we also obtain that
fo+vg =uozo (=rsy/hl),

fi 4+ hivo = w120 + uoz1 + ug,
fo 4 hiv1 + v} = uszg + ur21 + uo22,
f3 4 hive = 29 4 U2y + U120 + U2,
fa+ US = 21 + ug2y,
f5 = u% + zZ9.

. . ’ ’ ’ ’ ’ ’
Using the equations above, we can calculate cheaply uqy, ug and vg, vy, vy, v, as follows:

’ 22,92 zZ9 2 22 \9
= . —_— = . = (W —|— 5
Uy = (ug + up ZO) (ug + ugp u0h182) (u2 h182)
’ z1 9 21 2 Al 2
= .o —_ = . = (U 5
uy = (u1 + ug ZO) (w1 +uo U0h152) (w1 + h152)
’ -1 z% 2
vz = hy (h182 + fa+v3),

’

. h
vy = hy(22uy + S—; + f3+ud),

/ 1 h
= pot L
Uy = hl [h152 (22 S9

+21) + f2 + 03],

vo = h (z2ug + fi + ud).

We note that fy + v = ugzo = Ts;/h?, so it is very cheap to calculate rs/2 as the exact coefficients of z
are not necessary. In Table 2, we present the doubling formula for this case. The operations are counted
for the case hy = 1,hy " is small’ (multiplication with ;' are not counted), and arbitrary h;. Both h?
and hl_1 are precomputed. In Step 2 the inversion and multiplication with kg can also be replaced by a
division as the inverse is not used later on.
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Table 2. Doubling deg h =1, deg u =3

Input |[u,v],u = 2% + uzz? + urz + ug, v = vax® + viz + vo; A, h;l

Output|[u”, v"] = 2[u, v]
Step|Expression h1 =1 h;l small |hy arbitrary
1 |[Compute rs;: 1M,4S8 1M,48 1M,4S

ko =ud, 22 = f5 +u3,t1 = fa +v3;

z1 =t1 + uz22,wo = fo +vg (= TS/z/”?ﬁ
If wy = 0 then call the Cantor algorithm
2 |Compute 1/h;1sz and s1, so: 11,3M 11,3M 11,3M
w1 = (1/wo) - ko (= 1/h1s2), k1 = z2w1;
k2 = z1w1, 81 = uz + k1, 80 = u1 + ka;
3 |Compute u, =z%+ u;wB —+ u;;vz + ullm + ug: 3S 2M,2S 2M,2S

wo = hf’wl (= hl/sz),u; =0

u; = 5?7“/1 = wgwl,u; = w2 + sg;
4 |Compute ’U, = vézS + 1);7;2 + v+ v(;: 5M,45S 5M,4S 9M, 4S5
v; = h;l(Zle +t1),v; = h;l(zQu; + ws + f3 +u§);
vl = hi Mwi (zows + 23) + f2 + vi];

vy = hi ' (z2ug + f1 + ud);

5 |Reduce u , ie. v = a® + upa?® +ujz + uy: 1M, 28 2M, 28 2M, 28

/7 s /
LR -
uz*v37u1*f5+u27
” ” ’ /2 ’ ’
ug = fa+usuy + vy +uy + hyvg;

6 |Compute o = v;x2 + vI:c + v;: 3M 3M 3M

”» ’ R ”» 7 7y ”» ’ AT
Vy = Uy + VzUg, V) = Uy —+ VaUy —+ hl,vo = v, —+ V3Ug;
Sum 11,13M,13S|11,16M,125|11,20M,12S

[Remark]: The algorithm in [GKP04] needs 11,44M,6S to compute divisor class doubling. However, our derived
explicit formula needs only 17, 13M, 135S in this case. Compared with the explicit formula in [GKP04], our formula
save 31M at the cost of extra 7.

6 Casedeg h =2

If h is of degree two then we cannot make any of its coefficients zero in general. In this section we
will discuss special curves with h; = 0, that is, the curves having the form Y? + (h2X2 + h)Y =
X7+ f6 X0+ s X5+ fuX*+ f3X3 4+ foX%2 4+ f1X + fo, which allows for a significant speedup. By making
a change of coordinates we can obtain f5 = f3 = fo = hg = 0 and hy is divided by any o®. We will choose
a® such that % is ’small’ in practical use. If, as usual, one choose finite GF(2") with n odd there are no
non-trivial cube roots of unity. Hence, there is always an o such that o® = hs. For even n this happens
with probability 1/3. The isomorphic curve is obtained by using the following birational transformation

of variables and dividing the equation by a'4:
Y%a7)~/+m)?3+5)~(+t,XHoz2)~(+/B
o 2. fah+264 and ¢ = hﬁ(fz+fsﬁ+fe}g4+ﬁ5)+f§
of the form Y2 4+ hy X?Y = X7 + fe X + fuX* + fiX + fo, usually with hy = 1. Adding a quadratic
factor to the substitution of Y one can achieve f; = 0 with probability 1/2. Accordingly, there are only

three free parameters fg, f1, fo.
Then the expressions for r and s will simplify to:

+5° ;
. So we obtain a curve

S =«

r= ughg, 5’2 = (u120 + uozl)hg, 5’1 = [ug(u120 + woz1) + uOZO]hg,

’ /
’

s s

2 1 0

8o = [u1(u1z0 + upz1) + uo(uzzo + ugza)|h3, s1 = 7= U + k1,80 = 7= Uy + ko,
2 2
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where k; = —%020__ and kb, — Yolu220tu0zz) 1 thiq case, we have that

u120+uo21 u1z0+tuoz1

/ / 2 ’ T 2
us =0,uy = s7,u; = 7 (ha + = )—h2w1(1+w1),
S2 32
' r f6 2
g = —[ha(uz + s1) ] + 55 = hawy (k1 + fewr) + s5,
8o 32
u2

where w; = —2— and

w1 20+uo21

2
(uo20)

= h, 2 L)
vy = (g + g5)(s2/7) = h3 '[22 + up(uizo + uoz1)

(Uozo)k%
2

Up

vy = (gatty + uy + g2)(s3/1) + ha +v2 = hy 21 + upza + | + hawy + vy,

(u220 + upz2)?
- h k
U120 + upz1 ]+( 2W1)(f6+ 1)—|—v1,

o ' -1 (uo20)k3
vy = (gatg + go)(s5/7) +vo = hy " [ugzo + ur21 + ugze + T]

0

= (g4u/1 + u;) +gl)(s/2/7“) +v = h;l[zo + U29 + Ugzy +

+ (hok1) (k1 + fewr) + vo.
And since f + hv +v? = uz + u?(x + fg) we also have that
fo +v§ = uozo + foug,
f1 = w120 + uoz1 + ug,
havo = uszg + U121 + Uo22 + foul,
hov1 = 2o + Ug2z1 + U120 + u%,
fa 4 hovo + 03 = 21 + uoze + feul,
0 = u3 + 2.

. ’ ’ ’ ’
We use the equations above to calculate k1, k2, wy and vg, vy, v, v,y cheaper:

fo+vE + foud ug(havo + u121 + foul) _ up
k= L ko w1

flJrUO f1+u(2) ’ _f1+ug’
’ - fo+vE + feu?)?
vy = hy H[ze + ( ,
T A
/ _ +v2 + foud)k? hou?
— ot 2 o, (fo+vg L 0
Vg o [fa+ v + fous + 2 ]+f1+ug’
’U h [ 2 (u121 + fe’u% + hQ'UO)Q] n hgu%(f(; + kjl)
1= 1 2 2 )
fi+u fi+ug
/ _ + 0% + foud)k? u2
'Uo:hzzl[f(}'u%‘i’(fo 0 2f6 O) 2]+(h2k1)(k1+ 0f62).
Up fl + ug

We note that rsy, = u2(u120 + uoz1)hd = u2(f1 + u2)h3, so it is very cheap to calculate rs, since we
need not know the exact coefficients of z. We describe the doubling formula for this case in Table 3. The
operations are counted for the case hy =1, hy 1 is ’small’ (multiplication with hy L are not counted), and
arbitrary hy. Both h3 and h, ! are precomputed.
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Table 3. Doubling deg h =2, h1 =0, deg u =3

Input |[u,v],u = 2% 4+ ugx? + w1 + uo, v = vax? + viz + Vo; hg,h;l

Output|[u”,v"] = 2[u, v]
Step|Expression hy =1 h;l small | ho arbitrary
1 |Precomputation: 5M,5S TM,5S TM,5S

fo = ul, @y = ul,dio = ul, z2 = fa +v3 + feila;
21 = 22 + hova + Gaua, t1 = fo + vg + felo;

tz = feti1,t3 = t2 + havo + u121,ta = f1 + @o;
If t4 = 0 then call the Cantor algorithm

2 |Compute s1, s0: 11,7M 11,7M 11,7M
ts = (tatio) ', te = tats, ty = diots,ts = titg, k1 = titr;
ko = taty, ko = uoka, 51 = us + k1,50 = u1 + ka;

3 |Compute u/ =%+ u;ma + u;m2 +u x + u‘;: 1M,2S 3M,1S 3M, 1S

w1 = Ugty, we = hgwl,u; = s?,u/1 = wa (1l + wy);
4 |Compute v/ = v;zs + v2:c2 + v;a: + v(,): 7M,3S 9M, 3S 13M, 3S
vy = hy M(iis + t3t5), vy = hy (22 + tsk?) + hows;
vy = hy M + kats) + (hawi)(fo + k1);

v(/, =h, (t2 + tgk2) + (hok1) (k1 + fowr);

5 |Reduce u,, ie.uw =2+ u;zQ + u;x + uB: 1M,2S 3M, 1S 3M, 1S

uy = fo + v, uy = uy + havy;

wp = fu 4 ujuy + uy + vy? + havy;
6 |Compute v = vyx? 4 vz + vy: 3M 3M 3M
’U; = 'u; + v;uz + hz,v; = 'u; + U;u;,vg = ’Ué + Uéu:];
Sum 11,24M,128|11,32M,10S|11,36M,10S

[Remark]: For general case with h(x) = hoa® 4 hix + ho, the authors using a birational transformation to make
the curve’s coefficient fs zero [GKPO04]. Their algorithm needs 1I,52M,8S to compute divisor class doubling.
Using special curves with h(z) = hax® + ho, our explicit formula needs only 11,24M, 128 for he = 1. Compared
with the explicit formula in [GKPO04], our formula saves 28 M at the cost of extra 45 in the best case. In the
formulae presented in Table 3 there are four counted multiplications with fg which are cheaper when fs is ’small’.

7 Casedeg h =3

When h is of degree three, we cannot also make any of its coefficients zero in general. We will show that
special curves with ho = h1 = hg = 0 can obtain excellent performance in this section. We can construct
a change of coordinates to make f; = f4 = f3 = 0 and hs = 1. The isomorphic curve is obtained by using
the following birational transformation of variables and dividing the equation by hi*:

~ ~ h? 2 . ~

Y — hIY + hifs X2 + Jihs ¥15 g Js x h2X

hs hs
So we obtain a curve of the form Y? + X3V = X7 + fs X%+ f,X% + f1X + fo. Adding a cube factor
to the substitution of Y one can achieve fg = 0 with probability 1/2. Thereby, there are only three free

parameters fs, f1, fo-
Then the expressions for r and s will simplify to:

’ ’
r=up, 59 = ug(ug2o + U121 + ugze) + Uiz, 8; = usfug(uszo + u1 21 + uo2z2)] + uo(u1 20 + uo21),

’ ’

S S
59 = 1 [uo (U220 4 w121 + u022)] + to[ua(u120 + uoz1) + Uz, 51 = ;1 = uy +ky, 50 = j’ = uy + ko,
2 2
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_ wo (u1z0+uoz1) _ ugluz(uizo+uoz1)+uozo] .
where k1 = UO(HQZO:_uiz?+ugz;)+u%ZO and ko = uo?u;o;ufm_fu;zz))fu%’%. In this case, we have that
’ ’ r ’ r T ’ T r
uz = 0,uy = 3? + —up = */(kl + 7/)7u0 = */(k2 + ugky + ﬁ) + 5(2),
So Sa S2 So So
o (u/ +g )(s/ ) +1 U020 n (u120 + upz1)?
= 3 = 5
3 2 2 u? u3(u220 + w121 + upz2) + u?(up2o)
/ ’ / ’ U120 + Upz1 U// + U2 r
vy = (gatg +uy + g2)(s2/7) +v2 = ( u2)( 2 1) +22+k1+?+vz,
0 2
, , , , kafus (w120 + woz1) + uozo] + u2(upzg
vy = (gauy +ug + g1)(s9/7) +v1 = o )2 L )+

Up

)+ (21 + ug22) + v,

S

ki(ky + 2) + (k2 + ughy + 28
2 2

(u120 + uozl)(ué +u?)
2
Up

v = (gaug + 90)(s5/7) +vo = + (20 + u221 + u122) + vp.

And since f + hv +v? = uz + u?(x + fg) we also have that
fo+v§ = uozo + feug,
fi = w120 +upz + ud,
fa+ U% = U220 + U121 + Up22 + fﬁui
Vo = 2o + U221 + U122 + uf,
V1 4 V3 = 21 + ug2e + fous,
Vo = u% + 29.

. . ’ ! ’ ’
Using the equations above, we can calculate k1, ko, SL, and v, Uy, vy, v, cheaper:
2

ky — U(Q)(fl +u(%)
1= 5
ud(f2 +vi + foui) + ui(fo +v§ + feug)
ky = ugluz(f1 + ug) + (fo + vg + foup)
ug(fo +vi + foud) +ui(fo+vg + foug)’
ro_ up
sy ud(fo+ ¥+ fou?) +ud(fo + v + feud)’
o = Jo+ 8 + foud (f1 + up)?
’ uf ud(f2 + 03 + foud) + u3(fo + v} + foud)’
/ + ud) (g + u3 r
1)2:(f1 0)(22 2)+k1+7/+u§’
Up So
o Felua(fi + u2) + (fo + v2 + foud)] + u2(fo + v2 + feud) .
1= 2
Up

k(b + %) + (k2 + ugks + 52) + (03 + feud),
2 2

2 ! 2
vy = (f1 +Uoi(2uo+u1) .
0

We note that rs, = udud(ug20 +ui 21 +upz2) +ul (upzo)] = ud[ud(fo +v3 + fou?) +ui(fo+v2 + feud)], so
we can calculate rsy cheaply without knowing the exact coefficients of z. We present the explicit formula
for this case in Table 4.
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Table 4. Doubling deg h =3, ha = h1 = ho =0, degu =3

Input |[u,v],u = 2% + ugx? + urx + ug, v = vax? + Vi + vo;

Output|[u”,v"] = 2[u, v]
Step|Expression Cost
1 |Precomputation: 5M,6S

Gy = u3, i = uf, fo = uf, B2 = v3, %1 = v7,T0 = v5,t1 = fo + Po + felio;
ta = fa + 01 + fet1,tz = Uotz + Grt1,ta = f1 + Uo, 5 = uats + t1;

If t3 = 0 then call the Cantor algorithm

2 |Compute s1, so: 11,6 M

te = (ts@io) "', t7 = tatg,ts = dots, to = Uots;

k1 = tatg, ko = t5tg, s1 = uz + k1,80 = u1 + ko;
7 7 7

3 |Compute u = x4 +u3:c3 +u23c2 + Uz + ug: 5M,2S

wy = ﬁotg,u’z = sj‘f + wq,t10 = k1 + ’u14,u,1 = watio;
t11 = ko 4+ ugky + f6w4,u£) = 52 + watiy;

4 |Compute v = vz + vya? + v;m + v;: 10M,18
vy = tity + t3ts, t12 = tatr, vy = tra(uy + @2) + k1 + wa + G2

U; = kitio + t11 + (kats + Uat1)tr + D2 + feta, ’Ué = 7512(’!12) +Uy) + a1

5 |Reduce u/, ie.u = a3 + u2T2 + u;z + u;;: 1M,2S
u; = fe +v; +v;2,u’]’ = u; +11;,u’(; = u2u; +u'1 +v;2 +1J;;
6 |Compute v = v;wz + vlz + vg: 3M
vy = vy + (vg + Dujy, vy = vy + (vg + Dy, vp = vy + (v + Dug;
Sum 11,30M,11S

[Remark]: In [GKP04], the authors discuss two types of curves with ho = 0 and fs = 0, respectively. Their
doubling formulae cost 11,63M,9S and 11,64M,5S for this two different cases. We note that using special curves
with h(z) = haz® can lead to fast computation of a divisor class doubling. We derive the new explicit doubling
formula which needs only 17,30M,11S. Compared with the algorithms in [GKP04], our formula saves 33M at
the cost of extra 2S. In addition, there are four counted multiplications with fg which can be computed cheaply
when fg is ’small’ in the formulae.

8 Summary

Depending on the degree of h, we derived the corresponding explicit formulae which can compute dou-
blings fast in the previous sections. For h of degree 0 and 1 the case fg not small does not apply since we
make it zero by isomorphic transformations. We also find fast doubling formulae for special curves when
the degree of h is 2 and 3. All results are summarized in Table 5.

Table 5. Overview

h(x) h(z) = ho h(z) = hiz
hi ho=1 [ hy'small | hg arb. hi=1 [ hy small | hy arb.
cost |[11,11M,11S |LI,12M,11S [11,16M, 11S|11,13M, 13511, 16M, 12511, 20M, 125
h(x) h(z) = hyx? h(z) = 23
hi hy =1 hy T small ho arb. —
fe small||[11,20M, 125 11,28 M,10S [11,32M,10S 11,26M,118
fe arb. |[11,24M,12S [11,32M,10S [L1,36M,10S 11,30M,118

9 Experimental Results

In order to test the performance of our new doubling formulae, we implemented genus 3 HECC over 3
binary fields. Due to the attack proposed by Thériault [Thé03], we should select at least 56-bit finite fields
in order to obtain the same security as a 160-bit elliptic curve cryptosystem. So we used binary fields
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GF(2%), GF(2°!) and GF(2%%). For GF(2%%) and GF(2°!), we used the minimal weight irreducible
pentanomial z°° + 27 + z* + 22 + 1 and 25 4+ 2° + 22 + = + 1 to construct finite fields, respectively.
However, for GF(2%3), we used the minimal weight irreducible trinomial 2% + x 4 1 as field extension.
Efficient algorithms summarized in [Pel02] were used to perform the field arithmetic. In addition, We
used a NAF method to perform the scalar multiplication. All tests are implemented on a Pentium-M

@1.5 GHz processor and with C programming language. The experimental results were depicted in three
bar graphs.

Timings on GF(2”n), n=59

148 Timings on GF(2”n), n=61
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il %
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]
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In the graphs above we include the following ten cases respectively:
e deg 3 mon arb fg: The case where deg h = 3,ho = hy = hg =0, fg # 0 and hz = 1;

e deg 3 mon: The case where deg h = 3,hy = hy = hy =0, fg =0 and hs = 1;
e deg 2 arb fs: The case where deg h = 2, hy = hg =0, fg # 0;
e deg 2 arb: The case where deg h = 2, hy = hg =0, fg = 0;

e deg 2 mon arb fs: The case where deg h = 2,hy = hg =0, feg # 0 and hy = 1;
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e deg 2 mon: The case where deg h =2,h1 = hg =0, fs =0 and hy = 1;
e deg 1 arb: The case where deg h = 1, hg = 0;

e deg 1 mon: The case where deg h = 1,hg = 0 and hy = 1;

e deg 0 arb: The case where deg h = 0;

e deg 0 mon: The case where deg h =1 and hg = 1;

10 Conclusion and Outlook

We have discussed how to accelerate the computation of divisor class doublings for genus 3 hyperelliptic
curves defined over binary fields and given explicit formulae for all types of curves. Compared with the
results in [PWGP03, GKP04], our explicit formulae have reduced some field operations further and shown
excellent performance on a Pentium-M processor. The divisor addition formulae depend far less on the
coefficients of h. Several authors have improved the corresponding addition explicit formulae according
to the degree of h in [GKPO04].

Side channel attacks (SCA) are powerful attacks which use a priori innocuous information such as
power consumption or timings to break implementations of cryptosystem [Koc96, KJJ99]. On lightweight
crypto-devices such as smartcards and PDAs, side channel attacks are a major threat. In order to imple-
ment genus 3 HECC securely on all kinds of embedded processors, we need consider countermeasures to
thwart SCA because of the remarkable difference of the operation counts for addition and doubling. For
example, in the case of h(z) = 1, the operation number of doubling is only one third that of addition.
In [Thé04], the author presented two integer recoding algorithms which are resistant to SPA attacks and
suitable especially to our case where the doubling operations are significantly fast than a group addition.
To avoid DPA we can employ the countermeasures proposed in [Ava03].

In this paper we restricted our attentions to affine coordinate system. However, Xinxin Fan et. al has
obtained inversion-free explicit formulae for genus 3 hyperelliptic curves [FWWO05]. For genus 3 HECC
defined over binary fields, the authors gave only inversion-free explicit formulae for special curves with
h(z) = 1. So how to extended the idea of this paper to projective coordinate system and improve the
formulae in [FWWO05] will be the next logical step to accelerate the implementation for genus 3 HECC.
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