STRICT AVALANCHE CRITERION OVER FINITE FIELDS

YUAN LI AND T.W.CUSICK

ABSTRACT. Boolean functions on GF(2) which satisfy the Strict Avalanche
Criterion (SAC) play an important role in the art of information security. In
this paper, we extend the conception SAC to finite fields GF(p). A necessary
and sufficient condition is given by using spectral analysis. Also, based on
an interesting permutation polynomial theorem, we prove various facts about
(n — 1)-th order SAC functions on GF(p). We also construct many such
functions.

1. INTRODUCTION

Resilient functions, bent functions and functions which satisfy SAC have im-
portant cryptographic applications. SAC' was introduced by Webster and Tavares
[16] in connection with a study of the design of S-boxes. A Boolean function in n
variables is said to satisfy SAC' if complementing any one of the n input bits results
in changing the output bit with probability exactly one half. Forré [5] extended this
conception by defining the higher order SAC. A Boolean function of n variables
satisfies the SAC of order k (SAC(k)), 0 < k < n — 2, if whenever k input bits
are fixed arbitrarily, the resulting function of n — k variables satisfies SAC. The
properties of SAC functions have been well studied (see [1], [2], [3], [8], [9], [17]).
Recently, Cusick and Yuan [4] described a method to find k-th order symmetric
SAC functions for any k, k < n — 2. On the other hand, it’s natural to extend the
various cryptographic conceptions from GF(2) to GF(p) or GF(p)™. For example,
[14] and [19] studied the resilient functions on GF'(p). Also, [7], [11], [12] investi-
gated the generalized bent functions on GF(p)™. In this paper, we firstly introduce
the definition of SAC on GF(p). Similar to [5], we give a spectral analysis, and a
necessary and sufficient condition for SAC is given. Based on an interesting result
which was independently proved by three research groups between 1989 and 1990,
we prove various facts about (n — 1)-order SAC on GF(p). In contrust, on GF(2)
the highest order of SAC is only n — 2. Using some elementary number theory,
we construct many SAC(n — 1) functions. Section 2 will list some well known re-
sults about Fourier transform. Section 3 will introduce the definition of SAC and
discuss its spectral analysis. In section 4, an explanation of SAC is given from a
different point of view. We give the definition of higher order SAC in section 5
and a spectral analysis is provided for SAC(1). In section 6 we construct many
SAC(n — 1) functions. Some open questions are listed in section 7.

Key words and phrases. Fourier transform, cryptography, Boolean functions, algebraic normal
form, strict avalanche criterion, resilience, bent functions, permutation polynomials, finite field,
quadratic residue, Legendre symbol,
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2. FOURIER TRANSFORM OF 7. VARIABLES POLYNOMIAL FUNCTIONS ON GF(p)

In this paper, p is always an odd prime.
If f: GF(p)® — GF(p), then f can be uniquely expressed in the following
form:

1 p—1  p-1
ki k kn
(1) flx1, 22, ... 2n E E E O k. kpT1 X2 2Ty
E1=0k2=0 k,—=0

Each coefficient ag, k,..x, € GF(p) is a constant. This form is called the algebraic
normal form of f. The largest k1 + ko + ... + ky, With ag,k,. x, # 0 is called the
algebraic degree of f. R
Let A = {f|IGF(p)» — GF(p)}, B = {f|GF(p)" — C}, where C is the
complex numbers. Then
Faw) = Y Ty

yeEGF(p)™

is called the Fourier transform of f(x), where w = e*™/P 1 = (x1,9,...,T),
Y= (Y1,Y2, - Yn), TY = D4y kY-

Some of the following results about the Fourier transform may be “folk lore”,
but for completeness, we present the proofs.

Lemma 1. pr(m) = p”f(f:n)

Proof.
Fr)= 3 Fapuo= 3 (2)w %)=
yeEGF(p)" yeGF(p)" z€GF(p)™
2€GF(p)" yeGF(p)™
The inner sum will vanish if z # —zx, hence, pr(x) = p”f(fx). O

If f: wf, we have

pn,wf( :c) = Z wa (y)w—xy7 wf(x) = p—n Z wa (y)wwy
yEGF(p)" yEGF(p)"

For(x) = Z wl @—zy

yEGF (p)"
Let fxg: 7 — Tyeqrpy [ —9)dly). Cleatly, (f+5)(z) = 7+ f)(x) and
((Fxg)xh) (@) = (Fx @+ 1) (@),
Lemma 2. F7,.(v) = Fp(x)F5(x)

Of course, we have

Proof.
Fr(r)= Y (f+9uw ¥ = Z f — 2)G(z))w v

yeGF(p)" EGF(p)™ zeGF(p

= > (> Jy-2wrngz) = Z Flu)yw=T2)5(2)
F(p)"

G
z€GF(p)" yeGF(p)" zEGF(p)™ ueqG



= 3 (Y Fwwmge)e ™ = Fia)Fyla)

z€GF(p)" ueGF(p)"

O
Lemma 3. Ff* F; = Pang
Proof.
(FpxFy)(x)= > File—y)F;y)
yEGF(p)"
= Y (Y Feu e S e
yeGF(p)" s€GF(p)" teGF(p)™
SID NP T SR
sEGF(p)" teGF(p)™ yeGF(p)"
The inner sum will vanish if s # ¢, hence,
(FpxFp)(x)=p" Y [()g(s)w™™" = p"F,()
SEGF (p)"
O

Lemma 4. h = f* g if and only if F; = FeFy

Proof. Necessity is Lemma 2.
From F; = FAFA we have FFA = FF F- By Lemma 1 and Lemma 3,

ph(=2) = p~" (Fr; # Fry) =p"(p f ©)* p"g(—2)) =
h(=2) = f(-2) g(-2) = (F*9)(-2) == h=Fx7 O

Lemma 5. h = f’g\ —= F = p—anA* F;

Proof. Necessity is Lemma 3.

If Iy, = p™"Ff = Fy, then Fr () = F, wFA*FA(x). By Lemma 1 and Lemma 2,
p"h(=r) = jFFA*FA( )= 0" Fry (@) Fr, (2) = p"p" f(=2)p"G(—2)
= h(-z) = f(-2)§(~z) = h(z) = f(2)g(x). .

3. STRICT AVALANCHE CRITERION AND SPECTRAL ANALYSIS

Let wt(a) be the Hamming weight of «, i.e., the number of nonzero components
of o, a € GF(p)".

Definition 1. f(z) : GF(p)" — GF(p) fulfills Strict Avalanche Criterion
(SAC) if and only if prob(f(z + ) = f(z) + a) = % for any a € GF(p) and
any a € GF(p)™ with wt(a) = 1.

In fact, f(z) fulfills SAC means f(x+a)— f(x) is a balanced function if wt(a) =
1. Note that f is a permutation on GF(p) if n = 1.

Lemma 6. f(z) fulfills SAC <= 3 ccoppm wl @+ =1@) =0, for any a with
wt(a) = 1.
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Proof. Let n; = #{z|f(z + a) — f(z) = j}, j = 0,1,...,p — 1. Because of the
identity w® +w' + ... + wP~! = 0, we have

ZzGGF(p)” wlEta)=f@) — powd 4 piw! + ... + np_1wP =0 <

(no — np—1)w’ + (n1 — np_)wt + ...+ (np_2 —np_1)WP 2 =0 <=

Nng —Np—1 =N1 —Np_1 = ... = Np_3 — Np_1 = 0 since the minimal polynomial of
wiszP '+ .. +z+1 < ng=m =.=ny_1
f(z + «) — f(x) is a balanced function.
O
Lemma 7.
ha)= Y w0 s Fy(2) = Fur (2)F s (—x)
yEGF (p)™
Proof. “="
Fu)= Y hyuw=r= Y (3 w/ GGy
yEGF(p)" yEGF(p)" z€GF(p)"
— Z ( Z wf(z+y)—afy)w—f(Z) — Z ( Z wf(S)—z(s—Z))w—f(Z)
z€GF(p)" yeGF(p)" z€GF(p)" seGF(p)"
= Y Fu@u Ot = By (@)Fy i (—a).
z€GF(p)"
44:77
FFh (CIJ) = Fwa ()F,—f(~=)
By Lemma 1 and Lemma 5, we have
p"h(—x) = p*”Fwa(x) *Fp _(ca) = p*"(p"wf(fﬂ * p"w*f("”)).
Hence,
h(—z) = wf (8 = f@ = Z wf (—@=v) =) — Z wl =)y =1 W),
yEGF(p)" yEGF (p)"
So,
h(z) = Z wl e =1 ()
yEGF(p)"
|

Now, we can prove the following spectral characterization of SAC.

Theorem 1. f(z) fulfills SAC <= Fr ,(2)F, ,(-x)(s) =0, when wt(s) = 1.
= Ysearp) Fur (2)Fps (—2)w™%% = 0, for all i € {1,2,....,n} and any

6 EGF(p)". = YpmoFus (@) Fy-r(—2) =020, 21 Fus (@) Fy-s (—2) =
=2 aiwi=p—1 Fur () Fy=s (=)

Proof. By Lemma 7, h(z) = 3_, cqp(p)n wl WD) =1 — [ (2) = Fur(2)Fys(—2)
= Fp,(s) =FF ()F,_;(~2)(8) = P"W(=8) = FF (), _;(~x)(5)
= h(s) =p "FF ;@)F, ;(—2)(—5)-
By Lemma 6, f(z) fulfills SAC <= h(s) =0 when wt(s) =1 <
Fr (@)F,_;(—a)(—s) = 0forany s with wt(s) =1 <= Fp_ (o)F,_,(-2)(s) =0
for any s with wt(s) =1 <= 3, cappn Fus () Fy-1(—z)w™*® = 0 for any s with
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wi(s) =1 <= Y corp Fur (£)Fpy—t (—2)w™0% = 0 for any i € {1,2,,....,n}
and for any § € GF(p)*, where x; is the ith component of vector x <=

meizo For(x)Fpys (—2)w =00 4 Zztzi:l For(2)Fops (—x)w ™0 4 ...

+ Zz:azi:p—l Fys (x)Fw—f (_x)w_é(p_l) =0 <= Zw:zizo Fys (x)Fw—f (—1‘)2

D=1 Pt (B) s (—2)=.. >wiwi=p—1 Fws () Fy-s (=) (the last step is
same as the proof of lemma 6 since
{=46(0),—-0(1),...,—6(p—1)} ={0,1,....,p — 1} when ¢ # 0). O

Let f: w'/, g =w™f in Lemma 3, we have

Theorem 2.

noa=0
wa*wa(a){ g a0

i.€.

> Fu@hosda-a={ 5" 020

z€GF(p)"
Similar to the situation on GF(2), we have the following simple results.

Theorem 3. f(x) fulfills SAC if and only if g(x) = f(ox + ¢) fulfills SAC, where
o is a permutation on GF(p)" , c€ GF(p)".

Theorem 4. f(x) fulfills SAC if and only if af(x) + b fulfills SAC, where a # 0,
be GF(p).

Theorem 5. If f(z) and g(y) are SAC over GF(p)™ and GF(p)"™* respectively,
then h(z) = f(x) + g(y) is SAC over GF(p)" "2 where z = (x,vy).

4. SPECTRAL SYMMETRIES OF SAC-FULFILLING FUNCTIONS
Definition 2. A function f: GF(p)" — GF(p) is said to be %—dependent in
its i-th input component z; if and only if prob(f(x + «;) = f(z) + a) = % for
any a € GF(p), b € GF(p)* such that o; = (0,...0,b,0,...0), where b is the i-th
component.

It is clear that f fulfills SAC if and only if it is %—dependent in each of its
input components. Similar to Lemma 6, we have f(x) is 1%— dependent in its i-th
input if and only if 3, ¢ p(,yn w/ T/ @) =0 for any b € GF(p)* such that

a; = (0,...,0,b,0,...,0), where b is the i-th component.
Now, we can give a spectral characterization.

Theorem 6. If
(2) Fyi (@) Fy-s (=) = Fyr(x + ) Fy—s (-2 — )

for any ¢ € Iy 5., = {(c1,..;en)|lei £ 0 = i € {i1,...,im}}, then f(x) is %-
dependent in the input components i, , Ty, ..., T;

Proof. Let &' € GF(p)™, o' = («},...,2,),
Sy ={x € GF(p)"|z;, = ,...,x;,, = ..}, then

GFp)" = |J  Sus S () =0 < o} # 5.

z'€GF(p)™

m
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Because of (2), we can write

Y Fur@Fy-s(—x) = > Fur()Fy-s(—2)

€S, £ESw/+C/
for any 2’ € GF(p)™ and any ¢ € GF(p)™. Let ' = (0,2"), 2" € GF(p)™~ !,
=), el ;. ,1<j<p-—1, we have

Z Fys (gj)Fw—f (756) = Z Fys (x)Fw—f (755)

:EES(OJ//) a:ES(jym//_'_C//)

for any 2" € GF(p)™~ 1, ¢’ € GF(p)™ 1. Hence,

3 S Fu@Fys(-a)= Y > Fu(@)Fys(-2)

" €GF(p)™ 1 €S (0,2) " €GF(p)™ ™t TES(j o1 oty
which means
> Fuy(@)Fy-s(-2)= > Fus(2)F,-s(-2),j € {1,2,..p— 1}.
Tz, =0 T =]
By the proof of Theorem 1, we know f(z) is %-dependent in the i;th input compo-
nent. By symmetric reason, we get the same result for x;,,...,x;, . [

5. SAC ofF HiGH ORDER

Definition 3. f: GF(p)" — GF(p) is said to fulfill SAC of order m (SAC(m))
if any function obtained from f(x) by keeping m of its input components constant
fulfills the SAC as well (this must be true for any choice of the position, and any
values of the m constant components).

When p > 3, we have SAC(n — 1) functions, which is impossible for p = 2. For
example, f(z1,...,7,) = a173 + ... + a, 22, where a; € GF(p)*.

Theorem 7. f(z) fulfills SAC(m) implies f(x) fulfills SAC(m—1),1 <m <n-—1.

Proof. Let ffll_'_'_'ii’“ be the function resulted from f by fixing x;, to constant c;,

¢j € GF(p), j =1,2,..k. Let « € GF(p)" ™! and wt(a) = 1, consider
P () M ()

i1t 1 i1t 1

V= ZweGF(p)nfmﬂ w , without lost of generality, let
a = (a,0,..,0) = (,0), a € GF(p)*, o’ € GF(p)"™™, z = (2!, ), ' € GF(p)"~™,
wt(a') = 1. Then,
-1 cy...c Cl - Copy— ,
V = pz Z wfi11-~-i7::1:11117m+1 (x/+a/)_fi1~-~’i77ni11ﬂ'ifm+1(x )
=0 2’ €GF(p)"~™
By Lemma 6, each of the p inner sums is zero since f fulfills SAC(m). Hence,
V =0, and f fulfills SAC(m — 1) since each f;'"; ™' fulfills SAC' by Lemma

(2

6. ]

In the following, we will give a spectral characterization for SAC(1).
Let l;: GF(p) — C, 0 < j < p—1 be defined by

lj(z)—{ (1) i;;

Then we have
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wf®) = Z?;é lj(:vi)wfz‘j(Il""’x'i*1’$i+1""’””") for any i, where ff is obtained from
f(x) by keeping the i-th component of x constant and equal to j. Hence,

p—1 )
wa (u) — Z Z lj (xi)wfi](11)~-7wi71;$i+1,~~~7$n)w_uw

J=0zeGF(p)"

p—1 )
= E g Wl w= I

Jj=0x:x;=j

- / /
for any 4, where 4 = (U1, ooy Up )y W = (UL, coey Uim 15 Ui 1y oeny Un ), T

So,
p—1 ] p—1
. I ! —ju; ’
Fyr(u) = g w™I E whi v = E wE g (u)
=0 =0

T:x; =7
=F ;o) +w ™ F )+ .. +w PTUEE ()
w'r w’r w’i
u; € GF(p), u; =0,1,...,p — 1. In matrix form, we get

Foys (W)|u;=0 E o)
Fyr (U)]u;=1 E (W)
. Y 7
wa (u) u;=p—1 waf*I (ul)
where
1 1 1
-1 —(p—1)
M= MT — 1 w . w
1 w1  —e-D-1
Let
1 1 1
(p—1)
N - NT — 1 w . w

1wl DD

We have M N = Diag{p,p,...,p}, M~ =p~IN. So,

waio (U/) Fys (u)|ui=0
wail (u') Fs(w)]u;=1
Q0 = '
Fw,fl?”l (ul) Fys (u)|u¢:P—1
On the other hand, w=f(®) = ?;é l; (xi)w’fij(”“>"""’3i*1’zi+1""“") for any 1.
p—1 )
waf (_u) — Z Z w—fij wv' wjui
7=0 x: ;=3

p—1 p—1
s Y S .
— § wl Wi § : wfitue ZE :w]uzF 4 (—u/)
w K
J=0 Jj=0

T:Ti=]

= (xla vy Ti—1y Lit1, -+

o Tp)-
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=F p(-u)+w"F (=) +.. + wlTDUNE (),

w™

In matrix form, we have

Fyes (=) w0 (=)
Fw—f(fu)|ui:1 w*fl1 _u/)
. - N ’
Fw*f(_u)lui:;l?—l Fw—fip_l (_u/)
or
waf? (_ul) Fy-s (_u) u; =0
F_p(=u) Fys (—u)]u;=1
(4) =N"!
waff_l (_ul) Fw*f(_u) ui=p—1

From (3) and (4), we get ' 5 (u/)F _ 5 (—u') =
p_l(ij;(l) }UTijlf (u) ui:‘r)p_l(zg;é w_Sij*f (_u)

:p72 Zﬁ:o Zgzo w(ris)]wa (u) ui:TFw*f (_u)

where v/ = (uq, ..., u—1,Uit1, ..., Uy ). From Theorem 1, we get

ui:s)

U; =81

Theorem 8. f(z): GF(p)" — GF(p) fulfills SAC(1) if and only if

p—1p—1

2. 2> Wy ()

u':uy=01r=0 s=0

t£i

ui:TFw*f (_u>

U; =S8

p—1p—1

Z Z Z w(r_s)ijf (Wi =r Frp=1 (=) lu;=s =

u,:utzl r=0 s=0

t£i

p—1p—1

Do YD W E s (W)= Fu s (=)= =
u'iup=p—1r=0 s=0

toti
for any i, any t € I — {i} and any j € GF(p).

By (3) and (4), we get the following

Theorem 9. For any f(x): GF(p)" — GF(p), we have

p—1 p—1

F y()E g (—u)=p7' Y (Fur(w)Fy-s (—u))
=0

w u;=J
Jj=0

for any i € {1,2,....,n}.



6. CONSTRUCTION AND CHARACTERIZATION OF SAC(n — 1) OVER GF(p)

In 1989 and 1990, three groups ([6], [10], [15]) independently proved the following
interesting result about permutation polynomials.

Theorem 10. Suppose f(x) is a polynomial on GF(p). If f(x + a) — f(x) is a
permutation for any o # 0, then f must be quadratic.

From this theorem, we immediately have

Theorem 11. f(z1,...,x,) : GF(p)" — GF(p), if f is SAC(n — 1), then the
degree of each x; must be 2. Actually, we have the following:
f(ﬂfh-~-,$n):fi1($1,-~-,1‘z'—17$i+17~--7In)3712+fi2(961,~-~7$i—1,$i+1,-~-,$n)$i+
fis(@1, oy @im1, Tig1, ..., Tn ), where fi1 is never zero, fiz is SAC(n —2) fori =
1,2,...,n.

Proof. By Definition 3, f(c1,...¢ci—1, i, Ciy1, ..., ¢n) is SAC for any

Cly ey Ci—1,Cit1, .-, Cn and hence must be quadratic because of Theorem 10. So,
the coefficient f;; is never zero. Also, f;3 must be SAC(n — 2) since

fig :f(xl,...,xi_l,O,xiH,...,xn). ([l

We introduce a “big oh” notation for f(x):

If the degree of each z; is at most one, i.e. f(z1,..z,) = ZSC[ dg HieS x;, where
I=1{1,2,...,n}, then we write f as “big oh” of x1, ..., x,, i.e. f=O0(x1,...z,). Ob-
viously, O(21, ..., Zpn) + O(x1, ooy Ty )=0(X1, ooy T )y, O(X1, ooy ) + O(Thg 1,y oy Tp) =
O(z1, ..., xt).

Theorem 12. If f(x1,x2) is SAC(1), then f(x1,x2) must be
1)ayz? + asx3 + O(z1, x2), a1,as € GF(p)*, or
2)a(x3+bx1+c)(x3+dre+e)+O0(x1, 22), where a # 0, x3+bx1+c and x3+dwa+e
are never zero, i.e. 3 +bry +c= (x+b1)? —ry, 22 +drg +e = (w3 + do)? — 19,
with Legendre symbol (%) =-1,i=1,2.

Proof. f(x1,x2) = 27 f1(z2) + 21 fa(22) + f3(2), f1(22) = arx3+bizatc1, folza) =
a3 +bay + o, f3(x) = azx3 +bzwa +c3. Since f(0,22) = fz(x2) is SAC, fa(x2
must be quadratic, i.e. ag # 0. fi(x2) is never zero by Theorem 11.

Case 1 fi(x2) =c1 #0 (a1 =0):

f(x1,m2) = 12} + x1(ana3) + azx3 + O(x1,22). If ay # 0, f(—ay az,xs) is
not quadratic for x2, hence, not SAC, a contradiction. So, as = 0, f(x1,z2) =
c122 + a3z + O(z1, 22) which belongs to 1).

Case 2 (a1 #0) fi(z2) = @123 + bizs + cr=as[(w2 +V)* — 1], (5)=-L

f(z1,22) = 23 (a123 + braa + 1) + 21 (a223) + azxd + O(w1, 22)

= a123[(x2 + V)% — r1] + agz1[(w2 + V)% — r1] + az[(z2 + V)% — 1] + O(z1, 2)

=(a12? + agx1 + a3)[(z2 + V)% — r1] + O(x1, 12).

Because f(z1,%2) = (a123 +aox1+a3)x5+ (0123 +bow1 +b3)xo+ (c123 +cowy +c3),
a12? + a1 + az is the coefficient of x3, hence, never zero. So, f(r1,22) belongs to
2). O

In fact, we have determined all the SAC(n — 1) functions for n = 1,2. We will
give some constructions for n > 3.

CONSTRUCTION 1 (n>3,p>3)

I= {1,2, ...,7’1,}7 Il = {il,’ig, ~~air7~,}7 1= 1,27 ...,t. Il N Ij = (,ZS if 4 # j,
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LULU...UL; =1. Let f(z1,...,25) = aHE::{(l? —«;), where «; are nonsquares,
i.e. (%) =—-1,a € GF(p)*, l; = ai1T;, + aigTiy + ...+ Qi T, + bi, ai; € GF(p)*,
j=1,2,..r;,i=1,2,...t then f is obviously SAC(n — 1).

In general, we have

Theorem 13. Let I={1, 2,...,7’&}:[1U12, ILinly =¢, I, = J1U..UJ,, JiNJ; = ¢ if
i#j. Let Jp, ={k1,.... ke, }, k=1,2,...; 8, using CONSTRUCTION 1 to construct
fr on Tys ooy Ty, Lhem

flan, nan) = ey, @ixd + 3752, fij + 021, . z) is SAC(n —1).

CONSTRUCTION 2 (n>3,p>3)

Step 1: Choose any by, ba, ..., by, co, dp from GF(p).

Step 2: Choose any nonsquare rq,7s.

Step 3: If b; = 0, choose any b; from GF(p)*, if b; # 0, let b; = 0.
Step 4: Choose a; such that

—b%(kj—?“g) ifbi;«éO
“”é{ —b2(k* —ry) ifb; =0.

for k=0,1,..., 255, i=1,2,..,n

Step 5: Let f(21,...,2n)

=a12? + ...+ ap2 + [(b171 + oo + bpxy +c0)? — 1] [(B121 + - bnz + do)? — 7o)
f is obviously SAC(n — 1).

Generally, we have

Theorem 14. Let I ={1,2,...,n} =L ULU...UIL,, NI; = ¢ ifi # j, |I;| =t;,
Yoty = n, I = {1, g2, ey}, § o= 1,2,..5. Using CONSTRUCTION 2 to
construct f; on x;,,%;,, oo Ty s then

f(x1, ey n) = 22:1 [ +O0(z1,...,2,) is SAC(n — 1).

Let A1 be the set of all the functions of Theorem 13. Let Ay be the set of all
the functions of Theorem 14. We have

Theorem 15. A; € A, € Ay

Proof. It’s not hard to prove that if there exist ¢ with a; # 0, then the functions of
Ag don’t belong to A;. On the other hand, f(z1,...,z,) = (23—71)...(x2 —1,,) € Ay,
where the r; are nonsquares for ¢ = 1,2, ..., n. For any function from As, its algebraic
degree is at most max(4,n). Hence, f doesn’t belong to As since its algebraic degree
is 2n. ([

Theorem 16. The mazimal algebraic degree of SAC(n — 1) functions is 2n.
Proof.
p—1 p—1 p—1
flay,xe,.yxy) = Z Z Z Aoy k. e, T1 %2y R
k1=0k2=0 k,=0

we know k; < 2 for each j by theorem 11, hence deg(f) < 2n. On the other hand,
(22 —r1)...(x2 —r,) has degree 2n, where (3)=-1L O
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7. SOME OPEN QUESTIONS

We have the following open questions:
Q1: Do CONSTRUCTION 1 and 2 give all the SAC(n — 1) functions?
Q2: Does f = al]l[(a;ix; + b;)* — ri] + O(z1,...,3,) give all the SAC(n — 1)

functions with degree 2n?

Q3: Are there any SAC(k) (0 < k < n — 2) functions such that the degrees for

some x; are more than 27

This paper was finished on Mar,2004.
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