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Abstract

A (t,n) threshold proxy signature scheme enables an original signer to
delegate the signature authority to a proxy group of n member such that
t or more than ¢ proxy signers can cooperatively sign messages on behalf
of the original signer. In the paper, we review the security of some nonre-
pudiable threshold proxy signature schemes with known signers. We show
that Sun’s threshold proxy scheme, Yang et al.’s threshold proxy signature
scheme and Tzeng et al.’s threshold proxy signature scheme are insecure
against an original signer’s forgery. We also show that Hsu et al.’s threshold
proxy signature scheme suffers from the conspiracy of the original signer and
the secret share dealer SA, and that Hwang et al.’s threshold proxy signa-
ture scheme is universally forgeable. In a word, none of the above-mentioned
threshold proxy signature schemes can provide non-repudiation.

Key Words: Cryptography; Digital signature; Proxy signature; Threshold
proxy signature

1 Introduction

In a proxy signature scheme, an original signer delegates a user which is called
a proxy signer to sign message on its behalf. Since Mambo et al. introduced
the concept of the proxy signature [12], many proxy signature schemes have
been proposed [1,5,7,8,10,11,13]. According to the type of delegation, the proxy
signatures are classified into three types: full delegation, partial delegation and
delegation by warrant [12]. In full delegation, the original signer sends its private
key as the proxy signature key to the proxy signer via a secure channel. The

original signer’s standard signature is indistinguishable from the proxy signature.
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In partial delegation, the proxy signer has a proxy signature key which is from
the proxy signer’s private key and a delegation key sent by the original. The
delegation key is generated by the original through a trap-door permutation of
the original signer’s private key. The proxy signature is different from both the
original’s and the proxy’s standard signature. In delegation by certificate, the
original signer uses its standard signature algorithm to sign a warrant which
records the type of the information delegated, the original signer’s and the proxy
signers’ identities and the period of delegation, etc. The signature of the warrant
is called certificate, which prevents the transfer of proxy power to a third party.
Combined with delegation by certificate, the partial delegation can be changed
into a partial delegation by warrant. The partial delegation by warrant can
provide enough security and proper efficiency. Hereafter, for simplicity, we refer
to the partial delegation by warrant as the proxy signature.

Mambo et al.’s proxy signature schemes [12] satisfy the following property:
no one except the original signer and the proxy signer can create a valid proxy
signature on behalf of the original signer. In 2001, J. Lee, H. Kim and K. Kim
[10] improved the security property of the proxy signature: only the proxy signer
can create a valid proxy signature and anyone else, even the original signer, can
not generate a valid proxy signature. Thus, for a valid proxy signature, the actual
proxy signer cannot deny that he/she has signed the message and the original
signer cannot deny that he/she has delegated the signing authority to the actual
proxy signer. That is, the proxy signature scheme holds the security property:
non-repudiation.

Based on the secret sharing schemes [14,15,17] and threshold cryptosystemes
[2], K. Zhang and Kim et al. independently proposed the threshold proxy sig-
nature schemes[21, 9], respectively. In a (¢,n) threshold proxy signature scheme,
a proxy signature key is shared among the subset of the n proxy signers such
that at least ¢ proxy signers can cooperatively sign messages on behalf of the
original signer. To avoid dispute about who are the actual signers, Sun first
proposed a nonrepudiable threshold proxy signature scheme with known signers
(Sun’s scheme [18]). Sun’s scheme eliminates Kim et al.’s scheme’s disadvantage
that the verifier is unable to determine whether the proxy group key is generated
by the legal proxy group. However, Hsu et al. [4] showed that Sun’s scheme
is vulnerable against the conspiracy attack: any ¢ or more than ¢ proxy signers
can obtain the secret keys of other proxy signers. Hsu et al. still proposed a
new nonrepudiable threshold proxy signature scheme with known signers (Hsu-
Wu-Wu scheme [4]). In 2003, C.-Y. Yang et al. [19] made an improvement on
Hsu-Wu-Wu scheme. Yang et al.’s scheme (Yang-Tzeng-Hwang scheme [20]) is



more efficient in terms of computational complexity and communication cost. In
2000, Hwang et al. proposed a nonrepudiable threshold proxy signature scheme
with known signers (Hwang-Lin-Lu scheme [6]). Recently, S.-F Tzeng et al. [19]
found that in Hwang-Lin-Lu scheme, a malicious original signer can forge the
threshold proxy signatures without the agreement of the proxy signers. S.-F
Tzeng et al. also constructed a nonrepudiable threshold proxy signature scheme
with known signers (Tzeng-Hwang-Yang scheme [19]) and claimed the proposed
scheme improved the security of Hwang-Lin-Lu scheme.

In this paper, we analyze the security of the above-mentioned nonrepudia-
ble threshold proxy signature schemes with known signers. We show that Sun’s
scheme, Yang-Tzeng-Hwang scheme and Tzeng-Hwang-Yang scheme are all in-
secure against the original signer’s forgery. Hsu-Wu-Wu scheme suffers from the
conspiracy attack of the original signer and the secret share dealer SA. We still
show that Hwang-Lin-Lu scheme is universally forgeable.

The rest of this paper is organized as follows. In Section 2, we will give some
notations and recall Pedersen’s threshold distributed key generation protocol [16].
In Section 3, we review the security of some threshold proxy signature schemes.

Section 4 is dedicated to our conclusion.

2 Preliminaries
2.1 Notations

In the section, we give the notations which are used thorough this paper.

-p, q: two large prime numbers, ¢ | p — 1.

-g: an element of Z7, its order is g.

-O: the original signer.

-P1, P, -, P,: the n proxy signers.

-xg: the secret key of the original signer O .

-yo: the public key of the original signer O , yp = ¢ (mod p).

-x;: the secret key of the proxy signer P; , i =1,2,--- n.

-y;: the public key of the proxy signer P; , i =1,2,---,n, y; = g** (mod p).

-h(-): a public cryptographically strong hash function.

-||: the concatenation of strings.

-ASID: the actual signers’ identities, sometimes we refer to it as the actual
proxy signers.

-my,: a warrant which records the type of the information delegated, the
original signer’s and the proxy signers’ identities and the period of delegation,

etc.



2.2 Pedersen’s Threshold Distributed Key Generation Protocol

Pedersen’s threshold distributed key generation protocol (PTDK protocol [16])
comprises n Feldman’s (¢, n) verifiable secret sharing schemes (Feldman VSS [3]).
Assume {Py, P5,---, P,} are n players. PTDK protocol contains the following

three stages.
(1) Each player P; randomly chooses a polynomial f;(z) over Z, of degree ¢t —1.
fi(z) = aip + anz + ainz? + -+ am_lzt*l. (1)

P; broadcasts g%, g%, ... g%:t=1. Then P; computes and sends f;(j) (mod

q) to Pj (j =1,2,---,n, j #1) in a secure manner.

(2) Each P; verifies the validity of the share f;(j) (mod ¢) by checking for

1=1,2,---,n:
gfi(j) = g% (gam)j (g% )j2 . (gai,tfl)jt71 (mod p).

If all f;(j) are verified to be legal, P; computes v; = i fi(7) (mod gq) as
i=1
his share.

(3) Let f(2) = ao+ a1z + azz? + -+ + az_12"(mod q) = i fi(z) (mod q).
i=1

In fact, ap = Y a;x (mod ¢) for 0 < k <t —1, and v; = f(i) (mod gq).
i=1

n

So, v =Y v; (mod gq). If any ¢ secret shares, say vy, v, -, v, are given,
i=1

the shared secret key v can be reconstructed by the Lagrange interpolating

polynomial:

(mod g). (2)

The validity of the reconstructed secret key v can be verified by checking if
the following equation holds:

i=n

9" =[] 9™ (mod p). (3)
=1

3 On the Security of Some Threshold Proxy Signature

Schemes

3.1 On the security of Sun’s scheme

3.1.1 Sun’s Scheme

We describe Sun’s threshold proxy signature scheme (Sun’s scheme [18]) as fol-

lows.



[ Secret Share Generation Phase]

In the phase, the proxy group {Pi, Ps,---,P,} needs to generate a group
private/public key pair (v,ya)€ Z; X Z,. The proxy group run PTDK protocol
as in Section 2. Here, each player P; uses fi(z) = x; + aj1z + apz® + - +

n

ai7t_1zt*1. Therefore, the secret key shared by the proxy group is v = > x; and
i=1

n
the corresponding public key is yo = [] v; (mod p). Each proxy signer P; obtains
i=1

n

a secret key share v; = f(i) = Y f;(i) (mod ¢). Let A; = ¢% (mod p),j =
j=1

1,2, t— 1.

[Proxy Share Generation Phase]

In the phase, the original signer O generates the proxy share as follows.

First, O randomly chooses k € Z,, and computes K = g¥(mod p) and the
proxy key o = xoh(my||K) + k (mod ¢q). Next, O, as a dealer, distributes the
proxy key o among the proxy group by executing Feldman’s VSS scheme [3]. In

particular, O randomly chooses a polynomial of degree ¢t — 1:
fl(z) =0 +biz+byz® + -+ b_1271 (mod q).

O computes and secretly sends o; = f/(i) (mod q) to the proxy signer P; for
i=1,2,---,n. O publishes (m,, K) and B; =g% (j=1,2,---,t—1).
P; accepts (04, my,, K) if the equation g% = yg(mw”K)K H§;11 B;j mod p holds.

Then P; computes o} = o; + v; - h(my||K) mod ¢ as his proxy share.
[Proxy Signature Generation Phase]

Without loss of generality, we assume that { P;, Py, - - -, P;} as the actual proxy
group sign a message m.

First, the ¢ proxy signers executes PTDK protocol [16] for sharing a ran-
t
dom number ¢y = Y ¢;0 by using f/'(2) = (cio + xi) + i1z + ci22® + - +

cit—12""H(mod q). Zrﬁms, each P; for ¢« = 1,2,---,¢ obtains the public value
y = ¢g°°(mod p),C; = g% (mod p) and the secret random number share v =
@) = Et: T; + co + c1i + ci? + -+ + ;1" (mod ¢), where ¢; = zt: ¢;j for
l<j<i—1. =

Next, P; computes his proxy signature share s; = viy+o,h(ASID||m)(mod q)

and sends s; to the proxy signers P; (j = 1,2,---,t,j # i) in a secure manner.



P; can verify the validity of s; by checking if the following equation holds:

_ Y _
v = () (fin)] |(s o)
J=1 J=1 j=1

1 h(maw || K) h(ASID||m) (4)
: <ZJG ‘H1 A?) ] mod p.
‘7:

Each proxy signer in the actual proxy group can generate s = f”(0)y +
[f(0) + f/(0)]h(ASID|/m) by the Lagrange interpolation formula to s;. The
proxy signature on m is (m,my,, K, ASID,y, s).

[Proxy Signature Verification Phase]

Any verifier can identify the original signer and the actual proxy signers from
my and ASID, and validate the proxy signature by checking if

n h(ASID||m) t Y
S h Mw K
g° = |Kypm! )Hyi] (?JH?/2> mod p. (5)
=1

i=1

3.1.2 Cryptanalysis of Sun’s Threshold Proxy Signature Scheme

In the subsection, we show that Sun’s scheme is vulnerable against the original
signer’s forgery. In Sun’s scheme, a malicious original signer can generate a proxy
signature on any message and claim that any ¢ or more than ¢ proxy signers
are the actual proxy signers of the proxy signature. Given any message m, the
original signer O randomly chooses a proxy group (thus, O chooses ASID). Here,
we assume that O impersonates the proxy signers {Py, Pa, -+, P;}. O computes
K = (ﬁlyi)_lga mod p, y = (A]z[lyi)_lgﬁ, where o € Z;, 8 €r Z;. Then O
= =

computes

s = (a+ zoh(my||K))h(ASID||m) + By (mod q). (6)
Thus, (m,my,, K, ASID,y, s) is a valid proxy signature on message m. This
is because:
¢ = g(a+xoh(mwHK))h(ASIDHm)Jrﬁy (mod p)

_ (gagwoh(mwHK))h(ASIDHm)(gﬁ)y (mod p)

n t
= [Kyg(meK) 11 g MASTDIm) (o) [ v (mod p).
i=1 i=1



3.2 On the security of Hsu-Wu-Wu scheme
3.2.1 Hsu-Wu-Wu Scheme

We describe Hsu et al.’s threshold proxy signature scheme (Hsu-Wu-Wu scheme
[4]) as follows.

[Secret Share Generation Phase|

In order to reduce the computation and communication cost, Hsu et al. intro-
duce SA. SA is responsible for performing the secret share generation. SA first
chooses a group private/public key pair (v, yc)€ Z; X Z), where yg = g¥ (mod p).
Then, SA randomly generates a (t — 1)-degree polynomial in Fy[z]:

f(z)=v+arz+az®> +-- +a—12"7" (mod q). (7)

SA computes and sends v; = f(i) (mod ¢) as P;’s secret share in a secure

manner, and then publishes the corresponding value ¢g¥* (mod p).
[Proxy Share Generation Phase]

The original signer O generates the proxy share in the same way as O does
in Sun’s scheme. O computes and sends o; = f/(i) (mod ¢) in a secure manner
to the proxy signer P; for i« = 1,2,---,n. Finally P; computes o, = o; + v; -

h(my||K) (mod g) as his proxy share.
[Proxy Signature Generation Phase]

Without loss of generality, we still assume that the actual proxy group is
{P1, P2,---,P}. Given any message m, the actual proxy group {Py, Pa, -+, P;}
cooperatively sign m as follows.

First, each proxy signer P; randomly chooses k; € Z7 and broadcasts r; =

g" (mod p). Then P; computes
t
R = H rj (mod p),s; = k;R + (L;o} + z;)h(R||ASID||m) (mod q)
j=1

where L; is a Lagrange coefficient. P; sends his individual proxy signature s; to

the designated clerk. If the following equation holds for 1 < i < ¢,

h(R||ASID||m)

L.
t—1 ¢
g% = TZR ((yogvi)h(mle) (H B;J) K) Ui (mod p),

Jj=1



¢
the designated clerk computes s = > s; (mod ¢). The proxy signature on m
i=1

is (m, my, K, ASID, R, s).
[Proxy Signature Verification Phase]

Any verifier can identify the original and the actual proxy signers from 1y,

and ASTD, and validate the proxy signature by checking if

.\ h(R||ASID|m)
g° =R <K(y0yG)h(mw”K) 11 yi) (mod p). (8)
=1

3.2.2 Cryptanalysis of Hsu-Wu-Wu Scheme

We show that Hsu-Wu-Wu is vulnerable against the conspiracy of the original
signer and SA. A malicious original signer and SA can cooperatively generate
a proxy signature on any message and claims that any ¢t or more than ¢ proxy
signers are the actual proxy signers of the proxy signature. Given any message
m, the original signer O randomly chooses ASID with ¢ or more than t proxy

signers. Here, we still assume that O frames the proxy signers {P;, Ps,- -, P;}.
t
The original signer computes R = g%, K = (][ v;)"'¢® (mod p), where o €r
i=1
Zy,B €r Z;. Then O computes
s = [a+ (w0 + zg)h(mw||K)|R(R[[ASID||m) + SR (mod g). (9)
Thus, (m, my, K, ASID, R, s) is a valid proxy signature on message m. This
is because:

s _ g[a+(x0+:cc)h(mwHK)]h(RHASIDHm)-‘rﬁR (mod p)

_ (96>R[ga(yOyG)h(meK)]h(R\\ASIDHm) (mod p)

. h(R||ASID||m)
— RR (K(yoyG)h(mw“K) 11 yz) (mod p).
=1

3.3 On the security of Yang-Tzeng-Hwang scheme
3.3.1 Yang-Tzeng-Hwang Scheme

Yang-Tzeng-Hwang scheme [20] is composed of three phases.
[Proxy Share Generation Phase]

O executes the following steps to delegate the signing capability. First, O
randomly chooses k € Z,, and computes K = g* (mod p) and the proxy signature
key o = xzoh(my||K) + k (mod ¢). O broadcasts (o, my, K) to {P1, Ps, -, P, }.



(mw||K) (

P; uses o as his/her proxy share if the equation ¢ = K yg mod p)

holds.
[Proxy Signature Generation Phase]

Without loss of generality, let {P;, Ps,---, P} be the actual proxy signers.
First, each P; randomly chooses k; € Z(’; and broadcasts r; = gki (mod p).

Then P; computes
t
R= ] (mod p),s; = kR + (t" o + 2:)h(R||ASID||m) (mod g).
j=1

P; sends the individual proxy signature s; to the designated clerk. For each

i, the clerk validates the individual proxy signature s;:

g = ol (™))" (R ASID|m) (mod p). (10)

%

If all the individual proxy signatures s; on message m is valid, the designated
¢

clerk computes s = > s; (mod ¢). The proxy signature on m is (m,my, K,
i=1

ASID, R,s).
[Proxy Signature Verification Phase]

Any verifier can identify the original and the actual proxy signers from m,,
and ASID, and check whether the number of the actual proxy signers is not
less than the threshold value ¢. Finally, the verifier validates the proxy signature
through the following equation.

h(R||ASID|m)
) (mod p). (11)

t
g* = RF (Kyg<mw'K> [1v:
i=1

3.3.2 Cryptanalysis of Yang-Tzeng-Hwang Scheme

In the subsection, we show that Yang-Tzeng-Hwang scheme is insecure against
the original signer’s forgery. Given any message m, a malicious original signer
O randomly chooses a proxy group (thus, O chooses ASID) of not less than ¢
proxy signers. Here, we assume that O frames the proxy signers { Py, Ps,-- -, P;}.

The original signer first randomly chooses o € Z;, 3 € Z; and computes K =

t
(TT wi)~' - ¢* (mod p), R = ¢® (mod p). Then O computes
i=1

s = (a+ zoh(my||K))h(R||ASID||m) + SR (mod q). (12)



Thus, (m, my, K, ASID, R, s) is a valid proxy signature on message m. This

is because:

s (a+zoh(my||K))h(R||ASID||/m)+BR

g =g mod p

ﬁR( o :th(meK))h(RHASIDHm)

g9%g mod p

= g
t
_ RR(Kyg(meK) H yi)h(RHASIDHm) mod .

=1

3.4 On the security of Hwang-Lin-Lu scheme
3.4.1 Hwang-Lin-Lu Scheme

Hwang-Lin-Lu scheme [6] is nearly the same as Sun’s threshold proxy signature
scheme [18].

[Secret Share Generation Phase|

In the phase, the proxy group generates a group private/public key pair
(v,yq)€ Zy X Zy as the group does in Sun’s scheme. Here, each P; uses fi(z) =
i+ aip+ai1z+apz?+- -+ ai7t_1zt_1. The secret key shared by the proxy group
isv= il x; and the corresponding public key is yg = ﬁl y; (mod p). Each proxy

i= i

n
signer P; obtains a secret key share v; = f(i) = Y f;j(¢) (mod ¢). The group
j=1
publishes A; = g% (mod p),j =0,1,2,---,¢t — 1.

[Proxy Share Generation Phase]

In the phase, the original signer O generates the proxy share as O does in
Sun’s scheme. O first generates the proxy key o = h(my||K)zo+k(mod g). Then
O distributes the proxy key o among the proxy group by executing Feldman’s

VSS scheme as follows. O randomly chooses a polynomial of degree ¢t — 1:
fl(z) =0+ biz+by2> + -4+ b1z (mod q).

O computes and secretly sends o; = f/(7) (mod ¢) to P, fori =1,2,---,n. O
publishes (my, K) and B; = g% (mod p) for j =1,2,---,t —1.
P; accepts (0;, my,, K) if the equation holds.

t—1 )
g7 = yg(meK)K H B;'.] (mod p).
7j=1

Then P; computes o} = o; + v; - h(my||K) (mod ¢) as his proxy share.

[Proxy Signature Generation Phase]

10



We assume that { Py, Ps, - - -, P,} are the actual proxy group. P, first generates
the secret random share v as P, does in Sun’s scheme. Then P; computes the
individual proxy signature s; = vjy + o,h(ASID||m) (mod ¢) and sends s; to the
proxy signers P; (j = 1,2,---,t,j # i) in a secure manner. FP; can verify the

validity of s; by checking if the following equation holds:

t=1 i t Y h(mw||K) b5 i
g = |y| Il Cj I v Ky, I1 B;
j=1 j=1 j=1

1 h(maw|| K)] MASID||m) (13)
: <3/GAO [1 Aé-]) ] mod p.
j=1

By the Lagrange interpolation formula to s;, each signer in the actual proxy

group can generate
s = "(0)y + [£(0) + F(0)]H(ASID]|m).
The proxy signature on m is (m, my, K, ASID,y, Ao, s).
[Proxy Signature Verification Phase]

Any verifier can identify the original signer and the actual proxy signers from

my, and ASID, and check the validity of the proxy signature from the equation:

h(ASID||m

) t Y
<y H yl) mod p. (14)
i=1

If the equation holds, the proxy signature (m, my,, K, ASID,y, Ao, s) is valid.

s h(maqy || K L
g° = | K Agyg ™! )Hyi]
=1

3.4.2 Cryptanalysis of Hwang-Lin-Lu Scheme

In the subsection, we show that Hwang-Lin-Lu scheme is insecure against uni-
versally forgery. Any adversary can impersonate any original signer and any ¢ or
more than t proxy signers to forge a proxy signature on any message. Given any
message, any original signer, and any proxy group {Pi, Ps,---, P,}, the adver-
sary chooses { Py, P5,---, P;} as the actual proxy signers. The adversary chooses
four random numbers o € Z;, § € Z;, v € Z; and y € Z,. Then the adversary

computes
1 « h(m,, _
K = ([T )" (mod p), Ag = (5o ™) ¢” (mod p)  (15)

s = (a+ B)h(ASID|Im) + vy (mod q). (16)

11



Thus, (m,my, K, ASID,y, Ay, s) is a valid proxy signature on message m.

This is because it satisfies the following verification equation:

¢ = g(a+ﬂ)h(A51DHm)+vy (

o g\ AASID|m)
= (9°9") g (mod p)

n h(ASID||m) t Y
— [KAoyg(mle) 11 yzl (y II y,) (mod p).
=1

=1

mod p)

3.5 On the security of Tzeng-Hwang-Yang scheme
3.5.1 Tzeng-Hwang-Yang Scheme

Tzeng et al. [19] made some modifications on the Hwang-Lin-Lu scheme [6].
[Secret Share Generation Phase|

In the phase, Tzeng et al. replace f;(z) with fi(z) = x;y; + aiplo + a1z +

t—1

a9z + - + aj—1% Therefore, each proxy signer P; obtains a secret key

n
share v; = f(i) = 3 zjy; + apAo + ari + -+ + a4—1i*" 1 (mod g), where a; =
j=1

n n
> aj (mod ¢). The proxy group publishes yg = [] ¥ (mod p) and A; =
j=1 i=1
g% (mod p),(j =0,1,2,---,t — 1). The other steps of the phase is the same as
that of Hwang-Lin-Lu scheme.
Note: It seems complicated for each proxy signer to choose the proper f;(z)

n
such that ap = Y ajo (mod ¢) and Ay = g* (mod p). It also seems complicated
j=1

for each proxy signer to choose the proper f/(z) during the following proxy

signature generation phase.
[Proxy Share Generation Phase]
The proxy share phase is the same as that of Hwang-Lin-Lu scheme.
[Proxy Signature Generation Phase]

Without loss of generality, let {Py, P, -+, P;} be the actual proxy group.
First, P; randomly chooses f!'(z) = z;y; + ¢ioCo + cinz+ -+ + ci7t_1zt_1 (mod q)
instead of f/'(2) = x; + cio + cinz + -+ + ¢;i4—12"1 (mod g). Thus, P;’s random
number share is

t
vi = f"(i) =Y wiyi + coCo + cri+ -+ + ¢1i " (mod g),
j=1

12



t
where ¢; = Y ¢j; (mod ¢). P; then computes the individual proxy signature
j=1

si = vy + oih(ASID||/m) (mod ¢) and sends s; to P; (j # i) in a secure manner.

Pj can verify the validity of s; from the following equation:

t—1 t Y t—1
g = {yy (H cl ) (H yﬁ”ﬂ [(Kyg(mw”m Il Bf)
i=1 i=1 i=1

i1\ hmy||K)MASID[[m) (17)
: (yGAE)% I1 A ) ] mod p.
i=1

Each proxy signer in the actual proxy group can generate s = f”(0)y +
[£(0) + f'(0)]h(ASID||/m) by Lagrange formula. The proxy signature on m is
(m,my, K, ASID,y, Ay, s).

[Proxy Signature Verification Phase]

Any verifier can check the validity of the proxy signature (m,m,,, K, ASID,
y, Ap, s) from the equation:

n
A h w K 7
gs: KAOUyO(m I )Hyz

h(ASID||m
i=1 ]

) ¢ Y
(yy 1T yz> mod p. (18)
=1

3.5.2 Cryptanalysis of Tzeng-Hwang-Yang Scheme

In the subsection, we show that Tzeng-Hwang-Yang scheme is insecure against the
original signer’s forgery. After a malicious original signer obtains the proxy sig-
nature (m,my,, K, ASID,y, Ag, s) on message m, O can generate another proxy
signature (m, my,, K', ASID,y, A{,, s'") without the agreement of the proxy group
ASID. First, O randomly chooses A in Z,, and computes

K' = KA (A~ (mod p), (19)

s’ = s — 2o (h(my||K) — h(my||K"))R(ASID||m). (20)

Then (m,my, K', ASID,y, A}, s') is a valid proxy signature on message m.

This is because:

s s mw||K')—h(mw AS m
o= gyl R EORASTDm)

n h(ASID||m) t y

[KAE)‘\oyg(meK) H yzz‘| <yy H yl>
=1 =1

o (B(mw[[K") = h(my || K))h(ASID)||m)

Yo

mod p

- o n h(ASID||m) t Y
_ [K/(A6)A0y0(mwll ) H ygh‘| <yy H y¢> mod p.
i=1 =1
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Conclusions

In the paper, we analyze the security of some nonrepudiable threshold proxy

signature schemes with known signers. We find that in Sun’s scheme and Yang-

Tzeng-Hwang scheme, a malicious original signer can forge a valid proxy signature

on any message without the agreement of the proxy group. Hsu-Wu-Wu scheme

is insecure against the conspiracy of the original signer and the secret share dealer

SA. In addition, we show that Hwang-Lin-Lu scheme is universally forgeable. As

for Tzeng-Hwang-Yang scheme, a malicious original signer can generate another

proxy signature on the same message without the same proxy group after the

proxy group sign message on behalf of the original signer.
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