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Abstract. Stream ciphers are often used in applications where high speed and low delay are a requirement.

The ISAAC keystream generator is a fast software-oriented encryption algorithm. In this papers the security
of the ISAAC keystream generator is investigated. Cryptanaytic algorithm is developed for a known
plaintext attack where only asmall segment of plaintext is assumed to be known.
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1 Introduction

Stream ciphers are an important dass of encryption dgorithms They encrypt individud characters
of a plantext message one & a time, udng an encryption transformation, which varies with time.
By contragt, block ciphers tend to smultaneoudy encrypt groups of characters of a plaintext
messge uang a fixed encryption trandformation. Stream ciphers are generdly fader than block
ciphersin hardware, and have less complex hardware circuitry.

There is a vast body of theoreticd knowledge on dream ciphers, and vaious desgn
principles for sream ciphers have been proposed and extendvely andyzed. The most of Sream
ciphers proposed in open literature are based on LFSRs (linear feedback shift regidters).

For software implementation, a few keystream generators have been desgned which ae
not based on shift regigers. One of these generators is ISAAC. The ISAAC (Indirection, Shift,
Accumulate, Add, and Count) keystream generator was introduced in [1] by R. Jenkins as a fast
software oriented encryption dgorithm.

The am of this pgper is to derive some ayptandytic dgorithm that find the correct initid dae
of the ISAAC dream cipher usng only a smdl segment of output dream, and to give precise
edimates for the complexity of the atack. Our results are intrindc to the design principles of
| SAAC and are independent of the sze of the key.

The paper is organized as follows In section 2 we give a generd description of ISAAC. In
section 3 we discuss some properties of ISAAC. Section 4 describes attack on ISAAC. We
conclude in section 5.

2 Description of ISAAC

ISAAC is in fact a family of dgorithms indexed by parameter m, which is a pogtive integer. The
interna state of 1ISAAC a time t condsts of a table S =({s,[0],....,s, [m1]} of m=2" K-hit words
and of two K-bit words § and i,. Let zdenote the output K-bit word of ISAAC a timet. Let
intidly i, =a,=0. K=2n+A, A>0. Thekey of ISAAC istheinitid table .



Jenkins takes m=256, n=8, K=32, p0=13, p1=6, p2=2, p3=16, 6:=0,=2.
Let 61,60<n.

((&.1<<p0) @ &.,) if t=0(mod 4).
G(a.q1, t, p(t))= ((a.1>>pl) ® a_4) if t=1(mod 4).
((a.1<<p2) ® a_;) if t=2 (mod 4).
((&.>>p3) ® g.1) ift=3(mod 4).

where>>and << indicate rotation to the right and left, and
pO if t=0 (mod 4).
p(t)= pl if t=1(mod 4).
p2 if t=2(mod 4).
p3 if t=3(mod 4).

Thenext-gaefunction F

a) it= i1+l (mod m).

b) a= (G(a-1, t, p(t))+ s[(t+ m/2 )(mod m )]) (mod 29).
0) sit]= (sal(s-a[ii]>>61 ) (mod m ) +a+ z-1)(mod 2°).

The output function f
Output:  2=(s[(8[il]>>(n+62))(mod m)]+s-4[it]) (mod 2).

3 Propertiesof ISAAC

In this section we describe some properties of ISAAC that are used in the description of our attack.
Wewill assume that the output sequence zi, 2,..., Zm+1 isknown.
Leta=(a k-1, &k-2,...,&,..., &,1, &0) beabinary representation of ae Zg, { &} € Z».

Propogtion 1
1. Thetrandformation
F<«<(ap)=((a<<p) ® a@= (&-1® &-p1, &-2® &-p-2,..., &p+ Da,..., D &0, -1, &-2,..., &, &).
2. Thetranformation
Fss (ap)=((@>>p) © &= (-1, &-2,--., &, &-1D &k-p-1, &K-2D &-p-2,..., Bp+i D&,..., &P &).
Proof
Note that
(a<<p)= (&-p-1, &K-p2,.:+,8..., a1, &,0,...,0).

Thus,

F<<(ap)=((a<<p)® a)= (&-1® ak-p-1, &-2® &-p-2,..., p+ Da,..., ®d &0, &-1 , &-2,..., &, &).
Notethat (a>>p)= (O,..., 0, 8-1, &-2,---, Bp+1, &)-
Therefore,
Fss(@p)=((@>p)® a)= (&-1, &-2,..., &, &-1D &-p-1, &-2D &p-2,..., 8p+i Da,..., D &)
The proposition is proved.

Denote by g=s[s[it] >>(n+62) (mod m)]) (mod m) and o= (S-1[t]>> 61)(mod m), t=1,2.....



In propogitions given below we will assume thét j;, o are known.

Propogtion 2
If we know sy[0] (mod 2), s[1] (mod 2),..., sna[m-1] (mod &) and z, 2, ..., Zne1, then So[0]
(mod 2), so[1] (mod 2%),..., so[m+1] (mod 2%), can befound for t=m, m-1, m2,..., 2, 1 asfollows.
If =0, m-1,...,t+1, then
S[tl(mod 2°) = (z,(mod 2°) - ;[ j, ](mod 2P))(mod 2°) .
If O<je<t+1, then
So[t](mod 2°) = (z,(mod 2°) - sj,[J:J(mod 2%))(mod 2°),

Proof.
Note that
z(mod 2%)=(s[ji] (mod 2)+s..1[ir] (mod 2%)) (mod 2),
(Snlim] (mod 28+ so[0] (mod 2%)) (mod 2%)= z,(mod 2%),
and
Solin] =8 [in-
Then

[0l(mod 2°) = (z,,(mod 2°) —s; [jn](mod 2°))(mod 2°).
Let uscongder t=m 1. If j,,=0 (mod m), then we get
S[m-1(mod 2°) = (z,,,(mod 2P) — s,[O](mod 2P))(mod 2°) .
If O<jm-1<m, then
so[m-1(mod 2°) = (2,4 (mod 2°) ~s; [ jm](mod 2%))(mod 2°).

Now we consider t=m-2...1. Assume that so[0] (mod 5’) s[m1] (mod 2),..., s[t+1] (mod 2
have been determined. Thenfor j,=0, m1,...,t+1 we have

S[tl(mod 2°) = (z,(mod 2°) - s, ,1(mod 2°))(mod 2°) .
If O<ji<t+1, then we obtain

solt](mod 2°) = (z,(mod 2%) —s; [j,](mod 2"))(mod 2°) .
The proposition is proved.

Propogtion 3
If we know s,[0](mod ), s[1](mod 2),...,sn.a[m1](mod ) and 2, 2, ..., Zn1, then a(mod
2%), ap(mod ). ..., ans1(mod 2%), can be found asfollows
If j>t, then

a(mod 2°)=( s[t] (mod 2°)- sofax](mod 2°) - 7.1 (mod 2%)) (mod 2°).
If £j;, then

a,(mod 2%) = (s,[t](mod 2°) =S, [0 ](mod 2%) =z, (mod 27))(mod2 ) ,
wheret=1...m+1.
Proof.
Note thet for t=1, 2, .... we have
s[i]=sta[ox] +a+z-1 (mod 2°).

Whence,

a(mod 2)=( s[ir] (mod 2)- s:.1ou](mod 2) - 21 (mod 2%)) (mod 2°).



Using propasition 2 we can find so[0] (mod 2%), so[1] (mod 2%). ..., so[m1] (mod 2).
Let usremark that for any t, d if d>t, thens{d]= so[d] and if t=d, then s[d]= sy[d].
Thisimpliesthet if oi>t, then we get
a(mod 2°)=( s[t] (mod 2°)- so[ox](mod 2°) - z.1 (mod 2%)) (mod 2°),
if Boy, then
a.(mod 2°) = (s,[t](mod 2°) —s, [o,](mod 2°) ~z,4(mod 2°))(mod 2°) .
The proposition is proved.

Let g bethe smalest number of pl, p3,i.e. g=min(pl, p3).

Propogtion 4
Let ©=2n+02. If we know a(mod 2), a(mod 2),...,a(mod 2),...,an(mod 2) & s[2+m/2] (mod
29, s[4+m/2] (mod 2),...., $[(m/2+2)(mod m)](mod 2),...,sq[m](mod Z), then a(mod Z*9),
ag(mod Z9),..., &is1(mod 279, ... an1(mod 279) can be determined asfollows.
& q1+r= D1,11P -1,
& qrt-j= bt+1,r—j@at,r-j,
&= br+1,1-¢Pa 1.
wheret=1 (mod 2), brs1=(a+1(mod 2)-s.1[t+1+m/2] (mod 2%) (mod 29).
Proof.
By propostion 1
Fss (@p)=((a>>p) @ a)= (&k-1 , &-2,..-, 8y, &K-1D &K-p1, &-2D &-p-2,..., B+ P&,..., HDe).
From
a(mod 2°9)=( F<(a1,p(t)) (mod 2°)+s[t+m/2] (mod 2°) (mod 2°),
where t=0 (mod 2), it follows that
F>>(a-1,p(t) (Mmod 2°)= b= (a(mod Z)- s[t+m/2] (mod Z) (mod 2°).
Hence,
Bt r-1 =at-1,p(t)1+:Pa-1, -1, - Pt v-p(t)= 31D &-1,0p(t)-
Thus, we have found unknown p(t) bits
&-1,p(t)1+1= Bt r-1981,1-1,
a-1,=bt,pty®@a-1,1-p(t).
Therefore, we have computed ag(mod 2P, ag(mod 27P%),.... agwa(mod 2°PY), agis(mod
2P ... ama(mod Z*P3). This shows that a;(mod 2*9),..., &i+1(mod 2*9),.... an1(mod Z*% are
found.
The proposition is proved.

Let 6:%(j) be a carry hit in f™-bit of the sum (G(a.1, t, p(H))+ s[(t+ M2 ) (mod m)]) (mod
29, &%(j) be a carry hit in j”‘-bit of the sum (s[(&[t]>>(n+02))(mod m)]+si.1 [t]) (mod &) and
o)) beacary bitinj"-bit of thesum (-1[(5-1[t}>>61 ) (mod m )]+a+ z-1) (mod 2).

Let



S(t,k)z{to .ift>k }

if t<k
and
0 if t>k
t,K) = .
p(ti) {1 it t<k }
Proposition 5
If j<p(t), then
Q0i+1,j=ai j® S(2i+1,2i+1+m2) j[2+1+HMV2] @ 62i%41()).
If i p(t), then

Qpi+1,j=i jPi j - p2i+1)® 38(2|+1,2i+1+m/2),j[2i+1+m/2] ® GZia+1(j)-
This propogtion can eadly be proved if note thet
a(mod 2)=(G(a-1, t, p(t)) (mod 2)+ s[(t+ M2 )(mod m )] (mod 2)) (mod 2))
and j"-bit of G(aei, t, p(2i+1)) is
i if j<p(®),
G(aai, t, p(2i+1))= i jDagij-pi+y I = p(t).

Propodtion 6
If we know s[t] (mod 2°1), so[t] (mod 27%), o, ji(mod 27%), z.1(mod 27, a.1(mod 2°1), then 6:5(),
o(j) and 62%+1(j) can be computed as follows.

0 othewise _ _ _ _
cf(j):{ 1 if (3,2l (mod 274+ so; 4[t] (mod 24)) (mod 21*1)>2,
0 othawis

ot()= { 1 if (s 4 lod(mod 2%)+z.q(mod 2)+a,.1(mod 21) (mod 2*4)>2),

If j<p(t) and t=1 (mod 2), then

o22a()=| 1 if (ai(mod 2 Y)+sya[2i+1+m/2](mod 2°1)) (mod 271)>2,
0 othewise

If i p(t) and t=1 (mod 2), then
j-1 . . .
cf(j’{l’ 5 (@sy ©2,s 00 2% Aca(MOd 2O sy amin [tV (o 274 (mod 2*2)2

=t
0, otherwise.

Proof.

Note that o:5j), o:%(j) and o:(j) are equd to 1 if and only if (G(a1, t, p(t)+ s[(t+ M2 )(mod m)])

(mod 2 > 2, (a[(s[[t]>>(n+62))(mod m)]+s.1 [t]) (mod 2) > 2, (3.4[(s-1[>>61) (mod m) ]

+a+ z.1) (mod o+ > 2.

Thus,
ot ()= 1 if (Glas, t, p(t)) (mod 2)+s[t+mv2](mod 21)) (mod 2*1)>2,
{ 0 otherwise



and

G(a{'l’ t’ p(t) (mOd 2j_1): i (mOd ZJ ) |f j<p(t),
E(at 1k DAy i) 2+ a 1(mod 2 1y othewise
k=p(t)

By the above notes we obtain the proof of the propostion.

Theorem 1 _ _
If we know ox, ji, ai+a(mod 2), ai(mod 24, 6:%j), 6¢(), (), Z;, t=1,...,m, i=0...m/2-1 and
j2max(p(1), p(3), then s[t], so,[t], t=1,...,m, can be found by solving the following sysem of
equations.

9,[0]® Ss(m,j,_)ilim] = Zm; Bom*(j),

501[1]6B (1, Jl)J[Jl] 21 ® o1 (J)

501['[]@$(t i, )J[lt] ZJ@ Ot (J)

R
Soi[t®s,; )lid=2,® ot’()),

Soi[M A @ss(m-1,j__).ilim-1]= Zm1j @ om™“1()),
s1i[1] sy, ay)jl0a] = an ®61),
2i[2 @ S52, a ) j[002] B0 j[3+MV2]= 21, ® 85 D2, - p(3) D03j) DG2)),
S,[3]® 53, as),j[aa] = Zz,j@ asj ®o3%(),
(1)

Sij[2] @ Ss(ai+1, 2|+1+m/2)1[2|+1+m/2]@55(2| 0y;) j[(XZI] =2j- 11('B a2|+11 @a2|j p2i+1) D02 21()®02)),
SZI+11[2|+1] @ S52i+1, oy p) yilo2i+1] = 22 j® &i+1j @O2; °1(),

smz,[mZ] ®55(mz ocmz)J[am 2] Zm3j@ amzj Cch 2(J)
Sm1,j[M- 1D Sym-1,mv2-1),j[MV2- 1] SSs(m-1, ocmfl),J[(xm 1=Zmj® am1j ®am-2- p3) Gl -1()) @Gms-l(j),
Smj[MI®Sim, o ).[om] = Zn-1j® an;j Bom™().

ai j, 1=0...m/2 can be found as follows

Qi = &i+1) i j - p(2i+1)® So(2i+1,2i+1+mi2) j[2A+1HMV2) D02 %4 ().
Proof
Consider j™"-bit of

a= (G(a1, t, p(t)+ s[(t+ mV2)(mod m)]) (mod 2°), t=1 (mod 2)

st]= (se1[ow] +a+ z-.1)(mod 2), t=1...m.
2= (s[j]+so[t]) (mod 2) , t=1...m.
Thus, we obtain the following system of equations.
aLji=9,;[1+mM/2]®c (),

sti[1]= S5(1, o) i[0]® a1 j @0 1)),



Z1j= (1, j,).ili1] @S0,{ 2] ® 619)),
2,[2]= 52, ) j[02]® 21,;® & | B52%)),
2j= %2 },)ill2]® 9,[2]® 62°(),
8 =2, [, - pa)® Soj[3+M/2@c3%(),
$3[3]= S53, o) i[0B]® 2@ &3 D03%(),
3= 53, i3 ),ilis] @9, [3]® 035%)),
2i,[2]= S52i, a,,),i[02]® 2i-1;® &ij ©62)),
i j= 2. j)i[i2]]® 2,[2]® 627(),
api+1j=a0i [ Di j - p(2i+1)D S(2i+1,2i+1+m/2) j[ 2+ 1+HMV2] Do2i%+1(j),
Si+1j[2+=S5i+1, 0, ) i[02i+1] D Zi j® i, ®02%41(),
Bis1j = B+, |, 2+1] ©S0,[2i+1® 62741 (),
Sm2j[M2]= Sm-2, 0., ,)i[0m-2]® Zm-3i® an2j Bom™2()),
Zn-2j= S(m2, ], ,)illm2]® S j[M2]® om”2(),
an-1j=am-2j®am-2,j - p(m1)® Ss(m-1,m2-1),i[M2-1]®m™1(j),
Sn-1j[M A= Sm1, oy ). i[0m-]® Zmi® an-1) @om1(),
Zm-1,= Ss(m 1, j,.,,)ilim 1] @S0 [M 1@ om”1 (),
Smi[M]= Ssm, o, ), [0m]D Zn-1iD &m;j Som (),
Zmj= S(m, j )ilim]® ,[01® om*(j).

Note that s;[t], 9,[t], &, t=1,..., m, i=0...m/2, are unknown and the number of unknown vaues
in (2) is5m/2.
By proposition 6 we have
Qi j = i+1j O - p2i+1)® So(2i+1,2i+1+4me) j[2A+1+M/2 B2 %(j),
where i=1...m/2- 1. If we replace & by ai+1j @agij - pi+1)® S@i+1,2i+14m/2)j[A+1HM2]D02%44 () in

(2), we get
A= [1+mV2]@6.%()),

sti[1= S5(1, o) i[0]® a0 j @o1%()),

2= S, 1] @0, [ 1@ 619)),
2i[2= 52, a,).[02]® 2,® &, e, - pE ® S0,[3+M/2Dc57%(]j) So2j),
2j= S2.1,)il2]® 9;[21® 62(),
%,[3]= S5(3, o) i[06]® 2 &5 @o3%)),
z3j= (3, j,).i[i3] ©9,[3] @ 037(),
92 j[21]= S(2i, ) [ 02]D 2211, D v B j - p(2i+n)@ So(2i+1,2i+1+m/2) [ 2+ 1+M/2| D62 %1 (1 )D62(),
2ij= @i, },)ill2]® %,[2]® 627(),
$i+1[2+1]=S5i+1, 0, ,)i[021+1] © 221 @ Bis1j DO2% (),
Ziv1j= S5(2i+1, 5, ),ill2+1] B0, [21+1] @ 62741 (),



Sm2j[M2]= Sm-2,0., ,).i[0m-2]® Zm-3/@ 8n-2j Bom2()),
Zn-2j= S(m2, ], ,)illm2]® Sj[M2]® om”2(),
Sr1[M A= Sm1, o, )i[0m1]® Zn @ an1j San-2) - pE) D SmLmz-1)[MV2-1@6m"1() ©Om™1(),
Zm-1,/= S(m 1, j, ) illm 1] @S0 j[M 1] om™1()),
Smi[M]= S, o), [Om]D Zn-1iD &m;j Bom (),
Zm,= S5(m,j m),ilim]® %,[01® 6m’(),
We dress that the number of eguations and the number of unknown vdues in (3) are 2m. If we

rewrite (3) such that unknown eements in the equaions are on the left, and known vaues on the
right, then we have

2,[01® Ss(m,;,,).ilim] = Zm; ©om”(),
S0i[U® (1, j,).ilin]= 21 ® 61°(),

S0 [1®sc.; )il =2® 01(),
S0,j[1+m/2]= a1, j®o1%()),
So,[t] Py, jt),j[jt] =z;® o’(),
Soj[M A @®ssm-1, i, )ilim-11=Zm1j ® Om™1(),
st[1] ®sy1, oy)il0] = & @01%(),
2i[2 ® s5(2, 0. ,),j[02] B0, [3+MV2]= 2@ 85, B - p3) D03%() ©02)),
3[3]D 53, ,).i[ 0] = 2@ &8 Bo3(),

2i,[2] @ Ss@i+1,2i+1+mi2) [ 2+ 1AMV @S5(2i, 0, ) j[021]=221-1® i1 D - p(2i+1) D621 41 ()D02]),

Sei+1j[2+1] @ S5(2i+1, o, +1),j[062i+1] =20 i® ai+1j ®o2()),

Sm2j[M2] ®Ssm-2, o ) i[0m-2]= Zm-3i® @n2j Bom 2()),
Sm1j[M 1@ ssmamiz-)[MV2-1@Ssm1, o, ),j[0m-1]= Zm i@ a1 @am-2j- pd) ©Om™-1(j) ®om™1(j),

Smi[MI®Sim, . ).[0m] = Zm-1;® &m;j Som (),
The theorem is proved.

4 Attack on ISAAC

In this saction we describe a known plaintext attack on the ISAAC keystream generator.

Firg let s cary out an estimation of the unicity digance Dsaac of ISAAC. Recdl tha the unicity
distance is the number of keystream symbols that need to be observed in a known plaintext atack
before the key can be uniquely determined.



Note that the number of various states of the ISAAC is equd to m2%-2™ Then we get that

(2)71s8ac = m. 25K Therefore, Disaac~ MH+2.
Let us denote with mark “*” guessed dements of S" and eements of the output sequence {z'}
produced on the guessed initid date.

The method conggts of four st%xs
Step 1. Guess sy[0] (mod 22"%2), ..., s[t] (mod 2°™%?), ..., sy.1[m-1] (mod 22"*92).

Step 2
Let B=2n+62.
1. Use propostion 2 to compute S[t], t=0,1,...,m 1.
2. Use proposition 3 to compute a(mod 2%, t=1...m+1.
3. Lett=B. Use proposition 4 to compute agj+1(mod 29, j=0...m/2- 1.
4. Tofind sy[0](mod 279, g[1] (mod 279,..., Sna[m1] (mod 279, $[0] (mod 279,
s[1] (mod 279, ... ,sm-1] (mod 279, api(mod 27%), i=0...nv2, we do the following.
a) Letj=t+l
b) Whilej<t+q do. _ _ _
Use theorem 1 to compute sn[0]( mod 2),...,sm1[m-1] ( mod 2), 9[0] ( mod 2),...,
so[m1] ( mod 2), a&i( mod 2),i=0...m/2. Takej=j+1.

Step 3
Let T=2r+02+q.
Whilet<K.
1. Use proposition 4 to compute agj+1(mod 279, j=0...m/2-1.
2. Tofind sy[0] (mod Z*9), s[1] (mod Z™Y),..., sna[m1] (mod 279, $[0] (mod Z*9,
s[1] (mod 279, ...,so[m-1] (mod 2579, api(mod 2°*9), i=0...nV2, we do the following.
a) Letj=t+l
b) Whilej<t+q do. _ _
Use to theorem 1 to compute s,[0]( mod 2),...,Sna[m1] ( mod 2), $[0] (mod
2,..., 9[m1] (mod 2), ai( mod 2), i=0...m/2. Takej=j+1.
Step 4 e e
Compute the first L = Dsaac Of eements of the output sequence 2z, 2,... 2 . If 2= 3, 2=
2,...20 = 7 then we have found the correct initid state of the cryptosystem, otherwise return to
step 1.

Let us estimate the complexity of the method.
We may assume that the probatility
P [9; (mod 22"82)=50[0] (mod 22"*?) ... 5" [m1] (mod 22"82)= so[m-1] (mod 22792} =
1/2(2n 2)m.
Then the average of guessed dements is equd to 22"2™1 The complexity of a solution of
systems of equations at steps 2, 3 can be estimated (K-2n-62)-(2m)/3.

Therefore, the complexity of the method is equal t0 Tre=2"*%2™1.(K-2n-62)-(2m)/3. Note
that the complexity of the brute force attack is equal to Ty =21
For m=256, n=8, K=32, p0=13, pl=6, p2=2, p3=16, 0:=0,=2, we get Tme =4.67-10"*%,
T =5.91. 10°7%6



5 Conclusion

We have described cryptandytic dgorithm on the ISAAC dream cipher. The adgarithm tries to
deduce theinitid Statein aknown plaintext atack.

The described method depends on difference K-2n. If K-2n62>2n, then the complexity of
the attack is approximated to be less than time of searching through the square root of dl possble
initid states For vaues used in the cryptosystem we get the complexity Tmer =4.67:10%2%. ISAAC
remains a secure cipher for practica applications.
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