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Abstract. This paper reports on variants of the SQUARE attack applied
to reduced-round versions of the PES and IDEA block ciphers. Attacks
on 2.5 rounds of IDEA require 3 - 2!® chosen-plaintexts and recover 78
key bits. A new kind of attack, the SQUARE related-key attack, is applied
on 2.5 rounds of IDEA and recovers 32 key bits, with 2 chosen-plaintexts
and 2'7 related keys. Similar results hold for 2.5 rounds of PES. Imple-
mentations of the attacks on 32-bit block mini-versions of both ciphers
confirmed the expected computational complexity. Although our attacks
do not improve on previous approaches, this report shows new variants of
the SQUARE attack on word-oriented block ciphers like IDEA and PES.

1 Introduction

The SQUARE attacks described in this paper are extensions of the original at-
tack against the SQUARE block cipher [6]. They confirm the suitability of the
basic attack technique to ciphers whose structure is not related to SQUARE. In
particular, we introduce the novel concept of a SQUARE related-key attack.

This paper is organized as follows. Sect. 2 gives a description of the IDEA
block cipher, its key schedule and round structure. Sect. 3 introduces the main
concepts of the SQUARE attack and its use against reduced-round IDEA variants,
including a SQUARE related-key attack. Sect. 4 gives a description of the PES
cipher, and the SQUARE attacks against reduced-round PES variants. Sect. 5
presents the results of this report and compares its complexity with previous
known attacks.

2 The IDEA Block Cipher

The International Data Encryption Algorithm (IDEA) is a 64-bit block cipher,
using a 128-bit key, designed by Lai and Massey in 1991 (see [15,18-20]).
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IDEA is a candidate block cipher to the NESSIE Project [16]. NESSIE is
a project within the Information Societies Technology (IST) Programme of the
European Commission (Key Action II, Action Line I1.4.1).

The block cipher IDEA iterates eight rounds plus an output transformation.
IDEA uses three algebraic operations: addition modulo 2! represented by H,
bitwise exclusive-or, by @, and multiplication modulo 2'® 4+ 1, by ®, with the
exception that 2! is interpreted as 0. For decryption, an additional operation,
the subtraction modulo 2'6, denoted by B, is used. Before describing the round
structure of IDEA, the subkey generation process will be explained.

2.1 Key Schedule of IDEA

The key schedule of IDEA processes the initial 128-bit key into fifty-two 16-
bit subkeys. Each one of the eight rounds uses six subkeys, and the output
transformation (OT) uses four subkeys. Initially, the 128-bit key is partitioned
into eight 16-bit words, which are used as the first eight subkeys. Successive
subkeys are generated as follows:

— the 128-bit block consisting of the previous eight subkeys is rotated left by
25 bits.

— the resulting block is partitioned into eight 16-bit words, which represent
the next eight subkeys. Table 1 shows the dependency of subkey bits on the
master key bits, which is indexed from 0 (MSB: most significant bit) to 127
(LSB: least significant bit). Bit 0 is supposed to be positioned to the right
of bit 127, that is, in a circular fashion, due to the rotation operation.

Table 1. Dependency of subkey bits on the master key bits of IDEA

i-th round| Z% Zi Z4 Zi Zi Z&
1 0-15 | 16-31 | 32-47 | 4863 |64-79 | 80-95
2 96-111|112-127| 25-40 | 41-56 | 57-72 | 73-88
3 89-104(105-120| 121-8 | 9-24 |50-65 | 66-81
4 82-97 | 98-113 | 114-1 | 2-17 | 18-33 | 3449
5 75-90 | 91-106 |107-122(123-10| 11-26 | 27-42
6 43-58 | 59-74 |100-115| 116-3 | 4-19 | 20-35
7 36-51 | 52-67 | 68-83 |84-99 |125-12 13-28
8 29-44 | 45-60 | 61-76 | 77-92 |93-108|109-124
oT 22-37| 3853 | 5469 |70-85| — —

2.2 One Round of IDEA

Let X% = (X, X4, Xi, X}) be the input block to the i-th round of IDEA, where
1 <i<8 and X] € Z3°, with 1 < j < 4. The first operation in a round



is a subkey mixing layer. Let Z° = (Z}, Zi, Z3, Zi, Zi, Z§), with Zi € Z5°,
for 1 < j < 6 represent the six subkey words used in the i-th round of IDEA.
The output of the subkey layer is T¢ = (T}, T3, TE, Tf) = (X © Zi, Xi 8 Z,
Xi8 Zi, Xi © Zi). Further, X{ = T} @ T§ and X{ = T4 & T} are computed
as the inputs into a multiplication-addition (MA) structure, together with Z}
and Z§, resulting in: X§ = (X B (X0 Z8)) © Zi and X = (XE © Z8) B X{.
Next, X# and X{ are combined with 7 resulting in: X! = (X{t1 x&Ht xitt
Xt = ((X{o zi) e X§, (X382 o Xi, (Xj B 7)) o X, (X] 0 Zj) ® X3).
The round output swaps the two middle words: (X}, Xit!, X! Xi*'). The
subkey mixing layer is called a half-round (see Fig. 1). The output transformation
(OT) is identical to a subkey mixing layer.
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Fig. 1. Encryption scheme of IDEA block cipher



3 The SQUARE attack

The SQUARE attack is a chosen-plaintext attack which explores the byte-wise
structure of the SQUARE block cipher [6]. Moreover, this technique can be applied
similarly to other ciphers whose encryption scheme processes data blocks in
fixed-size words at a time. Some definitions concerning the SQUARE attack are
the following:

Definition 1. (Word Status)

An active word stands for an n-bit quantity which assumes all 2™ possible values.
An active word contains, therefore, a permutation of 2" values: 0,... ,2" — 1.
Analogously, a passive word always assumes a fived value. Words which are nei-
ther active nor passive are termed garbled.

For SQUARE, n = 8, and for PES and IDEA the SQUARE analysis will be initially
performed with n = 16. The following definition generalizes the original concept
presented in [6]:

Definition 2. (A-set)
A A-set is a set of 2™ blocks whose n-bit words, at any position, are either active,
passive or garbled.

Definition 3. (Balanced Words in a A-set)
Let ] be the j-th value of the n-bit word at the i-th position on a A-set. Whenever

2" —1

@ IEz =0
j=0

the word x;, at the i-th position, is said to be balanced over the given A-set.

Notice that both active and passive words always satisfy the property of
balanced words. Garbled words can also be balanced, but not always.

A SQUARE attack starts by carefully choosing a A-set such that the balanced
words propagate for as many rounds as possible across the cipher. By following
the propagation of balanced words through the cipher rounds, it is possible to
identify a pattern of active, passive and garbled words across several rounds.
This pattern is traced while the A-sets in successive rounds contain at least one
balanced word. In the round just following the one in which no more balanced
words are found, an attack is made by using the property of balanced words to
distinguish subkeys in the round right after the last balanced words. A similar
strategy can be employed to attack rounds before the initial A-set.

The status of words in a A-set will be shortly denoted by: ’A’ for an active
word, P’ for a passive word, ’?’ for a garbled word, and "’ for a balanced word.
Some observations regarding the propagation of active words in IDEA, according
to the different cipher operations, are the following;:

Theorem 1. (Propagation Rules for Words in a A-set)
In a round of IDEA the active, passive and garbled status of a word change



according to the cipher operation and the input words’ status. Table 2 summarizes
the change of words’ status according to the operator used and the status of its
inputs. The status of the input data are depicted in the first line and the leftmost
column in each sub-table.

Table 2. Input and output word status across IDEA operators

o A [Pl * J@B[AP] ? Je[AP]?]
A[[A/P/7[A] 7 | [A[[P/7[A] t | [A[[P/?[AJA)?
P A |P ? P|| A |P ? P|| A |P| ?
T 7 [2|A/P/?| [T T |7 AP [T |[A7T | PT?

In the sub-tables in Table 2, if both words are active or garbled, most probably
their result will be garbled. There is, though, a small probability that the result
will be either passive or active. That phenomenon depends on the input words
being arranged in a particular order, and on the operator used.

3.1 Attacks on Reduced-Round Versions of IDEA

A terminology that will be used extensively concerning the status change of A-
sets is the following: (A P P P) — (? 7 ? ?7), for example, will denote that the
input A-set whose four 16-bit words have status (A P P P), respectively, results
after one round of IDEA, in the output A-set whose four words have status
(? ?277), in the given order. Chains of 4-tuples represent status of data words
across multiple rounds. For example, (P P A A) - (P AAA) - (AAAA)
means that (PP AA) - (PAAA)and (PAAA) — (AAAA) across two
consecutive rounds.

Also, let P! = (P{, Pi, P}, P}) denote the i-th plaintext block and C! =
(Ci,Cs,CE, CY) the corresponding i-th ciphertext block in a A-set. The number
of attacked rounds will be made clear from the context.

An important terminology for a SQUARE attack is the following:

Definition 4. (An nR-Attack)

An nR-attack stands for a SQUARE attack on n rounds of a cipher, using the
property of balanced words to distinguish some subkey bits surrounding a chain of
A-sets. For IDEA and PES, n can be fractional in case half-rounds are included
in the attack.

The best SQUARE attacks on IDEA, employing 16-bit words, use the following
A-set chains:

(PAPP)— (AA % A)— (2777) 1)

(APAP) 5 (AAPP)—(2777) 2)
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A 0.5R-attack on 2.5 rounds of IDEA can be made using chain (1). This
attack exploits the property that (C% ® Z§3) 1) ® (CiB Zf)) is balanced, to
discover two subkeys Z?EB) and Z, iB). The MSB of Z§3), though, cannot be uniquely
determined. In order to filter out wrong 31-bit key candidates, two A-set are used.
This amounts to 2 - 2'® chosen-plaintexts and 2'*t16+31 = 248 partial 2.5-round
IDEA decryptions (see Fig. 2).

Chain (2) can be used in an attack that exploits further the kind of permu-
tation behind an active word. A 1R-attack can be made on 2.5 rounds of IDEA,
using (2), consisting of a 0.5R-attack at the beginning and a 0.5R-attack at the
end of 2.5 rounds. The attack uses a A-set with the first and third words both
active and containing the same permutation. Subkeys Zfl) and ZPEI) are guessed
by multiplying the first active word in the A-set by (a candidate subkey for)
Zl(l)_1 and adding the third active word with (a candidate subkey for) —Zg(,l).
When the correct subkey pair (Zfl), Zél)) is found, the active word, which is the
exclusive-or of the corresponding outputs after the subkey mixing, will be equal
and therefore will cancel out, generating a passive word. This passive word will
propagate through the MA structure inside the first round and will not affect
any of the two original active words. At the end of the second round, the follow-
ing two values might be active for the correct keys: (C% ® Z1(3)_1) ®(CciB Zés)),
and (C% 8 Z§3)) ®(Cio Zf) 1). See Fig. 3. Therefore, it is possible to discover
two more subkey pairs. When the correct (Zl(l), Zél)) is used, both (Z1(3), Z2(3))
and (Z§3), Zf)) can be computed separately. According to the key schedule of
IDEA, Zl(l) and Z§3) share bits 0-8 of the master key, and similarly, Zfl) and
Zf) share bits 9-15 (see Table 1). Therefore, the 4-tuple (Zl(l), Zél), Z§3), Zis))
consists of 48 non-overlapping key bits. Nonetheless, the MSB of the additive
subkey Zél) is not uniquely determined. Therefore, to discover the correct 47
key bits with high probability, three A-sets are used. This reduces the chance of
a wrong subkey being filtered to (2716)% = 2748, The initial computational cost
of this attack is 3 -2 chosen-plaintexts and 3 - 21647 = 3. 263 partial 2.5-round
IDEA decryptions. Once (Zfl), Z?El)) are discovered, they can be used to find
(Z1(3), Z§3)) (except for the MSB of Z§3)) with two A-sets and 2 - 216 . 231 = 218
partial 2.5-round IDEA decryptions. Notice that (ng), Zég)) and (Zfl), Z?El))
do not share any master key bits via the key schedule.

3.2 Larger Word Sizes

Up to now, words have been defined as being 16 bits wide. An intuitive idea
for a variant SQUARE attack is to use larger word sizes, for example, in steps of
16-bits: 32 bits, 48 bits, or 64 bits.

Using A-set with 32-bit words, let P! = (P{, Pi, Pi, P}) be the blocks in a
A-set (0 < i< 2%), and Wi = (Wi, Wi,, Wi, Wi,, Wi, Wi,) denote, in
the given order, the possible 32-bit words made out of the concatenation of two
16-bit words from P?. The pairs of words taken from P? are indicated by the sub-
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indexes in W?. Let X* = (X{, X4, X%, X}) represent the blocks of output A-sets
after one IDEA round, and let Y = (Y}, Y4, Y4, V) represent the blocks of the
output A-sets after two IDEA rounds. In the following chain (3), Wi , = Pf||P;
was made an active 32-bit word, and W4, = Pj||P; was made a passive 32-bit
word, leading to the following pattern of A-sets:

(AxxxxP)=>(A*x*x*x Ax)>((2277727) (3)

Chain (3) indicates that, after one round, the 32-bit words X{|| X4 and X4&|| X}
are active, and all the others pairs are passive. After two rounds, all 32-bit
concatenations of two Y’s are garbled. Nonetheless, analysis of 16-bit words
indicate that Y{@Yy and Y @Y, are both balanced. The chain (3) can, therefore,
be used in a 0.5R-attack on 2.5 rounds of IDEA, to discover the subkey pairs
(Zz®, 7)) and (2{Y, 2{¥). The MSB of both Z{* and Z{% are not uniquely
determined, though. Therefore, the property of balanced words can discover
31 key bits at a time. In order to filter only the correct subkey values, with
high probability, one (enlarged) plaintext A-set is used. This corresponds to 232
chosen-plaintexts, and 232431 = 293 partial 2.5-round IDEA decryptions per
subkey pair.

Increasing the word size in a A-set to 48-bit words, the following terminology
applies: let W = (W{,3, W{y4, Wi, Wis,) denote, in the given order,
the possible 48-bit words consisting of the concatenation of three words from
Pt which are indicated by the sub-indexes of W¢. Let Y¢ = (Y{, V¥, Y{, Y})
represent the blocks of the output A-sets after two IDEA rounds.

(A x %)= (x x xx) > (7777 4)

Chain (4) shows that W}, , = P{||P§||P} is an active 48-bit word and all the
other 48-bit combinations of the input A-set are balanced. P is passive. The
48-bit word combinations of the second round are all balanced. The 48-bit word
combinations after two rounds are all garbled, but it was detected that Y} & Y3
and Y7 @Y, are balanced, and this property is lost after 2.5 rounds. This allows
a 0.5R-attack on 2.5 rounds of IDEA to discover Z§3) and the 15 LSBs of Z§3). In
order to filter out wrong subkey candidates, one (enlarged) A-set is used, which
amounts to 2?8 chosen-plaintexts and 248+31 = 279 partial 2.5-round decryptions.

3.3 A SQUARE Related-Key Attack on IDEA

The following chain (5) is an iterative! one-round chain of A-sets for IDEA (and
PES), using 16-bit active words:

(PPPP)—»(PPPP) (5)

Up to now, it was assumed that only the plaintexts were chosen, and the key
was kept fixed (passive). A SQUARE related-key attack consists of keeping the

! meaning that it can be chained with itself



plaintext fixed but making some subkeys activeZ. Suppose Zl(l) is made active,
running through all 216 possible values. According to the key schedule of IDEA,
if Zfl) is active, no other full subkey will be active. That is because of the left
rotation by 25 bits per 128-bit block in the subkey generation. This rotation
amount makes the active portion of Zfl) straddle 16-bit word boundaries for all
the other subkeys used in the next 8.5 rounds, and be split into two neighboring
words (neither of them being active). Only after 25 - 128 such rotations will
some subkey be active. It means 25 - 128 - 8/6 ~ 2'2 rounds. Nonetheless, if
two consecutive master 16-bit key words were made active, and with the same
permutation, for example, ZP) and Z§2), then seven subkeys would be active
across the 8.5 rounds of IDEA: Zfz), Zéz), Z§3), Z§4), Z?Es), Z?EG), Zég) (see Table
1). The following A-set chain results by setting subkeys Zfz) and Z2(2) active:

(PPPP)»(PPPP)—>(2777) (6)

A 0.5R-attack can be made on 2.5-round IDEA, using chain (6). Although
the input to the third round is made of all garbled words, it is a fact that Y @Yy
and Y7 @Y} are both active. The 16-bit word Y @Yy being active, can be used to
discover the 7 (passive) LSBs of Zfs), with one chosen-plaintext. This amounts
to 21617 = 223 partial 2.5-round IDEA decryptions.

The 16-bit word Y{ @Y} can be used to discover the 9 LSBs of Z3 and the full
Z3 (all these bits are passive). To filter out wrong 25-bit subkey candidates under
216 related keys, two distinct plaintext blocks are required. This amounts to two
chosen-plaintexts, all encrypted under 2! related keys, resulting in 2!+16+25 =
237 partial 2.5-round IDEA decryptions.

4 The PES Block Cipher

The Proposed Encryption Standard (PES) is a 64-bit block cipher, using a 128-
bit key, designed by Lai and Massey in 1990 (see [19]) and was a predecessor to
IDEA. PES iterates eight rounds plus an output transformation.

4.1 A PES Round

A PES round is very similar to an IDEA round. The main differences are in
the order of the operations in a subkey mixing layer, and the fixed permutation
of words between rounds. While in IDEA a subkey mixing layer is composed
as: (Xio 2z ximz{® ximz, xio z{") for an input X, in PES, this
layer is represented by: (X ® Zl(i), Xio Zz(i), Xim Zéi), Xim Zy)). Besides,
the permutation of words (A B C' D), between rounds, in IDEA has the form
(ABC D)— (AC B D) while in PES, itis (A B C D) —» (C D A B).

2 This is not to be confused with the related-key attack presented in [9], which uses
the structure of the SQUARE attack in a rather different way.
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4.2 Key Schedule of PES

The key-schedule of PES is the same as the one used for IDEA (see Sect. 2.1).

4.3 Attacks on Reduced-Round PES
One of the best SQUARE attacks against PES, using A-set with 16-bit words, is:
(PAPP)—» (AAAx—> (7777 (7

Chain (7) allows a 0.5R-attack on 2.5 rounds of PES. The attack discover
the subkey pair (Z1(3), Z3(3)) (except for the MSB of Z3(3)) by checking if (C} ®

Zl(s)_l) e (Cis Z§3)) is balanced. To filter out wrong subkey candidates, two
plaintext A-sets are used. The attack complexity is 2-2'¢ chosen-plaintexts and 2-
216.931 — 248 partial 2.5-round PES decryptions. Simulations using PES(32), the
32-bit block mini-version of PES, corroborate the expected complexity figures.

Similar to IDEA, an alternative attack on PES can use larger word sizes, for
example, 32 bits wide. Using the same terminology as in Sect. 3.2, the following
A-set pattern was analysed.

(Axxx xP)o (AA %% % %) (222277) (8)

The chain (8) of A-sets indicates that the input 32-bit value P}||Pi is active,
P{||P} is passive, and all other four 32-bit combinations are balanced. After
one round, the combinations X{|| X4 and X{||X¢ are active, and all the others
are passive. After two rounds, all 32-bit concatenation of two Y;’s are garbled.
Nonetheless, analysis of 16-bit words, indicate that Y @ Y4 and Y3 @ Y} are
both balanced. The chain (8) can, therefore, be used in a 0.5R-attack on 2.5
rounds of PES, to discover subkey pairs (Z{3), Z§3)) and (Z§3), Zf)), except
for the MSBs of the additive subkeys: Z§3) and Zf). The property of balanced
words is applied to a 16-bit value. To filter out wrong subkey candidates, one
(enlarged) plaintext A-set is used, which corresponds to 232 chosen-plaintexts.
The attack makes 232+3! partial 2.5-round PES decryptions. Simulations on
PES(32) corroborate the expected complexity and A-set requirements.

5 Conclusions

This report presented several variants of SQUARE attack applied to reduced-
round versions of IDEA and PES block ciphers. The SQUARE attacks presented
do not endanger the security of IDEA or PES, but we demonstrated several new
variants of the original SQUARE attack, including a novel related-key attack.
Besides, we illustrated that the SQUARE attack is not restricted to SQUARE-like
ciphers.

Previous attacks made on IDEA and PES include:
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— linear cryptanalysis experiments on IDEA, reported in [1], found no apparent

weakness(es); analysis reported in [14] show that a fraction of at most 21008

of all 52 possible (independent) subkeys of IDEA is susceptible to a linear
cryptanalytic attack.

— in [3], experiments made on IDEA(32) showed that the 32-bit block mini-

version of IDEA may not be secure against differential cryptanalysis, under
certain theoretical hypothesis. These experiments though, were not extended
to the real 64-bit block IDEA.

— a timing attack (see [12]) on implementations of the full 8.5-round IDEA,

that depends on the number of multiplicative keys that are zero, is reported
in [10] that can recover 80 master key bits, requiring the encryption of 220
random plaintext blocks. Nonetheless, such attacks can be countered by care-
ful implementation of the ® operation using logarithms and anti-logarithm
table lookups in GF(2'¢ + 1).

— in [8], a set of 222 weak IDEA keys could be identified by a membership test

that checked if a certain linear approximation held with probability one. A
second set of 2°! weak-keys could be identified by a membership test that
checked if a differential held with probability one. An extended analysis of
weak-key classes was presented in [13].

Table 3 compares the complexity of different chosen-plaintext attacks on

IDEA.

Concerning the PES cipher, we list the previous (and sole known) differential

attack requirements along with the SQUARE attacks in Table 4.
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