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Abstract. In this papemwe systematicallystudythe differentialpropertiesof ad-

dition modulo2™. We derive @(log n)-time algorithmsfor mostof theproperties,
includingdifferentialprobabilityof addition.We alsopresentog-timealgorithms
for finding gooddifferentials.Despitethe apparensimplicity of modularaddi-

tion, the bestknown algorithmsrequire naive exhaustve computation.Our re-

sultsrepresent significantimprovementover them. In the mostextremecase,
we present compleity reductionfrom £2(2") to ©(log n).
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1 Intr oduction

Oneof the mostsuccessfuandinfluential attacksagainstblock ciphersis Differential
CryptanalysigDC), introducedby Biham and Shamirin 1991[BS914. For mary of
the block ciphersproposedsincethen, provable securityagainstDC (definedby Lai,
Massg andMurphy [LMM91 ] andfirstimplementedy Nyberg andKnudsenNK95])
hasbeenoneof the primary criteriausedto confirmtheir potentialquality.

Unfortunatelyfew approacheso proving securityhave beenreally successfulThe
original approachof [NK95] hasbeenusedin designingMISTY andits variantKA-
SUMI (the new 3GPPblock cipher standard) Anotherinfluential approachhasbeen
the“wide trail” strategy proposedy Daemer{Dae99, appliedfor examplein the pro-
posedAES, Rijndael. The mainreasorfor the smallnumberof successfustrateyiesis
the complex structureof moderncipherswhich makesexactevaluationof their differ-
entialpropertiednfeasible This has,unfortunatelyledto a situationwherethesecurity
againstDC is oftenevaluatedby heuristicmethods.

We approachthe above problemby usingthe bottom-upmethodology Thatis, we
evaluatemary sophisticatedlifferentialpropertieof oneof themost-usednon-trivial”
block ciphercornerstonesaddition modulo2™ for n > 1. We hopethatthis will help
to evaluatethe differentialpropertiesof larger compositecipherpartslik e the Pseudo-
HadamardTlransform,with the entirecipherbeingthefinal goal. The algorithmspro-
posedherewill enablethe advancedcryptanalysiof block ciphers.We hopethat our



resultswill facilitate cryptanalysisof suchstreamciphersandhashfunctionsthatuse
additionandXOR atthe sametime.

Importance of Differ ential Properties of Addition. Originally, DC wasconsidered
with respectto XOR, andwas generalizedo DC with respectto an arbitrary group
operationin [LMM91]. In 1992,Berson[Ber97 obsenedthatfor mary primitive op-
erations,it is significantly more difficult to apply DC with respectto XOR thanwith
respecto additionmodulo232. Mostinterestingly heclassifiedDC of additionmodulo
2" itself, with n sufficiently big, with respecto XOR to be hardto analyze giventhe
(then)currentstateof theory

Until now it hasseemedhatthe problemof evaluatingthe differentialpropertiesof
additionwith respecto XOR is hard.Hereafteywe omit the“with respecto XOR” and
take the additionto be alwaysmodulo2™. Thefastesknown algorithmsfor computing
the differential probability of additionDP* (a, 8 = 7):=P, ,[(z + y) ® ((zr ® a) +
(y @ B)) = ] is exponentialin n. Thecompleity of thealgorithmsfor the maximum
differential probability DP, (a, 8):= max, DP* (a, 8 + ), the double-maximum
differentialprobability DP3, .. (a):= maxg ., DP* (a, 8 — 7), andmary otherdiffer-
entialpropertiesof additionarealsoexponentialin .

With smalln (e.g.,n = 8 or evenwith n = 16), exponential-inn computations
feasible, asdemonstrateth the cryptanalysiof FEAL by Aoki, KobayashandMoriai
in [AKM98]. However, thisis notthe casewhenn > 32 asusedin the recent128-bit
block cipherssuchas MARS, RC6 and Twofish. In practice,if n > 32, both cipher
designerandcryptanalystdhiavze mostly madeuseof only a few differentialproperties
of addition. (For example,letting o be the leastsignificantbit of z, they often use
the propertythatag @ 5o ® v = 0.) It meansthat block ciphersthat employ both
XOR andadditionmodulo2™ arehardto evaluatethe securityagainstDC dueto the
lack of theory This hasled to the generakconcernthatmixeduseof XOR andmodular
additionmight addmoreconfusion(in Shannors sense}o a cipherbut “none hasyet
demonstratetb have aclearunderstandingf how to produceary proofnorcorvincing
argumentof theadvantageof suchanapproach’{Knu99]. Onecouldsaythatthey also
addmoreconfusionto the cipherin thelaymans sense.

Therehasbeensignificantongoingwork on evaluatingthe securityof such“confus-
ing” blockciphersagainsdifferentialattacks Someof thesepaperdiave alsosomavhat
focusednthespecificproblemof evaluatingthedifferentialpropertieof addition.The
full versionof [BS91H treatedsomedifferential probabilitiesof addition modulo 2™
andincludeda few formulasusefulto computeDP*, but did notincludeary concrete
algorithmsnor estimationf their complexities. Thesames truefor mary laterpapers
thatanalyzedcipherslike RC5,SAFER,andIDEA. Miyano [Miy98] studiedthe sim-
pler casewith oneaddendixed andderiveda lineartime algorithmfor computingthe
correspondinglifferentialprobability.

Our Results. We develop a framework that allows the extremely efficient evaluation
of mary interestingdifferential propertiesof modularaddition.In particular most of

thealgorithmsdescribechereinrunin time, sublineaiin n. Sincethis would beimpos-
siblein the Turing machinemodel,we choseto usea realisticunit-costRAM (Random



AccessMachine) model,which executedasicn-bit operationdik e Booleanoperations
andadditionmodulo2™ in unit time, asalmostall contemporarynicroprocessordo.

The choiceof this modelis clearly motivatedby the popularity of suchmicropro-
cessorsSitill, for several problems(althoughsometimesmplicitly) we also describe
lineartime algorithmsthat might run fasterin hardware. (Moreover, the lineartime
algorithmsare usually easierto understandgand hencesene an educationapurpose.)
Neverthelessthe RAM modelwas chosento be “minimal”, suchthat the described
algorithmswould be directly usableon as mary platformsas possible.On the other
hand,we immediatelydemonstrat¢he power of this modelby describingsomeuseful
log-time algorithms(namely for the Hammingweight, all-oneparity andcommonal-
ternationparity). They becomevery usefullaterwhenwe investigateotherdifferential
properties.One of them (for the commonalternationparity) might be interestingby
itself; we have not metthis algorithmin theliterature.

After describinghemodelandthenecessaryools,we shav thatDP* canbecom-
putedin time @(log n) in theworst-caseThe correspondinglgorithmhastwo princi-
pal stepsThefirst stepchecksn constant-timavhetherthedifferentiald = (a, 8 — v)
is impossible(i.e.,whetherDP* (§) = 0). Thesecondstep,executedonly if § is possi-
ble, computeshe Hammingweightof ann-bit stringin time @(logn). As a corollary,
we prove anopenconjecturefrom [AKM98].

The structureof the describedalgorithm raisesan immediatequestionof whatis
the density of the possibledifferentials.We shawv that the event DP*(5) # 0 oc-
curswith thenegligible probability% . (%) nt (This provesanopenconjecturestated
in [AKM98]). Thatis, thedensityof possibledifferentialsis negligible, soDP* canbe
computedn time ©(1) in the average-caselheseresultscanbe further usedfor im-
possibledifferential cryptanalysissincethe bestpreviously known generalalgorithm
to find non-trivial impossibledifferentialsnvasby exhaustie searchMoreover, thehigh
densityof impossibledifferentialsmakesdifferentialcryptanalysisnoreefficient; most
of thewrongpairscanbefilteredout [BS9130'C95|.

Furthermorewe computethe explicit probabilitiesPs[DP* (§) = 4] for ary i, 0 <
i < 1. This helpsus to computethe distribution of the randomvariableX : ¢ —
DP™(§), andto createformulasfor the expectedvalue and varianceof the random
variable X. Basedon this knowledge,one can easily computethe probabilitiesthat
P[X > i]foraryi.

For the practicalsucces®f differentialattacksit is not alwayssuficient to pick a
randomdifferential hopingit will be “good” with reasonablgrobability. It would be
niceto find gooddifferentialsefficiently in a deterministicway. Both cipherdesigners
andcryptanalystareespeciallyinterestedn finding the “optimal” differentialsthatre-
sultin the maximumdifferentialprobabilitiesandthereforein the bestpossibleattacks.
For this purposewe describealog-time algorithmfor computingDP . (a, ) anda~y
thatachievesthis probability. Both the structureof the algorithm (which makesuseof
the all-one parity) andits proof of correctnessre nontrivial. We alsodescribea log-
time algorithmthatfindsa pair (3, v) thatmaximizeshedouble-maximundifferential
probability DPJ, . (). We shaw thatfor mary nonzeroa-s, DP3, .. () is very close

to one.A summaryof someof our resultsis presentedn Tablel.



| [DP* [IDP;,. |DP3...

Previousresulf[£2 (2**) 0 (2°") [2(2™)
Ourresult O(logn) (worst-case)@(1) (average)@(log n)|O(log n)

Table 1. Summaryof theefficiency of our mainalgorithms

Road map. We give somepreliminariesin Sect.2. Section3 describesa unit-cost
RAM model,andintroducesthe readerto several efficient algorithmsthat are crucial

for the later sectionsln Sect.4 we describea log-time algorithmfor DPT. Section5

givesformulasfor thedensityof impossibledifferentialsandotherstatisticalproperties
of DP™. Algorithms for maximum differential probability and related problemsare
describedn Sect.6.

2 Preliminaries

Let ¥ = {0,1} be the binary alphabetFor ary n-bit stringz € X", letz; € ¥
be the i-th coordinateof z (i.e.,xz = 2?2—01 z;2%). We alwaysassumeahatz; = 0 if
i ¢ [0,n —1]. (Thatis,z = 3% z;2%.)

Let @, V, A and - denoten-bit bitwise “XOR”, “OR”, “AND” and “negation”,
respectiely. Let z > (resp.z < i) denotetheright (resp.theleft) shift by ¢ positions
(i.e.,z>i:=|z/2¢| andzr < i:=2'z mod 2"). Addition is alwaysperformednodulo
2™, if notstatetherwiseForary z, y andz we defineeq(z, y, 2):=(—z®y) A (—~z®2)
(i.e.,eq(z,y,2); =1 < =z; = y; = z;) andxor(z,y,2):=z Sy & z. Forary n, let
mask(n):=2" — 1. For example,((—-0) < 1)o = 0.

Addition modulo 2™. Thecarry, carry(z,y):=c € X", z,y € X", of additionz +y is
definedrecursvely asfollows.First,co:=0. Secondg;t1:=(z;Ay; ) ®(x:Ac; ) B (yiAci),
for everyi > 0. Equivalently ¢;11 = 1 < =z; + y; + ¢; > 2. (Thatis, the carrybit
¢i+1 is afunctionof thesumz; + y; + ¢;.) Thefollowing is abasicpropertyof addition
modulo2™.

Propertyl. If (z,y) € X" x X", thenz +y = ¢ ® y & carry(z,y).

Differ ential Probability of Addition. We definethe differential of additionmodulo
2™ asartriplet of two input andoneoutputdifferencesdenotedas (a, 8 — ), where
a, B,y € X™. Thedifferential probability of additionis definedasfollows:

DP*(8) =DP*(a,8 — 7):=Pyyllz+y) @ (z@a) + (y®B) =] -

Thatis, DP(8):=t{z,y : (z +y) @ ((x ® a) + (y @ B)) = v}/22". We saythaté is
impossiblgf DP*(§) = 0. Otherwisewe saythatd is possiblelt follows directly from
Propertyl thatonecanrewrite the definitionof DP* asfollows:

Lemmal. DP*(q, B = 7) = P, [carry(z,y) ®carry(z @ a, y ® B) = xor(a, 8,7)].



Probability Theory. Let X be a discreterandomvariable.Exceptfor a few explic-
ity mentionedcaseswe always deal with uniformly distributed variables.We note
thatin the binomial distribution, P[X = k] = p*(1 — p)"~*(})=:b (k;n, p), for
somefixed0 < p < 1 andary k¥ € Z, ;. From the basicaxiomsof probabil-
ity, > p_o b (k;n,p) = 1. Moreover, the expectationE[X] = >} _ k- P[X = k]
of a binomially distributed randomvariable X is equalto np, while the variance
Var[X] = E[X?] — E[X]? is equalto np(1 — p).

3 RAM Model and SomeUseful Algorithms

In the n-bit unit-costRAM model,somesubsetof fixed n-bit operationscanbe exe-
cutedin constantime. In the currentpaper we specifythis subseto be a small setof
n-bit instructionsall of which arereadilyavailablein thevastmajority of contemporary
microprocessordBooleanoperationsaddition,andthe constanshifts.We additionally
allow unit-costequality testsand (conditional) jumps. On the other hand,our model
doesnot includetablelook-upsor (say) multiplications.Sucha restrictionguarantees
that algorithmsefficient in this modelare also efficient on a very broadclassof plat-
forms,includingFPGAandotherhardware.Thisis furtheremphasizedy thefactthat
ouralgorithmsneedonly afew bytesof extramemoryandthusavery smallcircuit size
in hardwareimplementations.

Many algorithmsthatwe derive in the currentpapermake heary useof the three
non-trivial functionsdescribeelon. The power of our minimal computationamodel
is stressedy thefactthatall threefunctionscanbe computedn time O (log n).

Hamming Weight. Thefirst functionis the Hammingweightfunction(alsoknown as
the populationcountor, sometimesas sidevaysaddition) wy: For z = Z?:_OI z;2¢,
wp(z) = Z?;OI x;, i.e., wy countsthe “one” bits in ann-bit string. In the unit-cost
RAM model,wy(z) canbe computedin ©(logn) steps.Many textbookscontain(a
variationof) the next algorithmthatwe list hereonly for the sale of completeness.

INPUT: z
OUTPUT w(2)

2+ 2 — ((>1) A 0x55555555L);

x + (x A 0x33333333L) + ((2>>2) A 0x33333333L);
x + (z + (x>>4)) A 0xOFOFOFOFL;

x4+ z+ (>8);

z < (xz + (2>>16)) A 0x0000003FL;

Returnz;

ok wnpE

Additionaltime-spacdrade-ofs arepossiblan calculatingthe Hammingweight. If
n = c¢m, thenonecanprecompute® valuesof wy (i), 0 < ¢ < 2¢, andthenfind wy (x)
by doingm = n/c tablelook-ups.This methodis fasterthanthe methoddescribedn
the previous paragraphf m < log, n, which is the caseif n = 32 andm € {8,16}.
However, it alsorequiresmorememory While we do notdiscusghis methodhereafter
ourimplementationsiseit, sinceit offersbetterperformancen 32-bit processors.



x = 00001000001100110000010101010100 ,

y = 01000000000000010110110001110100 ,
aop(z) = 00001000001000100000010101010100 ,
aop” (z) = 00001000000100010000010101010100 ,
C(z,y) = 00000000000000001000001001001010 ,
C"(z,y) = 00000000000000010000010010010100 .

Fig. 1. A pair (z, y) with corresponding/aluesaop(z), aop” (z), C(z,y) andC" (z,y). Here,
for example,aop(x)27 = 1 sincel = za7 # x28 and28 — 27 = 1 is odd. On the otherhand,
C"(z,y)a = 1sinCexs = ys # x3 = ys # T2 = Y2 # T1 = y1 = To = Yo, and4 — 0 is even.
Sincels = 0, we couldhave takenalsoC(z,y)s = 1

Interestinglymary ancientandmodernpowerarchitecturefiave aspeciaimachine-
level “cryptanalysts” instructionfor wy, (mostlyknown asthe populationcountinstruc-
tion): SADDon the Mark | (sic), CX Xj onthe CDC Cyberseries,Ai PSj on the
Cray X-MP, VPCNTon the NEC SX-4, CTPOPon the Alpha 21264,POPCon the Ul-
tra SFARC, POPCNTon the Intel IA64, etc. In principle, we could incorporatein our
modela unit-time populationcountinstruction,thenseverallater presentedilgorithms
would runin constantime. However, sincethereis no populationcountinstructionon
mostof the otherarchitecturegespeciallyon the widespreadntel IA32 platform),we
have decidednotincludeit in the setof primitive operationsMoreover, the compleity
of populationcountdoesnot significantlyinfluencethe (average-casegomplexity of
thederivedalgorithms.

All-one and Common Alter nation Parity. The secondandthird functions,important
for several derived algorithms(more precisely they are usedin Algorithm 4 and Al-
gorithm 5), arethe all-one and commonalternationparity of n-bit strings,definedas
follows. (Note that while the Hammingweight hasvery mary useful applicationsin
cryptographythe functionsdefinedin this sectionhave never been,asfar aswe know,
usedbeforefor any cryptographicr otherpurpose.)

The all-one parity of an n-bit numberz is anothern-bit numbery = aop(z) s.t.
y; = 1 iff thelongestsequenc®f consecuire one-bitsz;z;41 ...zi4; = 11...1 has
oddlength.

Thecommonralternationparity of two n-bit numberse andy is afunctionC(z, y)
with thenext properties(1) C(z,y); = 1, if £; is evenandnon-zero(2) C(z,y); = 0,
if £; is odd,(3) unspecifiedeither0 or 1) if £; = 0, where/; is thelengthof thelongest
commonalternatingbit chainz; = y; # ;41 = Yit1 # Tit2 = Yit2 .-+ # Tips; =
Yi+e;» Wherei + £; < n — 1. (In both casescountingstartswith one.E.g.,if z; = y;
butz; 11 # yir1 thent; = 1andC(z,y); = 0.) W.l.o.g.,we will define

C(z,y):=aop(~(z ®yY) A (=(zDy)>1) A (z @ (z>>1))) .

For both the all-one and common alternationparity we will also needtheir “du-
als” (denotedas aop” and C™), obtainedby bit-reversingtheir arguments.That is,



Algorithm 1 Log-timealgorithmfor aop(z)

INPUT: z € X", nisapower of 2
OUTPUT:ao0p(x)

z[l] =z A (z>1);

Fori < 2tolog,n—1do x[i] < z[i — 1] A (z[i — 1]>>2¢71);

y[1] < = A —z[1];

Fori < 2tolog,ndo y[i] < y[¢ — 1]V ((y[i — 1]>>21—1) Aeli —1]);
Returny(log, nJ;

aprwNE

aop”(z,y) = aop(',y’), wherez} := z,_; andy; := y,—;. (SeeFig. 1.) Notethatfor
e\/el’y(x,y) andi! C(way)’l =1= C(m7y)i+1 = C(.’E,y)i_l =0.

Clearly; Algorithm 1 findsthe all-oneparity of z in time @(logn). (It is sufiicient
to notethat z[i]; = 1 if andonly if the numbern; of onesin the sequencéz; =
Lzjyr = 1,...,%j4n;—1 = 1,Zjn;—2 = 0) is atleast2’ andy[i]; = 1 iff n; is
an odd numbernot biggerthan27.) Thereforealso C(z,y) canbe computedin time
O(logn).

4 Log-time Algorithm for Differ ential Probability of Addition

In this sectionwe saythatdifferentiald = («, 8 — «) is “good” if eqla < 1,8 K
1,7 € 1) A (xor(a, 3,7) @ (a < 1)) = 0. Alternatively, § is not “good” iff for
somei € [0,n — 1], ai—1 = Bic1 = vie1 # o; ® B; @ ;. (Rememberthat
a_1 = f-1 = v—1 = 0.) Thenext algorithmhasa simplelineartime version,suitable
for “manualcryptanalysis”(1) Check,whethers is “good”, usingthe secondiefinition
of “goodness”(2) If § is “good”, countthenumberof positionsi # n — 1, s.t.thetriple
(s, Bi, ;) containshothzerosandones.

Theorem1. Letd = (a,8 — <) bean arbitrary differential. Algorithm 2 returns
DP™(8) in ime@(log n). More preciselyit worksin time©(1) + ¢, wheet is thetime
it takesto computewy,.

Algorithm 2 Log-timealgorithmfor DP*

INPUT: § = (o, B — )
OUTPUT. DP™(¢)

1. Ifeq(ak1,fK 1,7k 1) A (xor(a, B,7) @ (8« 1)) # 0 thenreturn0;
2. Return2~ wy, (—eq(a,B,y)Amask(n—1)). :

Restof this subsectiorconsistof a step-by-stegroof of this result,wherewe use
theLemmal, i.e.,thatDP™ (§) = P, ,[carry(z, y)Dcarry(z®a, y®B) = xor(a, B,7).



We first stateand prove two auxiliary lemmas.After that we shov how Theoreml1
follows from them,andpresentwo corollaries.

Lemma 2. LetL(z) beamappingsuthat L(0) = 0, L(1) = L(2) = § and L(3) =
1. Leta, B € X" ThenP, ,[carry(z,y)i+1 ® carry(z @ o,y @ B)it1 = la; + B; +
Ac; = j] = L(j).

Proof. We denotec = carry(z,y) andc* = carry(z @ a,y ® (), wherexz andy are
understoodrom thecontext. LetalsoAc = ¢ @ ¢*. By thedefinitionof carry, Ac; 1 =
(@iNy:)®(ziNc:) B (yine:) @ (z0a)i A(y@B)i) @ (z@a)iAc) B ((y®B)iAc)).
This formulafor Ac; 1 is symmetricin thethreepairs(z;, «;), (yi, 8;) and(c;, Ac;).
Hence thefunction f(a;, Bi, Ac;): =Py, y; e [Aci+1 = 1] is symmetric,andtherefore
fisafunctionof a; + 8; + Ac;, f(j) = Pa; yi,ei[Acit1 = 1] + Bi + Ac; = j]. One
cannow provethatPy, .. [Aciy1 = 1|y + Bi + Aci = j] = L(j) forary 0 < j < 3,
andfor ary valueof ¢; € {0,1}. For example,P, ,.[Aciy1 = 1oy + i + Aci =
1] = Py, yi[Aciy1 = (i, Bi; Aci) = (0,0,1)] = Py, . [(m: A i) © (yi A i) @
(zi A =ci) ® (5 A =e;) = 1] = Py [z = ;] = 3. The claim follows since
Pw,y[Aci-H] =Pa, [Aciqa]. a

Lemma 3. 1) Everypossibledifferentialis “good”.

2)Leté = (o, f +— ) be“good”. If i € [0,n — 1], thenP, ,[carry(z,y); ® carry(z ®
a,y ® B); = llai—1 + Bi—1 +vi—1 = j] = L(j). In particular, P, , [carry(z,y)o &
carry(z ® o,y ® B)o = 0] = 1.

Proof. 1) Let é be possiblebut not “good”. By Lemmal, thereexists ani anda pair
(z,y), s.t.carry(z, y)it1 @ carry(z ® o, y @ B)it1 = xor(a, B,7)it1 # ai = Bi = V.
Notethatthenxor(a, 3,7); = ;. Butby Lemma2, P, ., [carry(z, y)iy1 @ carry(z &
a,y ® B)it1 # vi|las = B; = ] = 0, whichis acontradiction.

2) Let § be “good”. We prove the theoremby inductionon ¢, by simultaneously
proving theinductioninvariantP, ,[carry(z,y) & carry(z ® o, y & ) = xor(a, 5,7)
(mod 2%)] > 0. BASE (i = 0). Straightforvard from Property1 and the definition
of a“good” differential. STEP (¢ + 1 > 0). We assumethat the invariantis true for
i. In particular thereexists a pair (z,y), s.t. Ac;_1 = xor(w, 3,7);_1, where Ac =
carry(z,y) @ carry(z @ o,y ® 3). Then,by Lemma2, L(j) = P, ,[Ac; = 1|a;—1 +
Bic1+Aci—1 = j] = Py y[Ac; = 1|aj—1+Bi—1+x0r(a, 8,7)i—1 = j] = PrylAc; =
1ai—1 + Bi—1 + vi—1 = j], wherethelastequationfollows from the easilyverifiable
equalityL(a; + a2 + a3) = L(a; + as + xor(a1, az2,as3)), for everya;,as,a3 € X.
This provesthe theoremclaim for . Theinvariantfor ¢, Ac; = xor(«, 3,7);, follows
from thatandthe“goodness’of §. O

Proof (Theoeml). First, § is “good” iff it is possible (The*“if ” partfollows from the
first claim of Lemma3. The“only if” partfollows from the seconcclaim of Lemma3
and the definition of a “good” differential.) Let § be possible.Then, by Lemmal,
DP+(6) = H?:_02 Pm,y[carry(xay)i S carry(:c D a,yd /8)1 = Xor(aaﬁa’Y)’i]' By
Lemmaz2, P, ,[carry(z,y); ® carry(z @ a,y & B); = xor(a,B,7);] is either1 or
%, dependingon whethera;_1 = 8;—1 = ~;—1 or not. (This probability cannotbe 0,

sinced is possibleand hence'good”.) Therefore, DP*(5) = 2~ TSy ea(afi)i =



2~ wn(—ea(a.B,7)Amask(n—1)) ' z5required.Finally, the only non-constantime computa-
tion is thatof Hammingweight. O

Note thattechnically, for Algorithm 2 to belog-timeit would have to return(say) —1
if thedifferentialis impossible or log, DP* (6), if it is not. (The othervalid possibility
would beto includedata-dependemhiftsin the setof unit-costoperations.)

Thenext two corollariesfollow straightforwardly from Algorithm 2

Corollary 1. DP™ is symmetricin its arguments.That is, for an arbitrary triple
(o, 3,7), DP*(a, B = v) = DP1(B,a = v) = DP*(a,y — B). Theefor, in par-
ticular, max, DP*(a, 8 = ) = maxg DP*(a, 8 — v) = max, DP*(q, 8 — 7).

Corollary 2. 1) [Conjectue 1, [AKM98].] Leta+ 8 =o' + B anda® B = o' @
B'. Thenfor every v, DP*(a, 3 +— ) = DP*(a/, ' — 7). 2) For every o, 3, v,
DP*(a, = v) =DPt(aAB,aV B~ 7).

Proof. We saythat («, 8) and(«’, 8) areequivalentif {a;,8:;} = {a}, 8i} fori <
n—1,anda, 1 ® Bn1 = al_1 ® Bn_1.If (a,8) and(a/, 5'") areequivalentthen
DP*(a, B = v) = DP*(«/, ' = ) by thestructureof Algorithm 2.

1) Thecorrespondingarriesc = carry(a, §) andc’ = carry(a/, §') areequal since
c=(a®B)@®(a+p)=(Cap)® (@ +p") = Thereforep + 3 = o' + ' and
a®f=dad ep iff (a,B) and(o’, ') areequivalnet.

2) Thesecondlaimis straightforvard,since(a, §) and(aAS, aV3) areequivalent
for any a andg. O

Note thata pair (z, %) is equivalentto 2!t ((z&y)Amask(n—1)) differentpairs (z*, y*).
In [DGV93, Sect.2.3]it wasbriefly mentionedhatthenumberof suchpairsis notmore
than 2%(z®v). this resultwas usedto cryptanalysdDEA. The secondclaim carries
unexpectedconnotationsvith thewell known factthata + o' = (a A ') + (a V o).

5 Statistical Propertiesof Differ ential Probability

NotethatAlgorithm 2 hastwo principalstepsThefirst stepis a constant-timeheckof
whetherthedifferentiald = (a, 8 — «) isimpossible(i.e.,whetheDP*(§) = 0). The
secondstep,executedonly if § is possible computesn log-time the Hammingweight
of ann-bit string. The structureof this algorithmraisesanimmediatequestionof what
is the densityP;[DP*(§) # 0] of the possibledifferentials,sinceits average-case
compleity (wheretheaveragds takenoveruniformly andrandomchoserdifferentials
8) is O(Ps[DP*(8) = 0] + Ps[DP1(8) # 0] - logn). Thisis one(but certainlynotthe
only or the mostimportant)motivationfor the currentsection.

Let X : § — DP*(§) be a uniformly randomvariable.We next calculatethe
exact probabilitiesP[X = {] for ary i. From the resultswe can directly derive the
distribution of X. Knowing the distribution, one can, by using standardprobabilistic
tools, calculatethe valuesof mary otherinterestingprobabilistic propertieslike the
probabilitiesP[X > ] for ary i.



Theorem2. 1) [Conjecture 2, [AKM98]] P[X #0] = % - (1)"™". 1
2)Let0 < k < n. ThenP[X = 27k = 92+k=3n . gk . (n1) — L. (T)""".

b(k;n—l,g).

Proof Leté = (a,8 — ~) beanarbitrarydifferentialandlet e = eq(a, 5,7), €' =
eq(a k1,8« 1,7v< 1) andz = xor(a, 8,7) ® (o < 1)) be convenientshorthands.
Sincea, 8 and~y aremutually independente andz (andalsoe’ andx) are pairwise
independent.

1) FromTheoreml, P[X # 0] = Ps[e' Az = 0] = [[7og (1 — Pslel = 1,z; =
1)) = [} (1 = Pslej = 1] - Pglz; = 1)) = (1-1-5) - [[}5 (1-%-3) =

7yn—1

§ .

2) Let m = mask(n — 1). First, clearly, for ary 0 < k < n, Ps[wn(e) = k] =

Pogqennlwi(e) = k] = (3)"-(3)" - () = b (k;n, 1) andthereforeP s [wn(—e A

n—1—k k n n n
m)=kl=b(n—1-kn-17) = (3) (3)7- (7)) =223 (1),
Let A denotetheeventwy,(eAm) = n—1—k andlet B denoteheevente’ Az = 0.

Let B; betheevente;Az; = 0. AccordmgtoAIgonthm 2,P[X =27% =P4s[4,B] =

P;[A] - Ps[B|A] = P(;[A] [ Ps[BilA] = 1 5 - Ps[A]- 17 Ps[Bi|A], wherewe

usedthefactthate; = 1.

1
2

Now, if i > 0 thenPs[B;le} = 1] = Pé[xt = 0] = 1, while P§[B; = 0l¢} =
0] = 1. Moreover, e} = e; 1. ThereforeH ' P[Bi|A] = ()" '~* andhence
P[X =27k = L.Ps[A]-[[7) Ps[B;|A] = b(n—l—k n - 1,%)-(%)”‘“’“:

92-2n .3k, (ngl)_Ql—f—k n:22+k 3n_ gk, (ﬂ 1) :l(Z) b(k’n_17§) O

1.
2 k 2°\8 7

Corollary 3. Algorithm2 hasaverage-casecompleity ©(1).

As anothercorollary, X = X+ X, whereX;, X5 : § — DP+(6) aretwo random
variables X, hasdomainD(X,) = {§ € %" : DP*(§) = 0}, while X; hasthecom-
plementarydomainD(X;) = {§ € X3 : DP*(§) # 0}. Moreover, X, hasconstant
distribution (sinceP[ X, = 0] = 1), while therandomvariable— log, X; hashinomial
distribution with p = % Knowledgeof the distribution helpsto find further properties
of DP* (e.g.,the probabilitiesthat DP*(§) > 2~*) by usingstandardnethodsfrom
probabilitytheory

Onecandouble checkhe correctnessf Theorem?2 by verifying that 1. (g)"—1

ob(kn—1,8) = YriP[X = 27K = P[X #£0] = L. ()" . Moreover,
S H] D(Xo)| - P[Xo = 274] + [D(X,)| - P[X; = 27#] =
(%)"_1 -b (k;n — 1, %), which agreeswvith Theorem.

We next computethe varianceof X. Clearly, E[X] = Y7 0 2 *P[X = 27%] =

277, andthereforeE[X]? = 272", Next, by usingTheorem?2 andthe basicproperties

of thebinomialdistribution E[X2] =0-P[X? = 0]+ Y} g 272 - P[X? = 27%] =
n—1 n—1 n—
(%) 027 b(kn—1,8) = 5 ()" Ty b(kn-1,3) =

n—1 n—1 _9n n—1 n—1
(5)" L TheretoreVar(X] = 3 ()" 2 2 =3 ((2)" ()" )

Notethatthedensityof possibledifferentialsP[X # 0] is exponentiallysmallin n.
Thiscanbecontrastedvith aresultof O’Connor[O’C95] thatarandomlyselectedh-bit

§ .

N o=



Algorithm 3 Algorithm thatfindsall y-s,s.t. DP*(a, 8 = v) = DP}} (a, B)

INPUT: (a, 3)
OUTPUT: All («, B)-optimal outputdifferencesy

1. Yo ¢ a0 @ fo;

2. p<+ C(e, B);

3. Fori < 1ton —1do
If i1 = Bic1 = vi—1 theny; < a; & B; B ai—1
elseif i =n —1ora; # B; orp; = 1theny; < {0,1}
elsey; « ai;

4. Returrry.

permutatiorhasafractionof 1 —e~'/2 ~ 0.4 impossibledifferentialsjndependentlyf
the choiceof n. Moreover, arandomlyselectecdh-bit compositgpermutationfO’C93],
controlledby ann-bit string, hasa negligible fraction 23" /e2"~! of impossibledif-
ferentials.

6 Algorithms for Finding Good Differ entials of Addition

The last sectiondescribedmethodsfor computingthe probability that a randomly
picked differentialé hashigh differentialprobability. While this alonemight give rise
to successfutlifferentialattacks,jt would be niceto have an efficient deterministical-
gorithm for finding differentialswith high differential probability. This sectiongives
somerelevantalgorithmsfor this.

6.1 Linear-time Algorithm for DPT

max

In this subsectionywe will describeanalgorithmthat,givenaninputdifference(a, 3),

finds all output differencesy, for which DP*(a, 8 — v) is equalto the maximum
differential probability of addition, DP}f,, (a, 8):= max, DP* (e, 8 + 7). (By Corol-
lary 1, we would getexactly the sameresultwhenmaximizingthedifferentialprobabil-
ity undera or 3.) We saythat such~ is (a, 8)-optimal Note that whenan (a, §)-

optimal «y is known, the maximum differential probability can be found by apply-
ing Algorithm 2 to § = (a,8 — +). Moreover, similar algorithmscan be used
to find “nearoptimal” v-s, wherelog, DP* (a, 8 +— 7) is only slightly smallerthan

10g2 DP$ax(a7 /8) .

Theorem 3. Algorithm3 returnsall («, 8)-optimal outputdifferencesy.

Proof (Sketch). First, we say that positions is bad if eq(a,5,7); = 0. According
to Theoreml, « is (a, 8)-optimal if it is chosenso that (1) for every ¢ > 0, if
eq(a, 8,7)i—1 = 1 thenxor(ay, Bi,vi) = a;—1, and(2) the numberof bad positionsi
is theleastamongall suchoutputdifferencesy’, for which (a, 8 — ~') is possible For



Algorithm 4 A log-timealgorithmthatfindsan («, 8)-optimaly

INPUT: (a, B)
OUTPUT: An (a, B)-optimal~y

r<—aAll;

e+ —(a®dpf)A-r;

La+eN(egK)A(ad (akl));

. p +aop”(a);

a+ (aV(a>1)A-r;

b (aVe)kl;

Y (a@p)Na)V((ad B (akl)) A-a Ab)V (aA-aA-b),
e (A V(@ B)AL);

. Returny.

CENOUTAWNE

achieving (1) we mustfirst fix v « ao ® fo, andafterthatrecursvely guarante¢hat
~; obtainsthepredictedvaluewhenerera; 1 = 8;_1 = v;—1-

This, andminimizing the numberof badi-s canbe donerecursvely for every 0 <
1 < n — 1, startingfrom i = 0. If a; # f; theni is badindependenthof the value of
~i; € {0,1}. Moreover, eitherchoiceof v placesno restrictionon choosingy; 1. This
meanghatwe canassigreithery; < 0 orv; « 1.

The situationis morecomplicatedf «; = g;. Intuitively, if £; = 2k > 0 is even,
thenthe choicey; < «a; (ascomparedo the choice~; + —a;) will resultin £ bad
positions(i,i+2, ..., i+2k—2) insteadf k badpositions(i+1,i+3, . ..,i+2k—1).
Thusthesetwo choicesareequal.Ontheotherhand,if ¢; = 2k+1 > 0, thenthechoice
v; ¢ a; wouldresultin k badpositionscomparedo k + 1 when+y; < «;, andhenceis
to be preferredoverthesecondone.We leave the full detailsof the proofto thereader

O

A lineartimealgorithmthatfindsone(a, 8)-optimaly canbederivedfrom Algorithm 3
straightforvardly, by assigningy; « a; wheneereq(a, 8,7);—1 = 0.

As anexample let uslook atthecasen = 16, a = 0x5254 and = 0x1A45. Then
C(a,8) = 0x1244, andby Algorithm 3 the setof («a, §)-optimal valuesis equalto
2155 +212p4 21 4 24 5741, whereP = {0,3,7},andX = {0, 1}, asalways.There-

fore, for example,DP}, (0x5254, 0x1445) = DP*(0x5254, 0x1A45 — 0x7011) =
278,

6.2 Log-time Algorithm for DP*

max

For alog-timealgorithmwe needa somavhatdifferentapproachsincein Algorithm 3
the value of ; dependsn that of ~;_,. However, luckily for us,~; only dependn
~i—1 if eq(a, B,7)i—1 = 1, andasseerfrom the proof of Theoren3, in mary casewe
canchoosethe outputdifferencey; ; sothateq(e, 8,7)i—1 = 0!

Moreover, the positionswhereeq(a, 5,7);—1 = 1 musthold are easily detected.
Namely (seeAlgorithm 3),if (1) ¢ = 0 anda; = 8; = 0,0r(2) ¢ > 0 anda; = S;
but p; = 0. Accordingly, we canreplacethe conditioneq(a, 3,7);—1 = 1 with the



Algorithm 5 A log-timealgorithmfor DPJ, . (a)

INPUT:
OUTPUT. DPJ, . ()

1. Return2—"h (C™ (a,) Amask(n—1)) .

condition—(a; ® B;) A p;, andtake additionalcareif i is small. By noting how the
valuesp; arecomputedpnecanprovethat

Theorem4. Algorithm4 findsan («, 8)-optimal+y.

Proof (Sketch, manydetails omitted).First, the value of p computedin the step4 is
“approximately”equalto C7(a, 8), with someadditionalcaretaken aboutthe lowest
bits. Let £" be the bit-reverseof ¢ (i.e., £ is equalto the length of longestcommon
alternatingchaina; = §; # a;_1 = Bi_1 # - . ..). Step7 computesy; (again,“approx-
imately”) as(1) v « a; ® pi, if a; = Bi, (2)vi + ;i ® Bi ® a; 1 If a; # B; but
eq(a, B,7)i—1 = land(3) v; + «; if a; # B; andeq(a, 8,7);—1 = 0. Sincethetwo
last casesare sound,accordingto Algorithm 3, we arenow left to prove that the first
choicemakes~y optimal.

But this choicemeanghatin every maximum-lengttcommonalternatingbit chain
o; = ﬂz ;é Qi1 = ﬂi—l 75 ;é Qj—gr41 = ﬂi—l;‘+1: Algorithm4Choose$” bits
v, § € [i — £ + 1,i], to beequalto a;—¢r 1 = Bi—¢r+1. By approximatelythe same
armgumentsasin theproofof Theorens, this choicegivesriseto | ; /2| badbit positions
in thefragment[i — £ + 1,4]; every otherchoiceof bits ; would resultin atleastas
mary badpositions.Moreover, since—(a;11 = Bir1 # a; = B3;), it hasto bethecase
thateithera; 11 # Biy1 Or a1 = Bir1 = a; = B;. In thefirst casebothchoicesof 4;
makei + 1 bad.In thesecondcasewe mustlatertake v; 11 < a1, whichmakesi + 1
good,andenablesisto startthe next fragmentfrom the positioni + 1. (Intuitively, this
lastfactis alsothereasorwhy aop” is herepreferredoveraop.) O

Note that Biham and Shamir used the fact DP*(a,f = a®B) =
2-wn((avB)Amask(n—1)) in their differential cryptanalysis of FEAL in [BS91H4.
Often this value is significantly smaller than the maximum differential probability
DP/, (e, B). For example,if « = B = 2" — 1, thenDP} (a,8) = %, while
DP(a,8 = a® f) = DP'(a, B — 0) = 27!, However, sinceFEAL only uses
8-bit addition, it is possibleto find («, 3)-optimal outputdifferencesy by exhaustie
searchThis hasbeendone,for example,in [AKM98].

6.3 Log-time Algorithm for Double-Maximum Differ ential Probability

We next shaw thatthe double-maximundifferential probability

DP}

2max

(2):=maxDP*(a, f = 7) = max DP,,(a, §)
7’7

of additioncanbecomputedn time @ (log n). (As seerfrom Algorithm 3,DP}. (a, )

is a symmetricfunction and henceDP3. .. (a) is equalto DP*(a, 8 — v) maxi-
mized underary two of its threearguments.)in particular the next theoremshows
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Fig. 2. Tatulanon of valueslog, DPQmax( ), 0 < a < 255, for n = 8. For example,
DP},.,(64) = L andDP}, . (53) = 27*

thatDP}, .. (a) is equalto the (morerelevantfor the DC) valuemaxgo DP. (a, B)
whenerer a # 0. Note that the naive algorithmfor the sameproblemworksin time

2(2*"), which malkesit practicallyinfeasibleevenfor n = 16.
Theorem5. For everya € X7, Algorithm5 computedP5, . () in timeO@(logn).

Proof (Sletdh). By thesameargumentsasin theproofof previoustheoremgiveninputs
(a, @), thevaluey:=a ® (CT(a a) A mask(n — 1)) is (a, a)-optimal. We now prove
by contradictionthat DPZmax( ) = DP}. (a,a). Let B # « and~' be suchthat
DP*(a,8 ') > DP}  (a,a). By Algorlthms 2 and4, thereisani < n — 1
suchthateq(a,ﬁ, Ny =1 andC’”(a,a)i = 1. But then, on the other hand,since
the differential (o, 3 — ') is possibleand C"(a, a); = 1, it is alsothe casethat
eq(a, B,7)i—1 = 0. SinceC"(a,a); = 1 = C"(a,a);—1 = 0, we have alsothat
C™(a,a);—1 = 0. ThereforeDP ™ (a, B — ') < DPmaX( Q). o

Straightforvardly, Theorem helpsto find mary interestingpropertiesof DPJ, . . For
example,DP}, . (a) = 1iff a A (2"~ — 1) = 0, andmin, DPJ, . () = 27/2.
Anotherconsequences thatDP2maX( ) =1iff(Q)an(@t—1)=-2°+1for
somel < s < n,0r(2) aA (2" — 1) = 2% for some0 < s < n — 1. For better
understandingall valuesof DP3, . (), n = 8, aredepictedn Fig. 2.

Onceagain,our resultsmay be comparedwith the resultsin [0’C93,0'C95 that
shaw thatfor ann-bit permutation(resp.compositepermutationcontrolledby ann-
bit string) the expectedprobability of the maximumnonzeradifferentialis < n /27!
(resp.~277).

Further Work and Acknowledgments

While we leave practicalapplicationsof our resultsasan openquestionwe notethat
our resultshave alreadybeenusedin [MYQO] for truncateddifferential cryptanalysis
of Twofish.

The currentwork basessomeavhaton [Mor00Q], thathada (correct)lineartime al-
gorithmfor DP™, but with anincorrectproof. We would like to thank Eli Biham for
notifying usabouttheresultspresentedn thefull versionof [BS914.
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