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Abstract. In thispaperwesystematicallystudythedifferentialpropertiesof ad-
dition modulo

���
. Wederive �	��

������� -timealgorithmsfor mostof theproperties,

includingdifferentialprobabilityof addition.Wealsopresentlog-timealgorithms
for finding gooddifferentials.Despitethe apparentsimplicity of modularaddi-
tion, the bestknown algorithmsrequirenaive exhaustive computation.Our re-
sults representa significantimprovementover them.In the mostextremecase,
we presentacomplexity reductionfrom ��� ��� � � to �	��

������� .
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1 Intr oduction

Oneof themostsuccessfulandinfluentialattacksagainstblock ciphersis Differential
Cryptanalysis(DC), introducedby Biham andShamirin 1991[BS91a]. For many of
the block ciphersproposedsincethen,provablesecurityagainstDC (definedby Lai,
Massey andMurphy[LMM91] andfirst implementedby NybergandKnudsen[NK95])
hasbeenoneof theprimarycriteriausedto confirmtheirpotentialquality.

Unfortunately, few approachesto proving securityhavebeenreallysuccessful.The
original approachof [NK95] hasbeenusedin designingMISTY andits variantKA-
SUMI (the new 3GPPblock cipherstandard).Another influential approachhasbeen
the“wide trail” strategy proposedby Daemen[Dae95], appliedfor examplein thepro-
posedAES,Rijndael.Themainreasonfor thesmallnumberof successfulstrategiesis
thecomplex structureof modernciphers,which makesexactevaluationof their differ-
entialpropertiesinfeasible.Thishas,unfortunately, ledto asituationwherethesecurity
againstDC is oftenevaluatedby heuristicmethods.

We approachtheabove problemby usingthebottom-upmethodology. That is, we
evaluatemany sophisticateddifferentialpropertiesof oneof themost-used“non-trivial”
block ciphercornerstones,additionmodulo ��� for ���! . We hopethat this will help
to evaluatethedifferentialpropertiesof largercompositecipherpartslike thePseudo-
HadamardTransform,with the entirecipherbeingthefinal goal.Thealgorithmspro-
posedherewill enablethe advancedcryptanalysisof block ciphers.We hopethatour



resultswill facilitatecryptanalysisof suchstreamciphersandhashfunctionsthatuse
additionandXOR at thesametime.

Importance of Differ ential Properties of Addition. Originally, DC wasconsidered
with respectto XOR, andwas generalizedto DC with respectto an arbitrarygroup
operationin [LMM91]. In 1992,Berson[Ber92] observedthat for many primitive op-
erations,it is significantlymoredifficult to apply DC with respectto XOR thanwith
respectto additionmodulo ��" � . Most interestingly, heclassifiedDC of additionmodulo��� itself, with � sufficiently big, with respectto XOR to behardto analyze,giventhe
(then)currentstateof theory.

Until now it hasseemedthattheproblemof evaluatingthedifferentialpropertiesof
additionwith respectto XOR is hard.Hereafter, weomit the“with respectto XOR” and
take theadditionto bealwaysmodulo ��� . Thefastestknown algorithmsfor computing
thedifferentialprobabilityof addition #%$'&)(+*',.-0/132547698%:<;>= ?A@B(DCFEHGI4�JK(.(DCLJH*�4ME(DG�JN-�4O4P8Q2�R is exponentialin � . Thecomplexity of thealgorithmsfor themaximum
differential probability #S$ & T�U+V (+*',.-�4W6
8YX[Z�\A]'#S$ & (^*_,O-0/13254 , the double-maximum
differentialprobability #%$ &` T�U+V (+*�4a698YXbZc\ed = ]_#S$ & (^*_,O-0/13254 , andmany otherdiffer-
entialpropertiesof additionarealsoexponentialin � .

With small � (e.g., �H8gf or evenwith �H8h �i ), exponential-in-� computationis
feasible,asdemonstratedin thecryptanalysisof FEAL by Aoki, KobayashiandMoriai
in [AKM98]. However, this is not thecasewhen �H�kjl� asusedin therecent128-bit
block cipherssuchasMARS, RC6 andTwofish. In practice,if �m�njl� , both cipher
designersandcryptanalystshave mostlymadeuseof only a few differentialproperties
of addition. (For example,letting C�o be the leastsignificantbit of C , they often use
the propertythat *po<Jq-ro<JQ2sot83u .) It meansthat block ciphersthat employ both
XOR andadditionmodulo � � arehardto evaluatethe securityagainstDC dueto the
lackof theory. Thishasled to thegeneralconcernthatmixeduseof XOR andmodular
additionmight addmoreconfusion(in Shannon’ssense)to a cipherbut “nonehasyet
demonstratedto haveaclearunderstandingof how to produceany proofnorconvincing
argumentsof theadvantageof suchanapproach”[Knu99]. Onecouldsaythatthey also
addmoreconfusionto thecipherin thelayman’ssense.

Therehasbeensignificantongoingwork onevaluatingthesecurityof such“confus-
ing” blockciphersagainstdifferentialattacks.Someof thesepapershavealsosomewhat
focusedonthespecificproblemof evaluatingthedifferentialpropertiesof addition.The
full versionof [BS91b] treatedsomedifferentialprobabilitiesof additionmodulo ���
andincludeda few formulasusefulto compute#%$ & , but did not includeany concrete
algorithmsnorestimationsof theircomplexities.Thesameis truefor many laterpapers
thatanalyzedcipherslike RC5,SAFER,andIDEA. Miyano [Miy98] studiedthesim-
pler casewith oneaddendfixedandderiveda linear-time algorithmfor computingthe
correspondingdifferentialprobability.

Our Results. We developa framework that allows the extremelyefficient evaluation
of many interestingdifferentialpropertiesof modularaddition.In particular, mostof
thealgorithmsdescribedhereinrun in time,sublinearin � . Sincethis would beimpos-
siblein theTuringmachinemodel,wechoseto usearealisticunit-costRAM (Random



AccessMachine) model,whichexecutesbasic� -bit operationslikeBooleanoperations
andadditionmodulo �>� in unit time,asalmostall contemporarymicroprocessorsdo.

Thechoiceof this modelis clearlymotivatedby the popularityof suchmicropro-
cessors.Still, for several problems(althoughsometimesimplicitly) we alsodescribe
linear-time algorithmsthat might run fasterin hardware. (Moreover, the linear-time
algorithmsareusuallyeasierto understandandhenceserve an educationalpurpose.)
Nevertheless,the RAM model was chosento be “minimal”, suchthat the described
algorithmswould be directly usableon asmany platformsaspossible.On the other
hand,we immediatelydemonstratethepower of this modelby describingsomeuseful
log-timealgorithms(namely, for theHammingweight,all-oneparity andcommonal-
ternationparity).They becomevery usefullaterwhenwe investigateotherdifferential
properties.Oneof them(for the commonalternationparity) might be interestingby
itself; wehavenot metthis algorithmin theliterature.

After describingthemodelandthenecessarytools,weshow that #S$_& canbecom-
putedin time v[(DwBx>y_�p4 in theworst-case.Thecorrespondingalgorithmhastwo princi-
palsteps.Thefirst stepchecksin constant-timewhetherthedifferentialz<8{(+*',.-0/13254
is impossible(i.e.,whether#S$ & (^z�4|8Qu ). Thesecondstep,executedonly if z is possi-
ble,computestheHammingweightof an � -bit stringin time v[(DwBx>y_�p4 . As a corollary,
we proveanopenconjecturefrom [AKM98].

The structureof the describedalgorithmraisesan immediatequestionof what is
the densityof the possibledifferentials.We show that the event #S$_&}(^z�4q~8�u oc-

curswith thenegligible probability
���������s� �e� � (This provesanopenconjecturestated

in [AKM98]). Thatis, thedensityof possibledifferentialsis negligible, so #%$ & canbe
computedin time v[(� �4 in the average-case.Theseresultscanbe furtherusedfor im-
possibledifferentialcryptanalysis,sincethe bestpreviously known generalalgorithm
to find non-trivial impossibledifferentialswasby exhaustivesearch.Moreover, thehigh
densityof impossibledifferentialsmakesdifferentialcryptanalysismoreefficient;most
of thewrongpairscanbefilteredout [BS91a,O’C95].

Furthermore,wecomputetheexplicit probabilities:<�l@ #%$ & (+z�4|8���R for any �7,|u������ . This helpsus to computethe distribution of the randomvariable ��6�zH/1#S$ & (^z�4 , and to createformulasfor the expectedvalue and varianceof the random
variable � . Basedon this knowledge,one can easily computethe probabilitiesthat:b@ ������R for any � .

For thepracticalsuccessof differentialattacksit is not alwayssufficient to pick a
randomdifferentialhopingit will be “good” with reasonableprobability. It would be
nice to find gooddifferentialsefficiently in a deterministicway. Both cipherdesigners
andcryptanalystsareespeciallyinterestedin finding the“optimal” differentialsthatre-
sult in themaximumdifferentialprobabilitiesandthereforein thebestpossibleattacks.
For this purposewe describea log-timealgorithmfor computing#S$_&T�U+V (^*_,O-�4 anda 2
thatachievesthis probability. Both thestructureof thealgorithm(which makesuseof
the all-oneparity) andits proof of correctnessarenontrivial. We alsodescribea log-
timealgorithmthatfindsapair (D-|,O2�4 thatmaximizesthedouble-maximumdifferential
probability #%$'&` T�U+V (^*M4 . We show that for many nonzero* -s, #S$_&` T�U+V (+*�4 is very close
to one.A summaryof someof our resultsis presentedin Table1.
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Table1. Summaryof theefficiency of our mainalgorithms

Road map. We give somepreliminariesin Sect.2. Section3 describesa unit-cost
RAM model,andintroducesthe readerto several efficient algorithmsthat arecrucial
for the later sections.In Sect.4 we describea log-time algorithmfor #S$_& . Section5
givesformulasfor thedensityof impossibledifferentialsandotherstatisticalproperties
of #S$ & . Algorithms for maximumdifferential probability and relatedproblemsare
describedin Sect.6.

2 Preliminaries

Let §¨8ª©�uI,� �« be the binary alphabet.For any � -bit string C­¬­§�� , let C�®¯¬­§
be the � -th coordinateof C (i.e., C�8±° �e� �®³² o C ® � ® ). We alwaysassumethat C ® 8nu if�)~¬´@ ur,O�¶µ  �R . (Thatis, C¶8 °¸·� · C ® �

® .)
Let J , ¹ , º and » denote � -bit bitwise “XOR”, “OR”, “AND” and “negation”,

respectively. Let C�¼½� (resp.C�¾½� ) denotetheright (resp.theleft) shift by � positions
(i.e., C}¼m�76
8À¿DCÂÁ>� ®�Ã and C)¾m�7698%� ® C3X[xAÄ¯��� ). Addition is alwaysperformedmodulo��� , if notstatedotherwise.Forany C , G and Å wedefineÆ�Ç�(DC�,OGÂ,.Åe4W6
8�(+»�C�J�GI4Wº�(�»�C�J�Åe4
(i.e., Æ�Ç�(DC�,OGÂ,.Åe4�®M8{ KÈ�É C�®Ê8QG>®�8qÅ�® ) and ËcÌeÍ�(DC�,OGÂ,.Åe4W6
8�C�J�G<J�Å . For any � , letÎSÏ�ÐaÑ (^�p4W6
8	����µH . For example, (.(+»Mul4s¾­ �4 o 8Qu .
Addition modulo ÒIÓ . Thecarry, Ô Ï Í�ÍBÕA(^Cp,.GA4a698%Ö%¬Y§�� , Cp,OGÀ¬×§�� , of addition C'EbG is
definedrecursivelyasfollows.First, Öao>6
8%u . Second,Ö ® & � 6
8�(DC ® º�G ® 4.J�(^C ® ºMÖ ® 4.J�(^G ® ºMÖ ® 4 ,
for every �P�¸u . Equivalently, Öa® & � 8½ KÈ[É C�®�ENGl®�E Öa®'�Q� . (That is, thecarrybitÖa® & � is a functionof thesumC�®lE�G>®>EYÖa® .) Thefollowing is abasicpropertyof addition
modulo � � .
Property1. If (DC�,OGI4P¬�§��LØ�§�� , then C�ENG[8¸C�JÙG�J�Ô Ï Í+ÍBÕI(DCp,.GI4 .
Differ ential Probability of Addition. We definethe differential of additionmodulo��� asa triplet of two input andoneoutputdifferences,denotedas (+*',.-H/1ª254 , where*',.-|,�2Y¬Y§�� . Thedifferentialprobabilityof addition is definedasfollows:

#S$ & (^z�4'8¸#S$ & (^*_,O-0/13254W6
8%: ;>= ? @B(DCbEÙGI45JQ(O(^C[J�*�4pEQ(DG<JÙ-�4O4'8�2�RbÚ
Thatis, #S$ & (^z�4W6
8	Û7©�Cp,.GL6r(^C�EÙGI45J¸(O(DCbJÙ*M4pEQ(DG	JN-�4.4'8H2�«cÁ>� � � . We saythat z is
impossibleif #%$ & (+z�4'8Qu . Otherwisewesaythat z is possible. It followsdirectly from
Property1 thatonecanrewrite thedefinitionof #S$ & asfollows:

Lemma 1. #%$ & (^*_,O-0/1Ü2�4|8¸:<;�= ?A@ Ô Ï Í+ÍBÕr(DC�,OGI4>JÀÔ Ï Í�Í³ÕI(DCPJL*_,OG|JL-�4'8HË�ÌeÍ�(^*_,O-',�254¥R .



Probability Theory. Let � be a discreterandomvariable.Exceptfor a few explic-
itly mentionedcases,we always deal with uniformly distributed variables.We note
that in the binomial distribution, :b@ �Ý8ßÞsR¯8áà�âA(O bµ�à�4O�e�Ââ � � â � 8�69ãM(+ÞÂä.�Ê,^à�4 , for
somefixed um�åàæ�� and any Þ!¬èç£ç � & � . From the basicaxiomsof probabil-
ity, ° � â ² o ãM(�ÞÂäO�Ê,+à�4L8� . Moreover, the expectationé�@ ��R<8 ° � â ² o Þ � :b@ �ê8ÜÞsR
of a binomially distributed randomvariable � is equal to �Aà , while the varianceë	ìIí @ �×R�8Qé�@ � � R�µ´é�@ �×R � is equalto �Aà�(� }µ¶à�4 .

3 RAM Model and SomeUsefulAlgorithms

In the � -bit unit-costRAM model,somesubsetof fixed � -bit operationscanbe exe-
cutedin constanttime. In thecurrentpaper, we specifythis subsetto bea smallsetof� -bit instructions,all of whicharereadilyavailablein thevastmajorityof contemporary
microprocessors:Booleanoperations,addition,andtheconstantshifts.Weadditionally
allow unit-costequality testsand(conditional)jumps.On the otherhand,our model
doesnot includetablelook-upsor (say)multiplications.Sucha restrictionguarantees
that algorithmsefficient in this modelarealsoefficient on a very broadclassof plat-
forms,includingFPGAandotherhardware.This is furtheremphasizedby thefactthat
ouralgorithmsneedonly a few bytesof extramemoryandthusaverysmallcircuit size
in hardwareimplementations.

Many algorithmsthat we derive in the currentpapermake heavy useof the three
non-trivial functionsdescribedbelow. Thepowerof our minimal computationalmodel
is stressedby thefactthatall threefunctionscanbecomputedin time v[(^w³xly'�p4 .
Hamming Weight. Thefirst functionis theHammingweightfunction(alsoknown as
the populationcountor, sometimes,assidewaysaddition) î}ï : For Cq8 ° �e� �®B² o C�®¥� ® ,î ï (^C�4À8 ° �e� �®³² o C ® , i.e., î ï countsthe “one” bits in an � -bit string. In the unit-cost
RAM model, î ï (DCÂ4 can be computedin v[(DwBx>y'�p4 steps.Many textbookscontain(a
variationof) thenext algorithmthatwe list hereonly for thesakeof completeness.

INPUT: C
OUTPUT: î ï (DC�4
1. C¶ðÜCFµ�(O(^Cñ¼­ �45º¯òlóAôeôeôeôeôsôeôeôsõ�4 ;
2. C¶ðö(^C�º¯ò>óI÷e÷e÷e÷s÷e÷e÷e÷sõ�4�E¸(.(DCñ¼m�>4pº¶òlóI÷s÷e÷e÷e÷e÷s÷e÷sõ�4 ;
3. C¶ðö(^C�E¸(^Cñ¼Køe4O4�º¶òlóIòlùIò>ùIòlùIòlùeõ ;
4. C¶ðÜC�EQ(DCP¼kfl4 ;
5. C¶ðö(^C�E¸(^Cñ¼­ �il4.45º¯ò>óIòeòeòeòsòeòe÷lùAõ ;
6. ReturnC ;

Additional time-spacetrade-offsarepossiblein calculatingtheHammingweight.If�×8qÖWú , thenonecanprecompute�>û valuesof î ï (D��4 , u[�H�'ü��>û , andthenfind î ï (DC�4
by doing ú�8K��ÁcÖ tablelook-ups.This methodis fasterthanthemethoddescribedin
thepreviousparagraphif úª�{wBx>y � � , which is thecaseif �H8gjs� and úö¬�©�fr,� �iA« .
However, it alsorequiresmorememory. While wedonotdiscussthismethodhereafter,
our implementationsuseit, sinceit offersbetterperformanceon 32-bit processors.
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Fig.1. A pair � ý���� � with correspondingvalues �
	�� � ý � , �
	�� � � ý � , � � ý���� � and

� � � ý���� � . Here,
for example, �
	�� � ý � ��� þ ¤ since ¤ þ�ý �����þ�ý ��� and

�����0��� þ ¤ is odd.On theotherhand,� � � ý���� � � þ ¤ sinceý � þ�� � �þ´ý ¢ þ�� ¢ �þ´ý � þ�� ���þÙý � þ�� � þ´ý! |þ��� , and " �$# is even.
Since%'& þ # , we couldhave takenalso

� � ý��(� ��& þ ¤
Interestingly,many ancientandmodernpowerarchitectureshaveaspecialmachine-

level “cryptanalyst’s” instructionfor î ï (mostlyknownasthepopulationcountinstruc-
tion): SADDon the Mark I (sic), CX� X) on the CDC Cyber series,A� PS) on the
CrayX-MP, VPCNTon theNEC SX-4,CTPOPon theAlpha 21264,POPCon theUl-
tra SPARC, POPCNTon the Intel IA64, etc. In principle,we could incorporatein our
modela unit-timepopulationcountinstruction,thenseveral laterpresentedalgorithms
would run in constanttime.However, sincethereis no populationcountinstructionon
mostof theotherarchitectures(especiallyon thewidespreadIntel IA32 platform),we
havedecidednot includeit in thesetof primitiveoperations.Moreover, thecomplexity
of populationcountdoesnot significantly influencethe (average-case)complexity of
thederivedalgorithms.

All-one and CommonAlter nation Parity . Thesecondandthird functions,important
for several derived algorithms(moreprecisely, they areusedin Algorithm 4 andAl-
gorithm 5), arethe all-oneandcommonalternationparity of � -bit strings,definedas
follows. (Note that while the Hammingweight hasvery many usefulapplicationsin
cryptography, thefunctionsdefinedin this sectionhave neverbeen,asfar aswe know,
usedbeforefor any cryptographicor otherpurpose.)

The all-one parity of an � -bit number C is another� -bit number GÙ8 Ï Ì+*e(DCÂ4 s.t.G ® 8­ if f thelongestsequenceof consecutiveone-bitsC ® C ® & � Ú�Ú�ÚOC ® &�, 8­ l |Ú�Ú�ÚW has
oddlength.

Thecommonalternationparity of two � -bit numbersC and G is a function -[(^Cp,.GA4
with thenext properties:(1) -[(DC�,OGI4 ® 8{ , if . ® is evenandnon-zero,(2) -[(^Cp,OGI4 ® 8Qu ,
if . ® is odd,(3) unspecified(either u or  ) if . ® 8¸u , where. ® is thelengthof thelongest
commonalternatingbit chain C ® 8kG ® ~8{C ® & � 8{G ® & � ~8kC ® & � 8kG ® & � Ú�Ú�ÚÊ~8kC ® &0/�1 8G ® &0/�1 , where ��E2. ® �q�×µ� . (In bothcases,countingstartswith one.E.g., if C ® 8kG ®
but C�® & � ~8¸G>® & � then .�®p8{ and -[(^Cp,OGI4O®�8¸u .) W.l.o.g.,we will define

-[(^Cp,.GA4a698 Ï Ì3*e(�»P(DC�JNGI45ºt(+»P(^C�JÙGI4s¼­ �4�ºt(^C�J¸(^Cñ¼­ �4O4.4tÚ
For both the all-one and common alternationparity we will also need their “du-
als” (denotedas Ï Ì+*54 and -64 ), obtainedby bit-reversing their arguments.That is,



Algorithm 1 Log-timealgorithmfor Ï Ì3*s(DCÂ4
INPUT: ý87$9 � , � is a power of

�
OUTPUT: �
	�� � ý �

1. ý;: ¤=< þ´ý�> � ý@? ¤W� ;
2. For A;B � to 

��� � � � ¤ do ý�: AC<!B ý;: A � ¤D< > � ý;: A � ¤D< ? ��ECF � � ;
3. �+: ¤D<!B ý�>HGÂý;: ¤D< ;
4. For A;B � to 

��� � � do �+: AC<!B �+: A � ¤D<�IF�£� �3: A � ¤=< ? � EJF � � >�ý;: A � ¤D<B� ;
5. Return�+: 

��� � �!< ;
Ï Ì+*�4l(DC�,OGI4'8 Ï Ì3*e(^C�K�,OG!K 4 , whereC�K® 6
8¸C �e� ® and G!K® 6
8�G �e� ® . (SeeFig. 1.) Notethatfor
every (DC�,OGI4 and � , -[(DC�,OGI4 ® 8K SÉL-[(^Cp,OGI4 ® & � 8M-[(^Cp,OGI4 ® � � 8�u .

Clearly, Algorithm 1 findstheall-oneparity of C in time v[(^w³xly'�p4 . (It is sufficient
to note that C�@ ��R , 8  if andonly if the number � , of onesin the sequence(DC , 8 >,OC ,.& � 8� l,�Ú�Ú�Úa,.C ,.& �5N�� � 8� l,OC ,.& �5Na� � 8±ul4 is at least � ® and G�@ ��R , 8� if f � , is
an odd numbernot bigger than � , .) Thereforealso -[(^Cp,OGI4 canbe computedin timev[(DwBx>y'�p4 .

4 Log-time Algorithm for Differ ential Probability of Addition

In this sectionwe saythat differential z×83(+*',.- /1 254 is “good” if Æ�Ç�(^*�¾á l,O-¶¾ >,�2�¾  �4}º (�Ë�ÌeÍ�(^*_,O-',�254�J (+* ¾  �4O4N8ßu . Alternatively, z is not “good” if f for
some �Q¬ö@ uI,O��µ! �R , * ® � � 8¨- ® � � 8 2 ® � � ~8 * ® J½- ® Jm2 ® . (Rememberthat* � � 8Q- � � 8¸2 � � 8qu .) Thenext algorithmhasa simplelinear-timeversion,suitable
for “manualcryptanalysis”:(1) Check,whetherz is “good”, usingtheseconddefinition
of “goodness”;(2) If z is “good”, countthenumberof positions�)~8¸��µ� , s.t.thetriple(^* ® ,.- ® ,�2 ® 4 containsbothzerosandones.

Theorem1. Let z�8�(+*',.-h/1�254 be an arbitrary differential. Algorithm 2 returns#S$ & (^z�4 in time v[(DwBx>y'�p4 . Moreprecisely, it worksin time v[(O �4IEPO , where O is thetime
it takesto computeî}ï .

Algorithm 2 Log-timealgorithmfor #%$ &
INPUT: Q þ �CR ��SUTVXW �
OUTPUT:

�P� � �CQ��
1. If YDZs�CR\[ ¤ �(S [K¤ ��W [ ¤W� > �^] 	`_ �CR ��Sa��W �3bN� S [ ¤W�£� �þ # thenreturn

#
;

2. Return
� F�c�dfehg�iCj�elknm o�m p
qsr �c�stvu e � F � qsq

;

Restof this subsectionconsistsof a step-by-stepproof of this result,wherewe use
theLemma1, i.e.,that #S$ & (^z�4|8Q:<;�= ?e@ Ô Ï Í+ÍBÕr(DC�,OGI4 J<Ô Ï Í+ÍBÕr(DC5J	*_,OG�J%-�4ñ8 ËcÌeÍ�(^*_,O-|,O2�4 .



We first stateand prove two auxiliary lemmas.After that we show how Theorem1
follows from them,andpresenttwo corollaries.

Lemma 2. Let w�(^C�4 bea mapping, such that w�(^us4|8�u , w�(� �4Ê8xwS(+�>4Ê8 �� and w�(+jl4Ê8 . Let *_,O-Ù¬Y§�� . Then:<;>= ?A@ Ô Ï Í+ÍBÕr(DC�,OGI4 ® & � J Ô Ï Í�Í³ÕI(DCbJN*_,OG�JN-�4 ® & � 8{ �y * ® EÙ- ® Ez Ö ® 8{)>R�8xw�(^)s4 .
Proof. We denoteÖb8!Ô Ï Í�Í³Õr(^Cp,.GA4 and Ö�|b8 Ô Ï Í+ÍBÕr(DCÀJ¸*',.G�JH-�4 , where C and G are
understoodfrom thecontext. Let also

z Ö)8QÖÂJ�Ö�| . By thedefinitionof carry,
z Öa® & � 8(DC�®�º)G>®¥4�JY(DC�®�º�Öa®¥4�JY(DG>®aºSÖa®¥4�J�(.(DC_JL*�4O®�º (^GMJF-�4�®¥4�JY(O(DC_JL*M4�®�ºSÖ�|® 4�J�(.(DGÊJb-�4O®�ºSÖ�|® 4 .

This formulafor
z Öa® & � is symmetricin thethreepairs (DC�® ,.*�®+4 , (^G>®O,.-�®�4 and (+Öa®O, z Öa®�4 .

Hence,thefunction }M(^*�®�,.-�®., z Öa®�4W6
8%: ; 1 = ? 1 = û 1 @ z Öa® & � 8½ �R is symmetric,andtherefore} is a functionof *�®lE�-�®>E z Öa® , }M(^)e4|8¸: ; 1 = ? 1 = û 1 @ z Öa® & � 8{ �y *�®>E×-�®>E z Öa®�8~)>R . One
cannow provethat :<; 1 = ? 1 @ z Ö ® & � 8m �y * ® EÙ- ® E z Ö ® 8~)>Rp8�w�(v)e4 for any ub�{)À�¸j ,
andfor any valueof Ö ® ¬K©�uI,� �« . For example, :<; 1 = ? 1 @ z Ö ® & � 8  ny * ® E�- ® E z Ö ® 8 aRS8n:<; 1 = ? 1 @ z Ö ® & � 8Ü �y³(^* ® ,.- ® , z Ö ® 4b8Ü(+uI,.ur,� �4¥R�8±:<; 1 = ? 1 @B(DC ® ºtÖ ® 4|J½(DG ® ºtÖ ® 4'J(DC ® º »MÖ ® 4)J!(^C ® ºH»MÖ ® 408  aRL8ª:<; 1 = ? 1 @ C ® 8 G ® RÀ8 �� . The claim follows since:<;�= ?A@ z Ö ® & � R�8¸:<; 1 = ? 1 @ z Ö ® & � R . ��
Lemma 3. 1) Everypossibledifferential is “good”.
2) Let z	8m(^*_,O-0/13254 be“good”. If �'¬´@ ur,O�bµÙ �R , then : ;�= ? @ Ô Ï Í+ÍBÕr(DC�,OGI4�®AJtÔ Ï Í�Í³Õr(^C	J*',.G�J -�4�®}8! ny *�® � � E -�® � � E 2A® � � 8�)�R|8�w�(v)e4 . In particular, : ;�= ? @ Ô Ï Í+ÍBÕr(DC�,OGI4 o JÔ Ï Í+ÍBÕr(DC�J�*_,OG	JN-�4 o 8¸u�RÂ8K .
Proof. 1) Let z be possiblebut not “good”. By Lemma1, thereexists an � anda pair(DCp,.GI4 , s.t. Ô Ï Í�ÍBÕr(DCp,.GI4 ® & � JYÔ Ï Í�Í³Õr(^C	J0*',.G}JY-�4 ® & � 8HËcÌeÍ�(^*_,O-|,O2�4 ® & � ~8¸* ® 8�- ® 8�2 ® .
Notethatthen Ë�ÌeÍ�(^*_,O-',�254 ® 8�2 ® . But by Lemma2, :<; 1 = ? 1 @ Ô Ï Í+ÍBÕr(DC�,OGI4 ® & � JNÔ Ï Í+ÍBÕI(DC�J*',.G	J�-�4 ® & � ~8�2 ® y * ® 8¸- ® 8�2 ® RÂ8¸u , which is a contradiction.

2) Let z be “good”. We prove the theoremby inductionon � , by simultaneously
proving theinductioninvariant :<;>= ?A@ Ô Ï Í�Í³Õr(^Cp,.GA4�J�Ô Ï Í�ÍBÕA(^C[J�*',.G<J�-�4_8�ËcÌeÍ�(^*_,O-|,O2�4(DX[xAÄ¯� ® 4£RF�åu . BASE ( �L8�u ). Straightforward from Property1 and the definition
of a “good” differential.STEP ( �|Ek t�hu ). We assumethat the invariant is true for� . In particular, thereexists a pair (^Cp,OGI4 , s.t.

z Öa® � � 8 ËcÌeÍ£(+*',.-|,�254�® � � , where
z Ö¶8Ô Ï Í+ÍBÕr(DC�,OGI4�J�Ô Ï Í+ÍBÕr(DCbJ *',.G<J�-�4 . Then,by Lemma2, w�(v)e4ñ8 : ;�= ? @ z Ö�®M8½ ny *�® � � E-�® � � E

z Öa® � � 8~)>RÂ8�: ;>= ? @ z Öa®�8K �y *�® � � E	-�® � � E�ËcÌeÍ£(+*',.-|,�254�® � � 8{)>RÂ8Q: ;�= ? @ z Öa®�8 �y * ® � � E - ® � � E�2 ® � � 8x)>R , wherethelastequationfollows from theeasilyverifiable
equality w�(�� � E�� � E�� " 4%8�w�(�� � E�� � E�Ë�ÌeÍ�(�� � ,=� � ,=� " 4.4 , for every � � ,=� � ,D� " ¬ § .
This provesthe theoremclaim for � . The invariantfor � , z Ö ® 8{ËcÌeÍ�(^*_,O-|,O2�4 ® , follows
from thatandthe“goodness”of z . ��
Proof (Theorem1). First, z is “good” if f it is possible.(The“if ” part follows from the
first claim of Lemma3. The“only if ” part follows from thesecondclaim of Lemma3
and the definition of a “good” differential.) Let z be possible.Then, by Lemma1,#S$ & (^z�4�8�� �e� �®³² o : ;>= ? @ Ô Ï Í+ÍBÕI(DCp,.GI4�®}JmÔ Ï Í�ÍBÕr(DCNJm*_,OG�J½-�4O®Ù8 Ë�ÌeÍ�(^*_,O-',�254�®^R . By
Lemma2, : ;>= ? @ Ô Ï Í�ÍBÕr(DCp,.GI4�®'J Ô Ï Í�Í³Õr(^C�Jk*',.GÀJ -�4�®¶8ÜËcÌeÍ�(^*_,O-|,O2�4O®DR is either  or�� , dependingon whether*�® � � 8!-�® � � 8½2A® � � or not. (This probabilitycannotbe u ,
since z is possibleandhence“good”.) Therefore,#%$ & (+z�4F8è�e���H�5���1v���������
�^� = d = ]5� 1 8



� �3� d �^�����
�^� = d = ]5��� T�U���� � �A� � �J� , asrequired.Finally, the only non-constanttime computa-
tion is thatof Hammingweight. ��
Note that technically, for Algorithm 2 to be log-time it would have to return(say) µ< 
if thedifferentialis impossible,or w³xly � #%$|&)(+z�4 , if it is not. (Theothervalid possibility
would beto includedata-dependentshiftsin thesetof unit-costoperations.)

Thenext two corollariesfollow straightforwardly from Algorithm 2

Corollary 1. #%$'& is symmetricin its arguments.That is, for an arbitrary triple(^*_,O-|,O2�4 , #%$ & (+*',.-0/1Ü254ñ8{#S$ & (D-|, *t/13254}8K#%$ & (^*_,�2�/1Ü-�4 . Therefore, in par-
ticular, XbZ�\ � #%$ & (+*',.-0/1Ü254Ê8�XbZc\ed}#S$ & (^*_,O-0/13254|8¸X[Z�\s]ñ#S$ & (^*_,O-0/13254 .
Corollary 2. 1) [Conjecture 1, [AKM98].] Let *YEH-¸8­*�KrE�-aK and *YJH-�8­*�KrJ-aK . Thenfor every 2 , #%$ & (+*',.-0/1325408ª#%$ & (^*�K�,O-aKÂ/13254 . 2) For every * , - , 2 ,#S$ & (^*_,O-0/13254|8¸#%$ & (+*ÀºÀ-|, *À¹À-Y/132�4 .
Proof. We saythat (+*',.-�4 and (+*�K�,O-�KB4 areequivalent, if ©�*�®.,O-�®£«¶8è©�*�K ® ,.-aK® « for � ü�YµQ , and * �e� � J�- �e� � 8 *�K�A� � JH- �e� � . If (+*',.-�4 and (^*�K�,O-aK 4 areequivalentthen
#S$ & (^*_,O-0/13254|8¸#%$ & (+*�K�,.-aK�/13254 by thestructureof Algorithm 2.

1) ThecorrespondingcarriesÖ)8¸Ô Ï Í�ÍBÕr(^*_,O-�4 and Ö
K�8QÔ Ï Í+ÍBÕI(^*�K+,.-aK�4 areequal,sinceÖ}8m(^*FJ0-�4�JH(+*LE0-�4'8k(+* K J0- K 4ÂJH(^* K E0- K 4|8QÖ K . Therefore,*FEt-Y8Q* K E0- K and*¶JN-�8Q*�KsJN-aK if f (+*',.-�4 and (^*�K+,.-aK�4 areequivalnet.
2)Thesecondclaimis straightforward,since (^*_,O-�4 and (^*'º'-|, *'¹|-�4 areequivalent

for any * and - . ��
Notethata pair (DC�,OGI4 is equivalentto � � & � d �J� ;��p? ��� T�U���� � �e� � �J� differentpairs (DC0|>,OG3|�4 .
In [DGV93, Sect.2.3] it wasbriefly mentionedthatthenumberof suchpairsis notmore
than �5� d � ;��p? � ; this result was usedto cryptanalyseIDEA. The secondclaim carries
unexpectedconnotationswith thewell known factthat *¶E�*�KÂ8{(+*Àº¶*�KB4pEQ(^*¶¹¶*�K�4 .
5 Statistical Propertiesof Differ ential Probability

NotethatAlgorithm 2 hastwo principalsteps.Thefirst stepis aconstant-timecheckof
whetherthedifferential z<8k(+*',.-0/132�4 is impossible(i.e.,whether#%$ & (+z�4|8¸u ). The
secondstep,executedonly if z is possible,computesin log-timetheHammingweight
of an � -bit string.Thestructureof this algorithmraisesanimmediatequestionof what
is the density : � @ #%$ & (+z�4�~8ªu�R of the possibledifferentials,since its average-case
complexity (wheretheaverageis takenoveruniformly andrandomchosendifferentialsz ) is v[(+:<�>@ #S$ & (^z�4'8QucR�EY:<�l@ #%$ & (+z�4%~8�u�R � wBx>y|�p4 . This is one(but certainlynot the
only or themostimportant)motivationfor thecurrentsection.

Let � 6<zQ/1 #%$ & (^z�4 be a uniformly randomvariable.We next calculatethe
exact probabilities :b@ � 8Ü��R for any � . From the resultswe can directly derive the
distribution of � . Knowing the distribution, onecan,by usingstandardprobabilistic
tools, calculatethe valuesof many other interestingprobabilisticpropertieslike the
probabilities:b@ ��� �+R for any � .



Theorem2. 1) [Conjecture2, [AKM98].] :b@ �ª~8¸u�R�8 �� ��� �� � �e� � .
2) Let uK�áÞgüÜ� . Then :b@ ��8ª�e�Ââ�RF8ª� � & â���" � � jsâ �|� �e� �â � 8

�� �|� �� � �e� � �
ã � ÞÂä.�ÀµH >,��� � .
Proof. Let zÀ8è(^*_,O-Q/1ß2�4 be anarbitrarydifferentialandlet  L8gÆ�Ç�(^*_,O-',�254 ,  �K|8Æ�Ç�(^*L¾å >,.-[¾å >,O2�¾3 �4 and CÙ8kËcÌeÍ£(+*',.-|,�254ÊJK(^*L¾å �4 ) beconvenientshorthands.
Since * , - and 2 aremutually independent,  and C (andalso   K and C ) arepairwise
independent.

1) FromTheorem1, :b@ � ~8{u�RM8k:<�l@  �KAº¶Ct8mucR�8 � �A� �®B² o (� �µN:<�l@  �K® 8  >,.C ® 8 aRD4¯8 � �A� �®B² o (O �µq:<�>@  �K® 8  aR � :<��@ C ® 8ª �R�4×8 �  }µH � �� ��� � �e� �®³² � �  }µ �¡ � �� � 8�� �r���� � �e� � .
2) Let úß8 ÎSÏ�Ð�Ñ (D�tµq �4 . First, clearly, for any uN�æÞ�ü!� , :<�>@ î ï (� c4�8±ÞsR�8

: � = d = ]�¢�£ � @ î ï (� c4|8qÞsRÂ8 � �¡ � â � � "¡ � �e�Ââ � � � â � 8Qã � ÞÂäO�Ê, �¡ � andtherefore:<�l@ î ï (+»¤ Êº
ú¯4|8qÞsRÂ8qã � �¶µ  }µÙÞÂä.�ÀµH >, �¡ � 8 � �¡ � �e� � �Ââ �r� "¡ � â �r� �e� �â � 8q� � � � � � jlâ �r� �e� �â � .Let ¥ denotetheevent î}ï�(� �º�ú¯4|8¸�%µÀ �µbÞ andlet ¦ denotetheevent  �K�º�C¶8Qu .
Let ¦%® betheevent  �K® ºPC�®�8Qu . Accordingto Algorithm 2, :b@ �å8¸�e��â�R�8¸: � @ ¥�,=¦�RÂ8
:<�>@ ¥}R � :<�>@ ¦§y ¥}RÂ8Q:<�>@ ¥}R � � �e� �®³² o :<�>@ ¦ ® y ¥)RÂ8 �� � :<�l@ ¥)R � � �e� �®B² � :<�>@ ¦ ® y ¥}R , wherewe
usedthefactthat  �Ko 8k .

Now, if ���hu then :<�l@ ¦ ® y  �K® 8� aR�8n:<�>@ C ® 8nucR�8 �� , while :<��@ ¦ ® 8nu�y  �K® 8
ucR	8  . Moreover,  �K® 8¨ �® � � . Therefore,� �e� �®B² o : � @ ¦S®'y ¥}R<8 � ��s� �e� � �Ââ , andhence

:b@ �å8¸� �Ââ R�8 ��M� :<�>@ ¥}R � � �e� �®B² o :<��@ ¦ ® y ¥)R�8 ��M� ã � �¶µ  }µÙÞÂäO�¶µH >, �¡ � � � �� � �e� � �Ââ 8�� � � � � � � � jlâ � � �e� �â � � �
� & â��Â�[8q� � & â��Â".� � jsâ � � �e� �â � 8

�� � � �� � �e� � � ã � Þ�äO�¶µ  l, �� � . ��
Corollary 3. Algorithm2 hasaverage-casecomplexity v[(O �4 .

As anothercorollary, � 8��[oÂEÀ� � , where� � ,O� � 6>z</1�#%$ & (+z�4 aretwo random
variables.�[o hasdomain©À(D�[oc4|8K©�z ¬�§�".�À6>#%$ & (+z�4'8�uI« , while � � hasthecom-
plementarydomain ©À(D� � 4S8g©�zÀ¬�§�".�06r#%$ & (+z�4�~8kuI« . Moreover, �[o hasconstant
distribution(since:b@ �[o%8�u�RÂ8{ ), while therandomvariable µ¯wBx>y � � � hasbinomial
distribution with àY8ª�� . Knowledgeof thedistribution helpsto find furtherproperties
of #%$'& (e.g.,the probabilitiesthat #%$'&}(+z�4��½�A�Ââ ) by usingstandardmethodsfrom
probabilitytheory.

Onecandouble-checkthecorrectnessof Theorem2 by verifying that
�� � ( � � 4��e� � �

° �e� �â ² o ã � Þ�äO�¶µ  l, � � � 8 ° �e� �â ² o :b@ � 8½�A�Ââ�R|8m:b@ � ~8mucRÊ8 �� ��� �� � �e� � . Moreover,
clearly :b@ � 8±�A�Ââ�RS8Ly ©À(^� o 4
y � :b@ � o 8è�A�Ââ�R5E«y ©À(D� � 4
y � :b@ � � 8è�A�Ââ�RS8 �� �
� �� � �A� � � ã � ÞÂä.�ÀµH >, �� � , which agreeswith Theorem2.

We next computethevarianceof � . Clearly, é�@ �×RÊ8 ° �e� �â ² o �e��â�:b@ �ª8 �e�Ââ�R'8�e��� , andthereforeé�@ �×R � 8K�e� � � . Next, by usingTheorem2 andthebasicproperties
of thebinomialdistribution, é�@ � � RÂ8¸u � :b@ � � 8¸u�RcE ° �A� �â ² o �A�

� â � :b@ � � 8Q�A� � â�RÂ8��L� � �� � �e� � � ° �e� �â ² o �e�
� â � ã � ÞÂä.�ÀµH >, �� � 8 ��À� �@¬� � � �e�

� � ° �e� �®B² o ã � ÞÂäO�¶µ  l, " ¬ � 8��S� �@¬� � � �e�
�
. Therefore,

ë<ìAí @ �×RÂ8 ���� �¤¬� � � �e�
� µY�e� � �b8 ��%�3­ �@¬� � � �e�

� µ � ¡� � � �e�
�
®

.

Notethatthedensityof possibledifferentials:b@ �ª~8¸ucR is exponentiallysmallin � .
Thiscanbecontrastedwith aresultof O’Connor[O’C95] thatarandomlyselected� -bit



Algorithm 3 Algorithm thatfindsall 2 -s,s.t. #%$ & (^*_,O-0/1Ü2�4|8¸#S$ & T�U+V�(^*_,O-�4
INPUT: �CR �(S �
OUTPUT: All �CR ��S � -optimaloutputdifferencesW

1. W  B¯R  b S  ;
2. °±B � �CR ��S � ;
3. For A;Bè¤ to � � ¤ do

If R ECF � þ²S ECF � þ³W ECF � then W E B¯R E b S E b´R ECF �
elseif A þ � � ¤ or R E �þ²S E or ° E þ ¤ then W E B¶µ # � ¤
·
elseW E B¸R E ;

4. ReturnW .

permutationhasafractionof  �µ± l� �=¹ �\º uIÚ ø impossibledifferentials,independentlyof
thechoiceof � . Moreover, a randomlyselected� -bit compositepermutation[O’C93],
controlledby an � -bit string,hasa negligible fraction

º �>".�rÁ`  � � � � of impossibledif-
ferentials.

6 Algorithms for Finding GoodDiffer entials of Addition

The last sectiondescribedmethodsfor computingthe probability that a randomly
pickeddifferential z hashigh differentialprobability. While this alonemight give rise
to successfuldifferentialattacks,it would beniceto have anefficient deterministical-
gorithm for finding differentialswith high differentialprobability. This sectiongives
somerelevantalgorithmsfor this.

6.1 Linear-time Algorithm for »¶:±¼½0¾�¿
In this subsection,we will describeanalgorithmthat,givenaninput difference(^*_,O-�4 ,
finds all output differences2 , for which #S$ & (^*_,O-0/13254 is equal to the maximum
differentialprobabilityof addition, #%$'&T�U+V (+*',.-�4W6
80XbZc\e]_#%$'&}(^*_,O-0/1Ü2�4 . (By Corol-
lary 1, wewouldgetexactly thesameresultwhenmaximizingthedifferentialprobabil-
ity under * or - .) We say that such 2 is ( *',.-�4 -optimal. Note that when an (+*',.-�4 -
optimal 2 is known, the maximum differential probability can be found by apply-
ing Algorithm 2 to z 8 (+*',.-ª/1 254 . Moreover, similar algorithmscan be used
to find “near-optimal” 2 -s, where wBx>y � #%$'&}(^*_,O-0/1Ü2�4 is only slightly smallerthanw³xly � #%$ & T�U+Vc(^*_,O-�4 .
Theorem3. Algorithm3 returnsall (^*_,O-�4 -optimaloutputdifferences2 .

Proof (Sketch). First, we say that position � is bad if Æ�Ç�(^*_,O-',�254 ® 8ªu . According
to Theorem1, 2 is (^*_,O-�4 -optimal if it is chosenso that (1) for every �q� u , ifÆ�Ç�(^*_,O-|,O2�4 ® � � 8­ then ËcÌeÍ£(+* ® ,O- ® ,O2 ® 4)8k* ® � � , and(2) thenumberof badpositions�
is theleastamongall suchoutputdifferences2;K , for which (^*_,O-0/1320KB4 is possible.For



Algorithm 4 A log-timealgorithmthatfindsan (^*_,O-�4 -optimal 2
INPUT: �CR �(S �
OUTPUT: An �CR ��S � -optimal W

1. ÀÁB¯R > ¤ ;
2. ÂÃB G �CRHb S � >ÄG À ;
3. ÅÆB¸Â > �JÂ+[ ¤a� > �CRHb´�CR\[ ¤a�£� ;
4. °±B �
	�� � �CÅs� ;
5. ÅÆBå�CÅÁIL�CÅ ? ¤a�£� >HG À ;
6. ÇÈBå�CÅÁI±Â���[K¤ ;
7. W B3�£�CRÄb8°I� > Ål�3IL�£�CRÄb S bN�CRÁ[K¤W�£� >HG Å > Ç7�+IÀ�CR >HG Å >ÄG Ç7� ;
8. W B3� W�>HG ¤W��IF�£�CR8b S � > ¤a� ;
9. ReturnW .

achieving (1) we mustfirst fix 2so�ð *poPJ -ro , andafterthatrecursively guaranteethat2e® obtainsthepredictedvaluewhenever *�® � � 8�-�® � � 8H2A® � � .
This,andminimizing thenumberof bad � -s canbedonerecursively for every uÀ����Q�×µ� , startingfrom �P8{u . If * ® ~8{- ® then � is badindependentlyof thevalueof2 ® ¬ ©�ur,� �« . Moreover, eitherchoiceof 2 placesno restrictionon choosing2 ® & � . This

meansthatwe canassigneither 2e®�ðáu or 2A®pðö .
Thesituationis morecomplicatedif * ® 8½- ® . Intuitively, if . ® 8­�>ÞÙ�mu is even,

thenthe choice 2 ® ð * ® (ascomparedto the choice 2 ® ð »M* ® ) will result in Þ bad
positions(D�7,.��Eb�A,�Ú�Ú�Ú�,O��Eb�lÞÊµ��l4 insteadof Þ badpositions(D��E¯ >,O��EbjI,�Ú�Ú�Úa,.��Eb�>Þ|µF �4 .
Thusthesetwo choicesareequal.Ontheotherhand,if .�®�8Q�>ÞME¯ <�Hu , thenthechoice2e®�ðá*�® wouldresultin Þ badpositionscomparedto ÞñEt when 2e®�ðá*�® , andhenceis
to bepreferredover thesecondone.We leave thefull detailsof theproof to thereader.��
A linear-timealgorithmthatfindsone (^*_,O-�4 -optimal 2 canbederivedfrom Algorithm3
straightforwardly, by assigning2 ® ðá* ® whenever Æ�Ç�(^*_,O-|,O2�4 ® � � 8¸u .

As anexample,let uslook at thecase��8{ �i , *´8¸òlóIô�Éeô�Ê and -Y8qò>óÌË�ÍnÊIô . Then-[(^*_,O-�4F8åò>óÌË�É�ÊnÊ , andby Algorithm 3 the setof (^*_,O-�4 -optimal valuesis equalto� � ¬ §¯E	� �O�
Î E	� � � §¯E	� ¡ §¯E� , where
Î 8K©�uI,.jr,'Ïe« , and §æ8k©�ur,� �« , asalways.There-

fore, for example, #%$ & T�U+V�(�òlóAônÉeô�Êr,7ò>óÌË�ÍnÊIô�4)8{#%$ & (�òlóAônÉeô�Êr,7ò>óÌË�ÍnÊIô	/1 ò>ó+Ðeò;ËnË�4)8�e� � .

6.2 Log-time Algorithm for »À: ¼½0¾f¿
For a log-timealgorithmwe needa somewhatdifferentapproach,sincein Algorithm 3
the valueof 2 ® dependson that of 2 ® � � . However, luckily for us, 2 ® only dependson2 ® � � if Æ�Ç�(^*_,O-|,O2�4 ® � � 8k , andasseenfrom theproofof Theorem3, in many caseswe
canchoosetheoutputdifference2A® � � sothat Æ�Ç�(+*',.-|,�254�® � � 8¸u !

Moreover, the positionswhere Æ�Ç�(^*_,O-|,O2�4 ® � � 8Ü musthold areeasilydetected.
Namely(seeAlgorithm 3), if (1) �%8!u and * ® 8!- ® 8 u , or (2) ���½u and * ® 8­- ®
but à ® 8åu . Accordingly, we canreplacethe condition Æ�Ç�(+*',.-|,�254 ® � � 8á with the



Algorithm 5 A log-timealgorithmfor #S$ &` T�U+V (+*�4
INPUT: R
OUTPUT:

�P� �� �c�B� �CR5�
1. Return

�`F�c�dfehÑ+Ò�elknm k�qsr �c�stvu e � F � q^q
.

condition »P(^* ® J¸- ® 4_ºLà ® , and take additionalcareif � is small. By noting how the
valuesà ® arecomputed,onecanprovethat

Theorem4. Algorithm4 findsan (^*_,O-�4 -optimal 2 .

Proof (Sketch, manydetailsomitted).First, the valueof à computedin the step4 is
“approximately”equalto -64>(^*_,O-�4 , with someadditionalcaretaken aboutthe lowest
bits. Let . 4 be the bit-reverseof . (i.e., . 4® is equalto the lengthof longestcommon
alternatingchain *�®�8¸-�®ñ~8Q*�® � � 8�-�® � � ~8kÚ�Ú�Ú .). Step7 computes2A® (again,“approx-
imately”) as(1) 2A®}ð *�®pJ´à�® , if *�®�8!-�® , (2) 2A®�ð *�®pJ�-�®5J¸*�® � � if *�®�~8g-�® butÆ�Ç�(^*_,O-|,O2�4 ® � � 8­ and(3) 2 ® ð * ® if * ® ~8q- ® and Æ�Ç�(+*',.-|,�254 ® � � 8Ku . Sincethetwo
last casesaresound,accordingto Algorithm 3, we arenow left to prove that the first
choicemakes 2 optimal.

But this choicemeansthatin everymaximum-lengthcommonalternatingbit chain* ® 8½- ® ~8g* ® � � 8½- ® � � ~8±Ú�Ú�Ú_~8­* ® � / Ò1 & � 8g- ® � / Ò1 & � , Algorithm 4 choosesall bits2 , , )¶¬ @ �Mµ�. 4® EQ >,.�+R , to beequalto * ® � / Ò1 & � 8k- ® � / Ò1 & � . By approximatelythesame
argumentsasin theproofof Theorem3, thischoicegivesriseto ¿C. ® Á>� Ã badbit positions
in the fragment @ ��µ�.
4 ® E  >,.��R ; every otherchoiceof bits 2 , would resultin at leastas
many badpositions.Moreover, since »P(^*�® & � 8Q-�® & � ~8 *�®M8q-�®+4 , it hasto bethecase
thateither *�® & � ~8�-�® & � or *�® & � 8�-�® & � 8Q*�®p8¸-�® . In thefirst case,bothchoicesof 2e®
make �AEÙ bad.In thesecondcasewemustlatertake 2e® & � ð�*�® & � , whichmakes �eEN 
good,andenablesusto startthenext fragmentfrom theposition �IE  . (Intuitively, this
lastfactis alsothereasonwhy Ï Ì3*�4 is herepreferredover Ï Ì+* .) ��

Note that Biham and Shamir used the fact #S$_&}(^*_,O-0/1�*¯JÙ-�4 8�e�3� d �J�s��Ó d���� T�U��J� � �e� � �J� in their differential cryptanalysis of FEAL in [BS91b].
Often this value is significantly smaller than the maximum differential probability#S$ & T�U+V (^*_,O-�4 . For example, if *á8 -�8 ���tµ­ , then #S$ & T�U+V (^*_,O-�4�8 �� , while
#S$ & (^*_,O-0/1�*¯JÙ-�4¶83#S$ & (^*_,O-0/1áus4L8Ü���e� � . However, sinceFEAL only usesf -bit addition,it is possibleto find (^*_,O-�4 -optimal outputdifferences2 by exhaustive
search.Thishasbeendone,for example,in [AKM98].

6.3 Log-time Algorithm for Double-Maximum Differ ential Probability

We next show thatthedouble-maximumdifferential probability

#%$'&` T�U+V (^*M4W6
8YX[Z�\d = ] #%$'&}(+*',.-0/13254|8�XbZc\d #S$_&T�U+V�(^*_,O-�4
of additioncanbecomputedin time v[(^w³xly'�p4 . (Asseenfrom Algorithm3, #%$'&T�U+Vc(^*_,O-�4
is a symmetric function and hence #S$_&` T�U+V (+*�4 is equal to #%$'&}(^*_,O-0/1Ü2�4 maxi-
mized underany two of its threearguments.)In particular, the next theoremshows
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that #S$_&` T�U+V (+*�4 is equalto the(morerelevantfor theDC) value XbZc\ d;æ² o5#%$'&T�U+Vc(^*_,O-�4
whenever *n~8±u . Note that the naive algorithmfor the sameproblemworks in timeç (�� ¡ � 4 , which makesit practicallyinfeasibleevenfor ��8k �i .
Theorem5. For every *Ù¬Y§�� , Algorithm5 computes#%$'&` T�U+V (+*�4 in time v[(DwBx>y_�p4 .
Proof (Sketch).By thesameargumentsasin theproofof previoustheorem,giveninputs(^*_,.*M4 , thevalue 2M6
8�*×JQ(�- 4 (^*_,.*M4pº ÎSÏ�Ð�Ñ (D�¯µ� �4O4 is (^*_,.*M4 -optimal.We now prove
by contradictionthat #%$ &` T�U+V (^*M4t8ª#%$ &T�U+V (+*', *�4 . Let - ~8ª* and 20K be suchthat#S$ & (^*_,O-0/1320KB4N� #S$ & T�U+V (^*_,.*M4 . By Algorithms 2 and 4, thereis an �´üá��µm 
suchthat Æ�Ç�(+*',.-|,�20KB4O®L8  and -64l(^*_,.*M4�®L8ª . But then,on the other hand,since
the differential (^*_,O-æ/1 2;K 4 is possibleand -64l(^*_,.*M4�®À8ö , it is also the casethatÆ�Ç�(^*_,O-|,O2;K�4�® � � 8èu . Since -64>(+*', *�4O®�8  YÉè-64>(+*', *�4O® � � 8åu , we have also that-64>(^*_,.*M4 ® � � 8¸u . Therefore#S$ & (^*_,O-0/1320KB4ñ��#%$ & T�U+V�(+*', *�4 . ��
Straightforwardly, Theorem5 helpsto find many interestingpropertiesof #%$ &` T�U+V . For
example, #%$ &` T�U+V (^*M4b83 if f *tºH(+���A� � µ  �4[8nu , and X8é^ê � #%$ &` T�U+V (^*M4b8±�e��� ¹.� .Anotherconsequenceis that #S$'&` T�U+V (+*�4 8 �� if f (1) *Yº�(����e� � µQ �4�8 µ���ëñEK for
some u´��ìYüg� , or (2) *Yº�(����e� � µQ �4�8æ��ë for some u´�íì�ü½�tµQ . For better
understanding,all valuesof #S$ &` T�U+V (+*�4 , ��8¸f , aredepictedin Fig. 2.

Onceagain,our resultsmay be comparedwith the resultsin [O’C93,O’C95] that
show that for an � -bit permutation(resp.compositepermutation,controlledby an � -
bit string) theexpectedprobabilityof themaximumnonzerodifferentialis � ��Á>���e� �
(resp.

º � ��� ).
Further Work and Acknowledgments

While we leave practicalapplicationsof our resultsasan openquestion,we notethat
our resultshave alreadybeenusedin [MY00] for truncateddifferentialcryptanalysis
of Twofish.

Thecurrentwork basessomewhaton [Mor00], thathada (correct)linear-time al-
gorithm for #%$'& , but with an incorrectproof. We would like to thankEli Biham for
notifying usabouttheresultspresentedin thefull versionof [BS91b].
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