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XACML-based Access Control and RBAC Constraints
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[Abstract] Constraints are considered to be the principal motivation for Role-Based Access Control(RBAC). This paper analyzes XML based
access control language XACML and points out some shortcomings of the XACML profile for RBAC. It provides role enablement authority to
extend this profile, in this way, several kinds of constraints of RBAC such as separation of duty constraints and cardinality constraints can be

enforced and implemented using XACML.
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<Policy Policyld="Static Separation of Duty Policy"

PolicyCombiningAlgld="deny-overrides">

<Target>---Anne(DelegatedSubject)---employee(DelegatedResource)
---assign(DelegatedAction)

---Bob(Delegate--subject-id)--- Administrator(Delegate---role)

<[Target>

<Condition>---contractor(is-not-in...getAssignedRoleSet) ---

</Condition>---</Policy>
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<Policy Policyld="Static Role Cardinality Policy"

PolicyCombiningAlgld="deny-overrides">

<Target>--- Anne(DelegatedSubject)---employee(DelegatedResource)
---assign(DelegatedAction)

---Bob(Delegate---subject-id)--- Administrator(Delegate---role) -
</Target>

<Condition>---getAssignedUserCounter(manager)
than-or-equal---2---</Condition>---</Policy>
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<Policy Policyld="Dynamic Role Cardinality Policy"Policy
CombiningAlgld="deny-overrides">

<Rule Ruleld="manager role cardinality"Effect="Permit">

<Target>---<Subject><AnySubject/></Subject>

<Resource>---manager---</Resource>

---integer-less-

<Action>---enable---</Action>---</Target>
<Condition>---getEnabledUserCounter(manager)--- integer-less-than
-or-equal---2---</Condition>---</Rule>---</Policy>
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