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Abstract This paper discusses a digital rights management(DRM) system applicable to P2P network, and advances its systematic architecture

and basic protocol. The P2P-based DRM architecture includes topological structure, functional assignment and working flow, and focuses on the

content management, content identification, royalty payment and quality control technologies. It puts forward its digital content uploading and

downloading protocols, achieving an effective integration of P2P model and the DRM technologies.

P2P

Key words Digital content; P2P network; Digital rights management(DRM)
/ (CIS) P2pP (P2P
network) 8
pP2P
1999 Napster p2pP
Napster
p2p
(digital rights management, DRM)
DRM CIS
p2pP (@ p2pP
DRM p2pP
p2p 3l
pP2P DRM
p2pP DRM
p2pP DRM
p2p
1 P2P DRM
p2P pP2P pP2P
p2p P2p
pP2P
[1]
p2p DRM
p2P p2pP
p2pP pP2pP

—122—

1.1
DRM
[24] DRM
1
I I
I I
I I
: —]| !
1 N—— 1
I I
I I
I I
I I
I I
| <> |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I s I
I I
I I
I I
I I
1 — 1
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
e [ |
1
(50305007)
(1968 )
2006-07-08 E-mail haiyinxu@mail.hust.edu.cn



P2pP

1)

@)
p2p

P2P

®)

p2p DRM

p2p




p2p DRM

2.1

2.2

1)

P2pP

@)
P2P

©)

c/s P2pP
P2P

1 Routsellis-Theotokis S, Spinellis D. A Survey of Peer-to-Peer Content
Distribution Technologies[J]. ACM Computing Surveys, 2004, 36(4):
335-371.

2 Ku W, Chi Chihung. Survey on the Technological Aspects of Digital
Rights Management[C]//Proc. of the 7 International Conference on
Information Security, Palo Alto, CA, USA. 2004-09-27: 391-403.

3 Gu Guofei, Li Shipeng, Zhang Shiyong. PLI: A New Framework to
Protect Digital Content for P2P Networks[C]//Proc. of Applied
Cryptography and Network Security, Heidelberg. 2003: 206-216.

4 Iwata T, Abe’ Kiyoshi T, Sunaga U H. A DRM System Suitable for
P2P Content Delivery and the Study on Its Implementation[C]//Proc.
of the 9" Asia-Pacific Conference on Communications. 2003-09-21:
806-811.

( 118 )
CANARIE CISCO
UCLP(User Controlled LightPath)
Grid

Ad Hoc

[6.7]

—124—

Web Service

UCLP

1 Postel J. Internet Protocol[Z]. USC/Information Sciences Institute.
1981.

2 Deering S, Hinden R. Internet Protocol, Version 6 Specification[S].
RFC2460, 1998.

3 Postel J. Transmission Control Protocol[S]. RFC 793, 1981.

4 Postel J. User Datagram Protocol[S]. RFC 768, 1980.

5 Estrin D, Li T. Source Demand Routing: Packet Format and
Forwarding Specification[S]. RFC1940, 1996.

6 Brownlee N, Mills C. Traffic Flow Measurement: Architecture[S].

RFC2063, 1997.

7 The Cooperative Association for Internet Data Analysis[Z]. 2006-

02-10. http://www.caida.org.



