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Abstract After analyzing the mechanism and the expansion of technology for Linux Netfilter/Iptables, the characteristics of the P2P protocol,
through expanding kernel lib based on the Linux system, this paper implements user data space and kernel space data interchange through sharing
lib, expands firewall rule, implements P2P flow control, and according to emerging P2P business to update the rule set, with the good performance of

expansion.
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2.1
MATCH
IPTables
ipt-register-match() MATCH
ipt-match ipt-register-match()
MATCH

struct ipt_match
““ipt_register_match()*”
(1)struct list_head list
<<{NULL,NULL}*”
(2)const char name[]

(3)int (*match)()
MTACH 0
(4)int (*check entry)()

0
(5)iptables void (*destroy)()
checkentry

(6)Struct module me
““THIS_MODULES””

( cleanup_module() )

2.2

IPTables

IPTables
_init()
register-match()  register-target
iptables_match
register-match ()

IPTables

Struct iptables_match

{structiptables_match *next

I* MATCH NULL*/

ipt_chainlabel name

[*MATCH
MATCH */

const char *version

I* IPTABLES_ver-sion
MATCH size_t userspacesize

size_t size

size */

void *init (); // ipt-entry-match

int parse();

1 MATCH 0
void *final_check ()

1 p2pP

void *print ()

I* match
*/

void (*save) ()

/IPARSE iptable-save match
const struct option *extra_opts

/INULL

1 iptables

Unsigned int option_offset;

Struct ipt_entry_match *m;

Unsigned int mflags;

Unsigned int used,;

}
2.3P2P
Netfilter ~ pom ipp2p ipt_ipp2p.c
p2p
p2p
(1)eMule/eDonkey/Kad
1
1P2pP
1 2 3 UDP
0xe3 0x9a any any 26 edonkey
0xc5 0x91 10 any 12 emule
0xc5 0x90 10 any 26 emule
0xc5 0x92 any any 10 emule
0xc5 0x93 any any 10 emule
Oxe4 0x50 any any 12 kad
Oxed 0x58 10 any 14 kad
Oxe4 0x59 any any 10 kad
(2)Gnutella
““GNUTELLA”” <“GND~*”
(3)KazaA
UDP 6 : ““KazZaA\0”~”
(4)BitTorrent
UDP 24 ( UDP ) 8 00 00
0417 271019 80
(5)SoulSeek
8 » XX xx 00 00 yy zz 00 00, XX XX
16 -4 yy!l=0, zz 8
0 01 xx000000yy..zz000000 ..,
XX+6 XX+4+1 (z2) 0
XX+5+1 XX+6+1 0
(6)BitTorrent 1 0x13,
““BitTorrent protocol”” 5
4 5 0 6 0x01  Ox4c 2
3 5
6 0xe3/0xc5
2.4 Netfilter
/ (mangle)
netfilter
““ netfilter_ipv4d.h *” ““ nf_register_hook *”
““nf_unregister_hook>” netfilter
““netfilter 7z
(D)list “<{ NULL, NULL}"
(2)hook (point)
NF_ACCEPT, NF_DROP or NF_QUEUE
NF_ACCEPT
NF_DROP NF_QUEUE
( 183 )
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