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Abstract Generic software wrapper (GSW) system is realized in Linux kernel. The building of the GSW system aims to provide a security
framework in Linux kernel, on which many security polices, such as access control and intrusion detection, can be realized in order to protect host
resources by wrapping any specified program, monitoring system calls between program and operating system, taking corresponding measures
according to wrappers. The GSW runs smoothly in Linux kernel and reaches anticipated results.
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1
1GSw int wss_free_criteriastrt(int id,kmem_cache_t *criteriacache);
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kmem_cache_t *kmem_cache_create(const char *name, size_t
size,size_t offset,unsigned long flags,void (*ctor)(void*,kmem_cache_
g o t *,unsigned long);
[ <:/ void (*dtor)(void * kmem_cache_t *,unsigned long));
I int kmem_cache_destroy(kmem_cache_t *cachep);
2 void *kmem_cache_alloc(kmem_cache_t *cachep,int flags);
void kmem_cache_free(kmem_cache_t *cachep,void *objp);
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open gedit
2 WSS (open) wl
Nov 17 11:00:53 localhost kernel:zwj-gsw:wssmodule is loaded in kernel !
Nov 17 11:01:04 localhost kernel:zwj-gsw:criteria c1 is loaded in kernel !
2 3 WSS Nov 17 11:01:18 localhost kernel:zwj-gsw::criteria c2 is loaded in kernel !
Nov 17 11:01:27 localhost kernel:zwj-gsw::wrapper w1 is loaded in kernel !
Nov 17 11:01:55 localhost kernel:zwj-gsw::wrapper w2 is loaded in kernel !
Nov 17 11:03:03 localhost kernel:zwj-gsw::program /usr/Kerberos/shin/gedit(process id 5285)is wrapped ,wrapped operation is open.
Nov 17 11:03:03 localhost kernel:zwj-gsw:: :program /usr/Kerberos/bin/gedit(process id 5285)is wrapped ,wrapped operation is open.
3 Nov 17 11:03:03 localhost kernel:zwj-gsw:: :program /usr/local/shin/gedit(process id 5285)is wrapped ,wrapped operation is open.
Nov 17 11:03:03 localhost kernel:zwj-gsw:: :program /ust/local/bin/gedit(process id 5285)is wrapped ,wrapped operation is open.
4 Nov 17 11:03:03 localhost kernel:zwj-gsw:: :program /shin/gedit(process id 5285)is wrapped ,wrapped operation is open.
Nov 17 11:03:03 localhost kernel:zwj-gs program /bin/gedit(process id 5285)is wrapped ,wrapped operation is open.
4 2 Nov 17 11:03:03 localhost kernel:zwj-gsw:: :program /usr/shin/gedit(process id 5285)is wrapped ,wrapped operation is open.
Nov 17 11:03:03 localhost kernel:zwj-gsw:: :program /usr /bin/gedit(process id 5285)is wrapped ,wrapped operation is open.
Nov 17 11:03:03 localhost kernel:zwj-gsw:: pass:let the process 5285----/etc/ld.so.cache to execute the open operation normally!
4 5 Nov 17 11:03:03 localhost kernel:zwj-gsw:: pass:let the process 5285----/usr/lib/libeel-2.50.2 to execute the open operation normally!
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wl w2 cl gedit wl
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wl open
pass( ) w2 read
deny( ) gedit vi
GSW
wl w2 (
Nov 17 11:02:05 localhost kernel:query:Totally 2 criterias loaded in GSW at present
Nov 17 11:02:05 localhost kernel:query: GSW
Nov 17 11:02:05 localhost kernel:query: criterianame program-to-wrap —wrapper-name ) GSW
Nov 17 11:02:05 localhost kernel:query:
Nov 17 11:02:05 localhost kernel:query: ¢l gedit wl GSW
Nov 17 11:02:05 localhost kernel:query:
Nov 17 11:02:05 localhost kernel:query: c2 vi w2
Nov 17 11:02:05 localhost kernel:query:
Nov 17 11:02:05 localhost kernel:query: GSW
Nov 17 11:02:05 localhost kernel:query:Totally 2 wrappers loaded in GSW at present
Nov 17 11:02:05 localhost kernel:query: (
Nov 17 11:02:05 localhost kernel:query: wrapname ~ operation-name  action state :
Nov 17 11:02:05 localhost kernel:query: Windows 0s/2 )
Nov 17 11:02:05 localhost kernel:query: w1l open pass inactivated
Nov 17 11:02:05 localhost kernel:query:
Nov 17 11:02:05 localhost kernel:query: w2 read deny inactivated
Nov 17 11:02:05 localhost kernel:query:
Nov 17 11:02:05 localhost kernel:query:
Nov 17 11:02:05 localhost kernel:query:Totally 0 activated wrapper instances at present
Nov 17 11:02:05 localhost kernel:query: : _ _ 1 Fraser T, Badger L, Feldman M. Hardening COTS
Nov 17 11:02:05 localhost kernel:query:wrapname wrapped-program process-id —operation-name action

Nov 17 11:02:05 localhost kernel:query:
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