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Management of P2P Based on Netfilter Framework
of Linux Kernel

LI Jian*?, WANG Ling", L1 Jun®, YAN Baoping®

(1. Computer Network Information Center, Chinese Academy of Sciences, Beijing 100080;

2. Graduate School, Chinese Academy of Sciences, Beijing 100080)

Abstract Based on introduction to the P2P technology and Linux kernel Netfilter framework, this paper brings forward the methods, namely, port

recognition method and condition code recognition method to identify P2P network packets. It introduces condition code recognition method and

discusses how to get P2P condition codes and lists some known condition codes. It also introduces how to identify and manage P2P by Netfilter

framework, and gives a brief analysis and summary.
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int nf_register_hook(struct nf_hook_ops *reg)

void nf_unregister_hook(struct nf_hook_ops *reg)

struct nf_hook_ops{ struct list_head list;

nf_hookfn * hook;

int pf;

int hooknum;

int priority;};

list {NULL,NULL} pf
PF_INET hooknum
priority
hook

unsigned int nf_hookfn(unsigned int hooknum, struct sk_buff **

skb , const struct net_device* in , const struct net_device* out, int
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(*okfn)(struct sk_buff *));
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static unsigned int p2pfilter(unsigned int hooknum, struct sk_buff
** skb , const struct net_device* in , const struct net_device* out, int
(*okfn)(struct sk_buff *))
{ struct sk_buff * sh=*skb;
if(sb->nh.iph->protocol==IPPROTO_TCP)
p2p_tep(sh); 1/ TCP p2p
else if(sb->nh.iph->protocol==IPPROTO_UDP)
p2p_udp(sh); /I UDP p2p
return NF_ACCEPT; }



