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Separation of Duty Model Based on Chinese Wall Security Policy

LIN Honggang®?, DAI Zongkun'!

(1. Information Security Institute, Sichuan University, Chengdu 610064; 2. School of Mathematics, Sichuan University, Chengdu 610064)

Abstract Separation of duty (SoD) is a fundamental means for prevention of fraud and errors. Based on the Chinese wall security policy, a model
of history-based separation of duty is implemented and it tracks the history of user’s previous permissions record, from which the current
permissions assigned to can be determined. The formal description and analysis about the model has been done and the model has been proved a well
in accordance with principle of SoD. The model inherits the advantage of Chinese Wall security policy and separation of duty, and provides a more

perfect access control stratagem.
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