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Abstract—In this paper, we introduce a new and natural proposed six schemes for fair exchanges, while two of which
paradigm for fair exchange protocols, called verifiable probabilis-  were shown to be vulnerable to colluding attacks [3]. The first
tic signature scheme. A security model with precise and formal . only non-interactive verifiably encrypted signature scheme

definitions is presented, and an RSA-based efficient and provably .
secure verifiable probabilistic signature scheme is proposed. Our was recently constructed by Boneh et al. [7]. While very

scheme works well with standard RSA signature schemes, and €/€gant and provably secure in the random oracle model, the
the proposed optimistic fair exchange protocol is much concise scheme requires special elliptic curve groups with a bilinear

and efficient, and suitable for practical applications. map and relies on a form of the computational Diffie-Hellman
Index Terms— Probabilistic signature, RSA, Fair exchange, assumption for such groups.
Provable security As for cryptographic engineering practices, it is desirable

to propose an efficient fair exchange scheme based on RSA,
the most widely used public key cryptosystem. However, it
is nontrivial to adopt the existing off-line-TTP ideas to RSA
W ITH the growth of open networks such as Internetyith acceptable efficiency. One of Ateniese’s schemes [2]
the problem of fair exchanges has become one @f hased on RSA signatures, in which TTP must generate
the fundamental problems in secure electronic transactiqm;onc keys for each participant and then shore secret values
and digital rights management. Payment systems, contrggt capita, and proofs of equality of two discrete logarithms
signing, electronic commerce and certified e-mail are classi¢ggk ysed to ensure verifiable encryption. GEMBS based
examples in which fairness is a relevant SeCUrity proper%riﬁab|y encrypted RSA Signatures was proposed in [18],
Informally, an exchange protocol allows two distributed partigghich works with non-standard RSA groups and is also less
to exchange electronic data in an efficient and fair manner, aggicient. A simple fair exchange protocol based on mediated-
it is said to be fair if it ensures that during the eXChange (PiSA was presented in [17], which relies on the recenﬂy pro-
items, no party involved in the protocol can gain a significapfosed identity-based mediated-RSA [14] and no formal proofs
advantage over the other party, even if the protocol is haltggﬂovided_ Recently, Park etc. [15] proposed an optimistic
for any reason. protocol for fair exchange based on RSA signhatures, using
Protocols for fair exchange have attracted much attentignechnique of “two-signatures”. However, Park’s scheme was
in the cryptographic community in the past few years. Théson shown to be totally breakable in the registration phase by
proposed methods mainly include: simultaneous secret €x3]. Moreover, Dodis and Reyzin [13] proposed a new prim-
change, gradual secret releasing, fair exchange using an gge called verifiably committed signaturefor constructing
line TTP and fair exchange with an off-line TTP. Among thesgjr exchange protocols, and presented a committed signature
results, optimistic fair exchange protocols based on an off-lisggheme based on GDH signatures [8] and RSA signatures.
trusted third party [1], [4] are preferable as they offer a mongowever, a registration protocol between TTP and users is
cost-effective use of a trusted third party. An optimistic fal§t||| needed, and a Zero_know|edge proofs of the equa“ty of
exchange protocol usually involves three parties: users Aliggo discrete logarithms are involved to ensure the fairness.
and BOb, as well as an off-line TTP. The off-line TTP does not The full domain hash (FDH) signature scheme is popu]ar
participate the actual exchange protocol in normal cases, afifi provably secure “hash-and-sign” signatures based on trap-
is invoked only in abnormal cases to dispute the argumeRf§or permutations such as RSA. Classically, results of this sort
between Alice and Bob to ensure fairness. of provable security are asymptotic, and say little about the
Asokan et al. [1] were the first to formally study thesecurity of a scheme in practice for a particular choice of
problem of optimistic fair exchanges. They present sevel@y size, as emphasized by Bellare and Rogaway [6]. Thus,
provably secure but highly interactive solutions, based on th practical considerations it is critical to focus on concrete
concept ofverifiable encryption of signatureSheir approach security reductions. The probabilistic signature scheme (PSS)
was later generalized by [9], but all these schemes involdesigned by Bellare and Rogaway [5] is a probabilistic variant
expensive and highly interactive zero-knowledge proofs ¥ FDH which introduces a random salt to achieve a tight
the exchange phase. Other less formal works on interactiygcurity reduction to, e.g., the RSA problem. The general
verifiably encrypted signatures include [4], [2]. Ateniese [Zechnique of using a random salt to achieve a tight(er) security

_ , _ _reduction has been studied extensively [6], [12], [16].
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I. INTRODUCTION



paradigm for fair exchanges, callegerifiable probabilistic  The correctness of a verifiable probabilistic signature
signature schemesn which the exchanged items are somsecheme states that

variant of probabilistic signatures. As probabilistic signatures .

can achieve tight security reduction and provide concrete Pver(m, Psig(sk, PK;m), pk, PK) = 1,

security [6], [12], [16], our method seems rather natural. A VPver(m,VPsig(sk, PK;m),pk) = 1,

semi-trusted off-line TTP is still involved, who generates a key Pver(m, Res(m, o', SK, pk)vpk, pK) = 1.

pair and publishes the public key as a system parameter, and no

registration is needed. We present a formal model of verifiadfe & verifiable probabilistic signature scheme, TTP only needs
probabilistic signatures, and propose an efficient and provay publish a trapdoor one-way permutation as the system
secure RSA-based verifiable probabilistic signature scherf@rameter. No further registration is needed and no zero-
The resulting optimistic fair exchange protocol works witnowledge proofs are involved, which will greatly reduce the
any standard RSA signature schemes. It is the first concise &hmunication overhead and managing cost. Recall that in a

efficient RSA-based fair exchange protocol, and much suitapt@rifiable committed signature scheme [13] and most of the
for engineering practices. verifiable encrypted signature schemes, TTP shall maintain a

secret-public key pair for each user via a registration phase,

and the secret keys will then be used to resolve a dispute.
Il. VERIFIABLE PROBABILISTIC SIGNATURE MODEL

: DOd'S.: and_ Reyzin [13] gave a forma.l _def|n|t|0n_ _Of nong, Security of Verifiable Probabilistic Signatures

interactive fair exchanges via a new primitive callefifiable . . T

committed signatureA formal definition of non-interactive ~ The security of a verifiable probabilistic signature scheme
verifiable encrypted signaturias also given in [7]. In the CONSists of ensuring faimess from three aspects: security
following, we would like to precisely present a formal defini&dainst signer Alice, security against verifier Bob, and security
tion of verifiable probabilistic signaturscheme, by explicitly @gainst arbitrator TTP. In the following, we denote Bypsig
considering the attack models and security goals, which resifs oracle simulating the verifiable probabilistic signing proce-

in a concrete description for the security against all parti€§ré, andOres an oracle simulating the resolution procedure.
involved in the protocols. Let k be a security parameter, and PPT stand for “probabilistic

polynomial time”.
o B o Security against a signerlntuitively, a signer Alice should
A. Definitions of a Verifiable Probabilistic Signature not be able to produce a verifiable probabilistic signature

A verifiable probabilistic signature scheme involves thre&hich is valid from a verifier's PP"_“ Of view, but Wh.iCh will
entities: a singer Alice, a verifier Bob and an arbitrator TTHOt be extracted into a probabilistic signature of Alice by an
and is given by the following procedures. honest arbitrator TTP. More precisely, we require that any PPT

Setup: A trapdoor one-way permutation familff,} is adversary_A succee_ds with at most negligible probability in
first published by TTP as a system parameter, that is, T following experiment.
generates a key pa(rP_K, SK), and makesP K pL_thc, an_d Setup*(1*) — (sk*,pk, SK, PK)
keeps the corresponding trapddk secret. The signer Alice

ORes *
generate her private signing kek and the public verification (m,o") —  APRe(sk”, pk, PK)

key pk, and suppose the underlying standard signing and o « Res(m,o',SK,pk)
verification algorithms ar&ig and Ver respectively. Success of4 = [vaer(m,ggpk) =1A
Psig and Pver: These are probabilistic signing algorithm Pver(m, o, pk, PK) = O].

and verification algorithm. Given a message and keyssk

and PK, a signer chooses a random numbemnd outputs whereSetup™ denotes the run oBetup with dishonest Alice

a probabilistic signature = Psig(sk, PK;m) = (m,r,d), (run by the adversaryl) and sk* is A’s state after this run.

where § = Sig(sk;m|| fpx(r)). The verification algorithm  Security Against Verifier. Verifier Bob should not be able

Pver(m, o, pk, PK) takes as inpuin,c and public keyspk to transfer any of the verifiable probabilistic signatuséshat

and PK, and outputs 1 (accept) or O (reject). he got from Alice into a probabilistic signature, without
VPsig and VPver: These are verifiable partial signing andexplicitly asking TTP to do that. More precisely, we require

verification algorithms. The verifiable partial signing algorithnthat any PPT adversamd succeeds with at most negligible

VPsig behaves just like an ordinary probabilistic signing alprobability in the following experiment:

gorithmPsig, except it outputs the valug,,(r) instead of the

k
random number. Let the output ber’ = VPsig(sk, PK;m). Setp(1®) —  (sk,pk, SK, PK)

The corresponding verification algorithMPver is just the (m,0) «— A% Ores(p, PK)
standard verification algorithrdfer on m|| fpx (7). Success ofA = [Pver(m,o,pk, PK) =1A
Resolution Algorithm: This is an algorithm run by an arbi- m ¢ Query(A ORes)}

trator TTP in case a singer Alice refuses to open her probabilis-

tic signatures to a verifier, who in turn possesses a valid vewhereQuery (A, Ores) is the set of valid queriegl asked to
ifiable partial signatures’. In this caseRes(m,o’, SK,pk) the resolution oracl®gs, i.€., the set ofm, ¢’) the adversary
should output a legal probabilistic signatureon m. A queried toOges satisfyingVPver(m, o', pk) = 1.



Security against arbitrator. This property is crucial. Even whereI D is Alice’s identity. Then Alice computes
though the arbitrator is semi-trusted, the primary signer Alice o _ d
does not want the arbitrator to produce a valid probabilistic ¢ = Sig(sk, m|ly) = H(m||y)* mod n.
signature which she did not intend on producing. To achiewge probabilistic signature for messageis o = (m,,9).
this goal, we require that any PPT adversargssociated with  The corresponding verification algorithiver takes as
verifiable probabilistic signing oracl®vesig, succeeds with at input o, computesy as (1), and verifyH (m||y) = §¢ mod n.
most negligible probability in the following experiment: e VPsig and VPver: For a messagen, VPsig first
1k - runs Psig(m, sk, PK). Let ¢ = (m,r,d) be the output of
Setup (17)  — (Sg’pk’SK* , PK) Psig, andy be the value satisfying (1). Then the verifiable
(m,0) — AV (SK",pk, PK) probabilistic signature generated by Alice for a messags
Success of = |Pver k,PK)=1A .
. A [Pver(m, o, pk, PK) o' = VIPsig(m, sk, PK) = (m, y, ).
m ¢ Query(Av OVPsig)] )

where Setup®(1*) denotes the run oBetup with the dis-

honest arbitrator4, and SK* is her state after this run,

and Query(A, Oypsig) is the set of queriesd asked to the H(m||y) = ¢° mod n,

verifiable probabilistic signing oracl®yps;g. ter — i ifiabl ilisti
Definition 1. A verifiable probabilistic signature scheme isznd accepts’ — (m, y,9) as a valid verifiable probabilistic

if it inst si ttack ifior attack Agnature only if the above equation holds.
secure if it is secure against signer attack, verifier attack and’J b o<. Given a verifiable partial signaturg — (m, y, §),
arbitrator attack.

the arbitrator TTP first verifies its validity by checking
H(mlly) = 6° mod n. If valid, TTP computes

On inputse’ = (m,y,d) and Alice’s public key(n,e), the
algorithmVVPver checks

[1l. EFFICIENT VERIFIABLE PROBABILISTIC SIGNATURE , .
SCHEME BASED ONRSA =y IDIPR) ™" mod ¢(N) 1164 N )

We shall present a verifiable probabilistic signature schergad returnss = (m, r,§) = Res(m, o', SK, pk) as a proba-
based on the standard RSA-FDH (FU” Domain HaSh) S|g'|'||st|c Signature ofm to the verifier.

nature SCheme. As Usual, |&t be an RSA'mOdulus, Wh|Ch Note that, TTP actua”y Speciﬁes a fam"y of one_Way

is a product of two distinct large primes, lete Zj be a trapdoor permutations by publishiny, for which the com-
randomly chosen public exponent aide a secret exponentmon trapdoor is(P, Q). Although the encryption exponents
satisfyinged = 1 mod ¢(n). Let H be a collision-free hash p/(1p||pk) are different for distinct signers, TTP can always
function. The RSA-FDH signing algorithm gets inpuis, d) extract a number € Z} satisfying (2), for anym and .
and a message:, outputs a signature And for a valid verifiable partial signaturen, y,J), we have
§ = Sig(sk,m) = H(m)* mod n. _H(m||y) = 6° mod n, th_us the outputr = (m,r,d) of Res
is a valid probabilistic signature om.

The verifying algorithmVer(pk, m, §) gets inputs(m, §) and Remark 1 (a) For a particular signer with identityD and
the public key(n,e), and accepts it ih® = H(m) mod n public key pk, H'(ID|pk) is a fixed encryption exponent.
holds. Thusy = f,,(r) is a permutation oiZ andy is uniformly

The RSA-FDH signature scheme has been proved [11] distributed as-. Therefore the probabilistic signature scheme
be existentially unforgeable against adaptive chosen mess&ggy is actually a RSA-PFDH signature scheme proposed by
attacks in the random oracle model [5], assuming that invertiqron [12], which is provably secure in the random oracle
RSA is hard. Now we present our scheme as following.  with a tight security reduction. (b) The FDH signature scheme

e Setup. TTP generates a public ke’ XK = N and can be replaced by any other secure signature scheme such as
publishes it as a system parameter, and keefis= (P,) RSA-PSS [16]. (c) Although a common moduld is used
secret, wheréV = P(Q and P, () are distinct strong primes of as a system parameter, the common modulus attack does not
lengthk, i.e., P = 2P +1 and@ = 2Q’" + 1, while P and work here, since the encryption exponent is fixed for each
@’ are also primes. Denote b§’(-) = H(-)||1, which maps signer, and the “plaintext’ is chosen at random. (d) This
any string to an odd integer, her¢ may be taken as SHA- method also works for almost all other hash-and-sign signature
1. Consideringp(N) = 4P’Q’, the probability of the output schemes, such as DSA, ECDSA, BLS signature, et al.
from H' being co-prime top(N) is overwhelming, because
finding an odd integer not co-prime with”’Q)" is equivalent A Security of Our Scheme

to find P/ or Q' or P’Q’ and consequently factoriny. . . .
Alice randomly chooses two primesand g of length &, Theorem 1. Under the formal model described in section

and setsn = pg. Then she generates two exponeatand 3, the verifiable probabilistic signature scheme based on RSA
d satisfying ed E 1 mod (n). Her private signing key is is provably secure in the random oracle model, provided that
sk = (p,q,d) and the public verification key igk = (n,e). inverting RSA fgnctlon IS ha'r(.j.

« Psig and Pver: To probabilistically sign a message, Proof. According to Definition 1, we shall show that the

Alice first randomly chooses a numbee Z%, and computes proposed verifiable probabilistic signature schemes is secure
N against signer, verifier and arbitrator. Note that the underly-

y = for(r) = v IPIPE) mod N, (1) ing RSA-FDH signature scheme is existentially unforgeable




against adaptive chosen message attack in the random orgmleducing a valid forgery of the RSA-FDH signature scheme

Hence the probability of a valid forgery for the RSA-FDHwith non-negligible probability.

signature scheme is negligible. Secure against arbitrator's attack: Now we consider an
Secure against signer's attack:For a malicious signer, adversarial TTP’s attack. Holding the trapdd®k = (P, Q)

with the help of the oracl®ges, her goal is to produce a valid of the one-way permutation, TTP can extract grinto a pair

verifiable probabilistic signature’ = (m, y, §), which cannot of (m,r) satisfying (2). We shall also show a reduction of

be extracted into a valid probabilistic signature= (m,r, ). converting an arbitrator's attack into a valid forgery for the

However, this is always not the case. For anyand m, the RSA-FDH signature scheme. As before, a forgéraccepts

numberr € Z% satisfyingy = r IPllPk) ;mod N can always pk = (e,n) as input and has oracle access to the signing oracle

be extracted as (2) using the trapddti = (P, Q). For this Osjg of RSA-FDH signature scheme. TTP holdBK, SK)

extractedr there holdsy = r#'(PllPk) mod N. And for a and has access to th@,psig-oracle, and wins if he forges a

valid verifiable partial signaturen, y, 8), we haveH (m/||y) = probabilistic signaturé = (1, 7, ), for which

0¢ mod n. Thus the resulting triple{m,r,d) is definitely a .

valid probabilistic signature om, an(d AIice) cannot deny it. H(if| 7 P17 mod N) = 6 mod

In fact, the oracleOres cannot give any help to a maliciousholds, whilern has not been queried to the orapsig.

signer: whatOres extracted is exactly the numbershe used ~ Here is how F invokes TTP. For anOypsig-query on

to compute the valug, which was already known to her.  messagem, F randomly chooses € Z} and computes
Secure against verifier's attack:An adversarial verifier's y = % (PlIPk) mod N, and then makes@sig-query onm||y

goal, making use of oracle€ypsiy and Oges, is to forge to obtain a signaturé = Sig(sk, m||y). F answers TTP with

a valid probabilistic signature = (m,r,d), for which the (m,y,d) as a valid verifiable partial signature. When TTP

corresponding verifiable partial signatusé = (m,y,d) has outputs a forgeryrm,5) as described above, théris a valid

not been queried t@res. We shall convert such an attack intdforgery onm’ = /|7 IPIP*) mod N underpk = (e, n),

a forgerF against the RSA-FDH signature scheme. Note thaincerm has not been queried @ypsig. F just outputg(m’, ).

F takes as inpupk = (e,n) and has access to the signingVe see that the simulation is perfect, ard succeeds in

oracleOsjg of RSA-FDH signature scheme. While Bob acceptgenerating a valid forgery if TTP succeeds.

pk and PK as inputs, and has access to oradlkgsiy and The above arguments show that, if an adversary can at-

Ores, and wins if he forges a probabilistic signaturefor tack our verifiable probabilistic signature scheme with non-

some message: without making a querym,o’) t0 Oges. negligible probability, then one can break the existential un-
To invoke Bob, F shall answer Bob'®)\psig-queries and forgeability of RSA-FDH signatures under adaptive chosen-

Ores-queries by himself. For aypsig query on message message attacks, with almost the same success probability.

m;, F chooses a number; € Z3 at random, and com- Thus the security of our scheme follows from the security

putesy; = r; IPIPF) mod N, and then queries its ownof RSA-FDH scheme, which in turn relys on the well-known

signing oracleOsig on messagen;|y; to get a signature RSA-assumption that inverting RSA function is hard. [

8; = Sig(sk,m;||ly;). Now F produces a verifiable partial Remark 2: Security against colluding attacks Another

signatures! = (m;, y;,9;), and sends’; to Bob as the answer. powerful attack we must take into consideration is a colluding

F keeps a list of L = {(m;, 0, = (m,v:,0;),7;)}. To attack proposed recently by Bao [3]. If an adversary can man-

simulate a vaIidORes—query on(m/,c’), F just looks up the age to extract,, then she get a valid probabilistic signature.

list L, answers Bob withr; if (m’,o’,7;) is in the list, and However, the adversary cannot extracfrom y by herself,

halts otherwise. Note that, for a vali@res-query (m’,o’) since itis a intractable problem of inverting the RSA function.

whereo’ = (m/,4/,4’), there must hold’ = Sig(sk, m’||y’). Moreover, since- is explicitly bound with a signer'd D and

Hence the probability that:’ has not been queried ©ypsy Pk asy = r#' UPIPK) mod N, it is infeasible for an adversary

(which means thatm’||y’, 8') is a valid RSA-FDH forgery) is to generate)’ = r'UP'lIPk") mod N for a different7 D’ and

negligible, and so is it witl¥ halts in answeringres-queries. pk’ from y, as shown in Lemma 2. Therefore, the colluding
Suppose Bob outputs a probabilistic signature forgery ~attack [3] doesn't work here.

(i, 7,6) in the ultimate. Lety = 7# UDIPK) mod N, If Lemma 2. Letn be an RSA modulus. Givgnand h such

(m,5,0) # (mi,yi, ;) for all 4, F outputs(i||§,d), which thaty = r" mod n for a unknownr, if one can generate/

is a valid forgery for the RSA-FDH signature scheme, sin@ndh’ such thaty’ = r" mod n, where both and’ are odd

m||y have never been queried @s;y. OtherwiseZ halts. In integers, then there exists an efficient algorithm to compute

the latter casey’ = (17, 3, 9) is an output 0fypsg-query, but and z such thaty = z* mod n.

(m, ') has not been queried Ores. Bob may try to extract _ Proof. Let i be the least common multiple éfand’’, and

the number € Z% the signer used to computgs Note that h = th, h =t'h'. Then we have

ht h t'h’ t’
~H' - =r'=r*=r = mod n.
#H'(IDIPK) — 5 mod N, v Y

Let ¢ = ged(¢,t'). Then2 { ¢ andged(c, p(n)) = 1, otherwise

extractingr from the above equation is actually the intractablgne can efficiently facton.. There eXIS'[Sa and b such that
problem of inverting RSA functions. Hence the probability o&t +bt =1. Setz = y*y* andz = L. Then we have
c

the latter case occurs is negligible. As a result, if Bob can’ . P .
success with non-negligible probability, théhcan succeed in 2% =ze =yteytT = yreybe =y



The Strong RSA Assumption [10] states that, on input an RS#Agnature schemes. No further registration is needed and no
modulusn and an elemenj € Z, it is infeasible to computes zero-knowledge proofs are involved. This is the first concise
valuesz > 1 andz such thatz* = y mod n. Then, according and efficient RSA-based fair-exchange protocol suitable for
to Lemma 2, any adversary is infeasible to find,/afrom cryptographic engineering practices. It is very interesting to
y, which encrypt the same under different public exponents.explore other probabilistic signatures to construct practical fair

Thus the proposed verifiable probabilistic signatures are secaxehanges as well as other electronic commerce protocols.

against colluding attacks.

IV. FAIR EXCHANGES BASED ONSTANDARD RSA
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Assume the public key of Alice isks = (na,e4) and the
private key issksa = (pa,qa,da), and Bob’s public key is
pkp = (np,ep) and private key isks = (pp,qp,ds). The
public key of a TTP isPK = N while the private key is
SK = (P,Q). Hereny = pa-qa,np =pp-qs, N = P-Q,
PA,q4a, PB,qp are primes and’, ) are strong primes.

1. Alice choosesry, € Z3% at random, computeg, =
T'ZI/(IDAHMA) mod N, and generate$, = H(m/||y4)% mod
na. Then Alice sends a verifiable probabilistic signature
' atice = (M, ya4,04) to Bob. 3]

2. Bob first checksH (m|lya) = d4°4 mod na. If it is
valid, Bop choosesp € Zjy at random, and then computes 4
yp = rg (IDBIPRE) 1od N, 65 = H(m|lyg)® mod np.
Bob sends his probabilistic signatuse;,, = (m,rp,dp) to
Alice.

3. After receiving Bob’'s probabilisti/c signatureg,, =
(m,rp,dp), Alice computesyp = rg UDslpks) )04 N, (6]
and verifieség°? = H(m/|lyp) mod np. If valid, she sends [7]
O Alice = (m,TA,(SA) to Bob.

4. If Bob does not receive anything in step 3, or if g
o alice 1S INvalid, then he sends the verifiable partial signature
0ice = (M,y4,04) and his probabilistic signatures., =
(m,rp,0p) to TTP. This protocol provides a vehicle for TTP
to understand whether thelprotocol was correctly carried out.
TTP first computey/p = rh UDslPks) 164 N. If both

(1]

(2]

(5]

El

[10]

6p°® = H(ml|lyp) mod np

and [11]
0% = H(m|lya) mod ny,

hold, TTP extracts

H'(IDallpka)™" mod o(N) 1104 N

(12]

7{4 =ya [13]

Then TTP sendsraiice = (m,74,04) to Bob and sends
OBob = (m,rB,(SB) to Alice.

Security of the protocol follows directly from Theorem 1
and Remark 2. The proposed protocol is concise and efficieldb]
and works with standard RSA signature schemes.

(14]

[16]
V. CONCLUSION 7]

We introduce a formal definition of verifiable probabilistic
signature for constructing optimistic fair exchange protoco(l)ﬁb,8
and present an efficient and provably secure verifiable prob-
abilistic signature scheme based on RSA signatures. The
proposed fair exchange protocol works with standard RSA

posed in the paper have been applied for Chinese Patents.
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