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EKE Protocols Analysis Based on Logic Programming

WANG Quanlai*?, HAN Jihong*, WANG Yadi'
(1. Institute of Electronic Technology, PLA University of Information Engineering, Zhengzhou 450004;
2. Air Defense Forces Command College of PLA, Zhengzhou 450052)

Abstract Based on the Spi calculus and the logic programming rules, a new technique is presented to verify cryptographic protocols. The
technique makes it possible to verify security of the protocols, in a fully automatic way. By analyzing the EKE protocol, it finds a new
attack——parallel session attack, and this result demonstrates the analysis power of the technique for protocol security.
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decrypt ( a) a
decrypt(encrypt(x, y), y) = X 264
y encrypt(x, y) X
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5 Free c ( )
Fun pk/1 ( )
horn Fun encrypt/2 ( )
attacker attacker(M) Reduce decrypt(encrypt(x, pk(y)),y) = x ( )
M Fun host/1 ( )
horn Fun sencrypt/2 ( )

attacker(x) A attacker(y) — attacker(encrypt(x, y)) Reduce sdecrypt(sencrypt(x, y), y) = x ( )
attacker(encrypt(x, y)) A attacker(y) —> attacker(x) Not pkA; not P ( )
encrypt(x, private free secretA, secretB
y) query attacker: secretA; attacker: secretB ( )
query ev:endBparam(x) = ev:beginBparam(x) ( )
query
ev:endBfull(x1,x2,x3,x4,x5) = ev:beginBfull(x1,x2,x3,x4,x5)
query ev:endAparam(x) = ev:beginAparam(x)
query
A B ev:endAfull(x1,x2,x3,x4,x5) = ev:beginAfull(x1,x2,x3,x4,x5)
B A A B query evinj:endBparam(x) = evinj:beginBparam(x)
query
A end(M) B begin(M) evinj:endBfull(x1,x2,x3,x4,x5) = evinj:beginBfull(x1,x2,x3,x4,x5)

attacker(M)
M M
attacker(M)

query evinj:endAparam(x) = evinj:beginAparam(x)
query

evinj:endAfull(x1,x2,x3,x4,x5) = evinj:beginAfull(x1,x2,x3,x4,x5)
let processA = ( A )

begin end
Spi Prolog

new secretA; in(c, pkA); in(c, hostX)
3 EKE event beginBparam(hostX)
3.1 EKE out(c, sencrypt(pkA, P); in(c, m)
B3] let (m1, =hostX) = sdecrypt(m, P) in
EKE let k=decrypt(ml, pkA) in
new Na out(c, encrypt((Na, k)); in(c, m2)
let (=Na, NX2) = decrypt(m2, k) in
event beginBfull(Na, hostA, hostX, pkA, NX2)
out(c, sencrypt(NX2, k))
if hostX = hostB then
event endAparam(hostA)
event endAfull(Na, hostA, hostX, pkA, NX2)
out(c, sencrypt(secretA, k))
let processB = ( B )
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new secretB; in(c, m3)

let pkY = decrypt(m3, P) in
p RSA event beginAparam(hostY)

Diffie-Hellman 4 new k; out(c, sencrypt(encrypt(k, pkY), P)
EKE a in(c, m4)

254 > Z\P\ 1 A X e (0,264) let (NY, =hostY) = sdecrypt(m4, k) in
new Nb; event beginAfull(NY, hostY, hostB, pkY, Nb)
out(c, sencrypt((NY, Nb), k)); in(c, m5)
{K}KA =a’ K=a" if Nb = sdecrypt(m5, k) then
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