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Grid Intrusion Detection Model Based on Immune Multi-agent
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(1. School of Computer, Sichuan Univ., Chengdu 610065; 2. School of Computer, Qufu Normal Univ., Rizhao 276826)

Abstract Being that conventional intrusion detection systems can not adapt to the dynamic grid environment, grid intrusion detection model
(GIDIA) based on application of immunity and multi-agent is proposed. In succession to describe the architecture, definitions of immune model,
detective agent, decision-making and preventive agent are given. Relevant abstract mathematical models and detailed inferential equations are
founded respectively. Theoretical analysis and experimental results show that GIDIA enables member sites in the same trust community or different
ones to forewarn attacks cooperatively, and possesses higher detection rate a with better self-adaptability. GIDIA provides a way for implementation
of grid security.
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