%31 55 4 4
2009 44 H

BT 5 fF B ¥ M

Journal of Electronics & Information Technology

KeeLoq %85 Courtois I A XIS HrF&1E

kR ERX &) A RAE
(FaTRAFEUFHAER M 450004)

# ZE: KeeLoq %2 Willem Smit il 41305502, T2 M TR EM L1835 . Courtois 55 A7E
2007 & T 1% KeeLoq I 4 R 3-8t 75, Horh e 4 P a0- R8T B vk B2 2 i/ o A SGIE
BT Courtois 15 4 FiiE 8)- BT 77 v BT IR B2 A e IR, DRI GV SE N KeeLoq M. IbAh, AICE
SFEJTVEHET TAEIE, 3R T Sk pxet ik, R 2 A A SRS LL O(2™) Wn# BT 2 24Pk i KeeLoq
WIMEH, %N 1. X T KeeLoq % 26 % 1% 5H, Hiks: 64 Bl REUE N E & R 2 D HARNAZ)
2 B SO B VARV A R R AT B A O(2) o

KEEIR: EW T KeeLoq #0d; WaEI-EIH,; A8

PESES: TNI1S.1 CHRFRIRED: A XEHS: 1009-5896(2009)04-0946-04

Analysis and Correction of Courtois Attack to KeeLoq Cipher

Zhang Bin Jin Chen-hui
(Electronic Technology Institute, Information Engineering University, Zhengzhou 450004, China)

Wang Qiu-yan

Abstract: KeeLoq is a block cipher designed by Willem Smit which is used in wireless devices that unlock doors in
cars. Four slide-algebraic attacks that can break Keel.oq in practice are presented by Courtois et al. in 2007. The
computing complexity of the fourth slide-algebraic attack is the smallest. However, the principle of Courtois’ fourth
slide-algebraic attack is proved to be wrong in this thesis, so it can not break KeeLoq. The correction is made on
Courtois’ fourth slide-algebraic attack and the improving attack is proposed. With 2% known plaintexts, the
computing complexity of the improving attack is about O(2**) KeeLoq encryptions for obtaining key and the
success rate is 1. For 26% of keys in KeeLoq, the first 64 rounds of KeeLoq have 2 or more fixed points, then the

computing complexity of the improving attack which uses algebraic attack could decrease to O(2%) KeeLoq
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encryptions.
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