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Abstract This paper introduces the structure of intrusion detection system in mobile Ad Hoc networks, and analyzes a model of layered weighted

IDS and clustering algorithm. According to the hierarchical structure, it gives a scheme of broadcasting and transferring alert message using digital

signature. It designs the packet format of alert message, and gives the source code of ELFhash Hashing function.

Key words mobile Ad Hoc networks(MANET); intrusion detection system(IDS); layered weighted clustering; Hashing function

Ad Hoc (mobile Ad Hoc networks, MANET)
M MANET
MANET
2l (intrusion detection system, IDS)
2
MANET IDS
IDS
MANET
IDS
1 IDS
MANET
MANET IDS
IDS
IDS 1 il MANET
IDS IDS
IDS 2
IDS

IDS

IDS
IDS

IDS

1 IDS
1.1 IDS
MANET
IDS
IDS
IDS
MANET
1977 )

2006-11-15 E-mail lishengg@ee.buaa.edu.cn



4 CBRP, CEDAR, ZRP

IDS
MANET IDS

IDS
IDS

@)

@)
IDS
®)
IDS

1)
)

1.2

IDS

W = a*Capacity + * Security
Capacity =a*Mb+b*Dg+c*Pw+d*En
Security =e*Ph+ f*Ih+g*Is
Capacity
Mb
Dg Pw

En Security

Ph
Is
a,p.abcdefg

@)
Security Ph

— 14—

IDS

(2
Mb
En
3
IDS etftg=1
4
““Hello””
w
(5)
2
2.1
[5]
IDS
IDS
2.2
h=H(M)
H
M
€
(2
3
4)

=

““Hello””
Pw
W o+p=1; atb+ct+d=1,
IDS
w ID
W ID
1
( ) 1
IDS
M
h
M
M’ HM) =HM’)
M M
3 4



)
(message digest, MD)
)
®3) P

P =F(Es(MD),M)

MD=HM) M E F
MANET IDS
3 ID
1D
ID
ID ID ID
‘§§~ ”
S~ -
§s§§~ ’//
ID
3 IDS
4)
@
(2
ASCII ELFhash
ELFhash
M 1
1 IDS
ID
ID

73 1235 060428211625 00E04D114CA6 00F425136ABD- Routing message
00FABDOE04DD error

ASCII
unsigned int ELFhash(const char *alertData,unsigned long
hashSize)

{register unsigned int hash = 0;
unsigned int x = 0, i=0;

unsigned int aiLen=strlen(alertData);
for(i = 0; i <aiLen; i++) {

1 ASCII
hash = (hash << 4) + alertData [i];
I 4
if((x = hash & 0xF0000000L) !'=0) {
Il 4 4
hash ~= (x >> 24);
hash &= ~x;}
}
1
return (hash & Ox7FFFFFFF) % hashSize + 1;
}
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