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Research of Multiple Parallel Substitution Box Instruction

DAI Zi-bin, MENG Tao, CHEN Tao, ZHANG Yong-fu
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract Based on the analysis of 41 popular block ciphers, the paper researches the features of 4 of kinds of popular substitution boxes, which
are 4x4, 6x4, 8x8 and 8x32, and analyzes the realization mode of the substitution boxes. It describes special instructions, which can perform 4 kinds
of popular substitution boxes quickly and flexibly, extends the usage of special instruction to the VLIW structure instruction, and designs the
hardware module of the substitution box. Performance of special instructions are analyzed by comparing it with other instructions.
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