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Design and Implementation of Trusted Enhanced Framework of
Operating System

CHEN Youlei !, HUANG Qiang 2, SHEN Changxiang 2
(1. School of Computer, Wuhan University, Wuhan 430072; 2. Computing Technology Institute of China Navy, Beijing 100036)

Abstract The traditional security enhanced technology based on operating system is usually the general solution to resolve the security problem,
but can not guarantee base trust of the system. Starting with analysis of the relation between trust and security, this paper presents the concept of
trusted enhancement and a trusted enhanced framework. It integrates the trusted mechanism and security capability into the design of security
architecture. Then the enforcement and application of the framework is researched.

Key words Security enhanced; Trusted enhanced framework; Trusted mechanism; Security capability; Trusted computing architecture

TcSecH
LSM SeLinux @ 1
TCG Gl
TPME!
1
TcB
1
TCG
B3 1)
2
““86377 (2002AA1Z72101)
u (1977 )
5
(Accountability) (Assurance) 2006-03-21 E-mail cylbaggio@263.net



TCcBM TCB

3) TCG

TCB | | | | | |
TCSEC 1

= e e
i N i B —— i
| i i i | | |
R —— E—
2 3
2 3)
2
6
2.1
3
3
1)
TCG
TCG
@) Linux-2.6.2
TCG

1

2) (



@)

O]

®)

(4)

Q)

(6)

1)

2)

3)

U]

©)
9)

Socket

— 14—

open system call

create system call

exec system call

other system call <

4

IPC

(RO

)

O]

[5]

®)

(4)

TCB

18




